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ARTICLE INFO ABSTRACT

MSC: Blockchain technology changes the centralized management form in traditional healthcare systems and
00-01 constructs the distributed and secure medical data-sharing mechanism to achieve data value maximization.
99-00 However, the advanced capabilities of quantum algorithms bring a serious threat to current blockchain
Keywords: cryptographic algorithms which are based on classical mathematical difficulties. This paper proposes the first
Blockchain quantum-safe identity-based designated verifier signature (ID-DVS) scheme for blockchain-based Internet of
Interr}et of medical things medical things (BIoMT) systems. This scheme is constructed based on the lattice assumption of the short
]I;‘;;mty integer solution (SIS) problem, which is believed to resist the quantum attack. The identity mechanism helps

to establish a transaction traceability mechanism when this data is shared among different medical institutions.
The designated verifier mechanism also prevents unauthorized users from accessing data to improve the
security of medical data-sharing processes. Next, this ID-DVS scheme is proved in random oracle model, which
can achieve the security properties of anonymity and unforgeability. It also can capture the post-quantum
security. Then, the performance analysis of the key size and time consumption are presented, and the results
show that this ID-DVS is more efficient than other similar schemes. Therefore, this work supports secure
medical data-sharing and protects the privacy of users and medical data.

Privacy-preserving

1. Introduction tructure, Merkle tree, digital signature, and zero-knowledge proof,

which are utilized to better adapt to the transaction privacy protection

Blockchain-enabled Internet of Medical Things (BIoMT) profoundly
affects people’s lives and health with the gradual increase of wearable
health devices [1]. Firstly, blockchain technology helps to establish a
distributed medical data-sharing framework among different medical
institutions, which replaces the traditional centralized management
form and achieves cross-institutional medical data utilization. Then, the
BIoMT solves the problems of collecting, storing, sharing, and using
massive medical data. However, the security issues with medical data
and user privacy in the cross-institutional data-sharing process have
gained much attention as more sensitive information is inserted into
these medical data. Especially for the sensitive information protection,
the users do not want to give non-specified users access to the data.
Hence, one-to-one data sharing can effectively prevent the leakage of
sensitive information.

Blockchain cryptography has received more attention as it is in-
creasingly essential in most blockchain-based applications [2]. It is
relation to the cryptographic algorithms of the symmetric crypto-
graphic, asymmetric cryptographic, hash function, public key infras-

in the blockchain network. These blockchain cryptographic technolo-
gies jointly protect transaction security and user privacy. For example,
the digital signature is responsible for transaction verification in the
consensus process and for establishing links to different blocks [3].
The signature also provides the transaction traceability mechanism
when some disputes occur. Especially the DVS is more suitable for
one-to-one data-sharing among different BIOMT systems that it can
guarantee the non-delegatability of signature. These technologies con-
struct the trust foundation for the blockchain-based network as these
NP-hard problem-based cryptographic algorithms cannot be broken
through with the current most advanced classic computer. Most of
these algorithms are based on RSA and ECC cryptographic theories, but
the fundamental problems of large integer factorization and discrete
logarithms are weak against the quantum attack [4].

Quantum threat is the main concern in current information systems
with the rapid developments of quantum computers and quantum
computing. The Grover quantum algorithm can speed up the efficiency
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of target search, which brings threats to the symmetric cryptographic
algorithm, for example: Elliptic Curve Cryptography (ECC), by decreas-
ing the search complexity from O(N) to O(\/ﬁ ) [5]. The Shor quantum
algorithm can achieve exponential acceleration for large integer factor-
ization [6], which brings threats to the asymmetric cryptographic, for
example: RSA. In recent years, post-quantum cryptographic algorithms
have gained much attention in the areas of scientific research, finance,
and industry [7]. Currently, code-based cryptography, Hash cryp-
tography, lattice cryptography, and multivariate-quadratic-equations
cryptography are some famous post-quantum cryptographic (PQC) al-
gorithms. Code-based cryptography was first proposed by McEliece [8],
which was constructed by the error correction codes. Although this
cryptosystem has a significant anti-quantum attack advantage, its key
size disadvantage makes it unsuitable for IoT systems. Hash cryptog-
raphy was initially introduced by Lamport [9], which was known as
the one-way function to provide quantum-proof security. The Merkle
tree is another well-known hash-based cryptosystem [10]. These hash-
based algorithms are not based on solving hard mathematical problems,
but they can obtain the properties of one-wayness, collusion resistance,
and preimage resistance. Lattice cryptography is one of the suggested
PQC scheme in the NIST call, which was first proposed by Ajtai [11].
Multivariate-quadratic-equations cryptography is another kind of PQC
that is based on the complexity of solving multivariate equations [12].
This kind of PQC algorithm suffers from efficiency hardship with the
large key size and ciphertext overhead.

This paper focuses on the needs of security and integrity, and pro-
poses a lattice-based ID-DVS scheme to cover the privacy-preserving is-
sues, such as designated verifier, signer’s anonymity, and signature non-
delegatability in the BIOMT system. The contributions are summarized
as follows.

+ A lattice-based ID-DVS scheme has been proposed. This is the
first ID-DVS scheme which is constructed with the reject sampling
in Gaussian distribution and SIS lattice problem. The identity
mechanism in this ID-DVS provides transaction traceability for
medical data-sharing, and the designed verifier setting protects
user privacy as unauthorized users cannot access the transaction.
The security proof of the proposed ID-DVS scheme is given. In
the random oracle model, this ID-DVS scheme can be proved to
satisfy the security properties of anonymity and unforgeability.
Meanwhile, this ID-DVS scheme can resist the quantum attack
with the lattice assumption, which can prevent the quantum
adversary in the future quantum computer age.

The efficiency comparison and performance analysis are pre-
sented. The key size, time consumption, and energy consumption
are calculated and compared with other similar schemes. The
results show that this ID-DVS scheme is more efficient, which can
well support secure medical data-sharing among different BIoMT
systems.

Next, the related work is given in Section 2, some preliminaries are
shown in Section 3, the ID-DVS scheme is proposed in Section 4, the
security of the ID-DVS scheme is analyzed and proved in Section 5, the
performance analysis is in Section 6, and the conclusion is in Section 7.

2. Related work

This paper mainly focuses on the research and applications of
blockchain cryptography in BIoMT. Some reviews of blockchain cryp-
tography for BIoMT, PQC, and lattice-based signature theory about this
theme are given in the following subsections.

2.1. Blockchain cryptography for BloMT
In the BIoMT system, identity authentication, data

encryption/decryption, and transaction verification all need blockchain
cryptography algorithms to protect privacy security in the medical
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data-sharing processes. For identity authentication, Jia et al. [13]
constructed a privacy-aware authentication model with blockchain and
proposed two authentication protocols based on ECC and physically un-
clonable function algorithm respectively to enhance privacy security in
the IoMT ecosystem. Lin et al. [14] proposed a mutual user authentica-
tion protocol with the ECC algorithm, which could achieve a legal user
authentication in blockchain-based IoMT networking. Chen et al. [15]
designed a certificateless aggregate signcryption scheme based on ECC
to protect the data privacy in IoT applications, but it could not provide
anti-quantum attack security. Han et al. [16] introduced a blockchain
based privacy-preserving framework and a public key searchable en-
cryption scheme to strengthen the data traceability. Zou et al. [17]
introduced a credential-embedded authentication protocol to protect
users’ privacy and designed an authenticated key agreement protocol to
support bilateral authentication for medical data-sharing through IoMT
systems. For data encryption/decryption, Guo et al. [18] presented
an attributed-based encryption protocol with a ciphertext policy and
set an outsourced online/offline revocable mechanism to guarantee
fine-grained access control. Li and Dong et al. [19] gave a keyword-
searchable encryption scheme to achieve cross-institution medical data
utilization and established an on-chain ledger and off-chain storage
model to reduce ledger redundancy. Liu et al. [20] designed a cer-
tificateless public key encryption protocol based on high-consumption
bilinear pairing, combining the keyword search function to protect
medical data in IoMT. Qu et al. [21] introduced an interesting work
of quantum blockchain to improve privacy security in IoMT, which
utilized the quantum signature and quantum identity authentication
to achieve secure medical data-sharing with the quantum cloud. For
transaction verification, Mao et al. [22] presented an identity-based
aggregated signature scheme for IoMT, which could enable efficient
local verification of medical data with a locally verifiable mechanism.
Zhang et al. [23] proposed a certificateless signcryption protocol to
guarantee privacy security in IoMT, which utilized bilinear pairings
and zero-knowledge proof to resist super-level internal adversaries.
Li et al. [24] proposed a designated verifier signature scheme and
established a cross-chain medical data-sharing framework to support
secure and efficient data-sharing among different BIOMT systems.

With the deepening application of blockchain in BIoMT, the re-
search on blockchain cryptographic algorithms applicable to medical
data-sharing transactions is also more urgent. Most of these BIoMT
systems are also based on RSA and ECC cryptographic algorithms,
which are vulnerable to quantum attacks. So it is urgent to seek more
secure anti-quantum cryptographic algorithms to equip current BIoMT
systems.

2.2. Post-quantum cryptography

PQC utilizes classical computationally hard problems to construct
quantum-safe cryptosystems for current information systems. Especially
for the sensitive information protection of medical data in BIoMT
systems, the practical application of PQC is important and necessary.
For code-based cryptography, Thiers et al. [25] presented a decoding
algorithm based on the g-ary codes, which could achieve low com-
plexity and anti-quantum security. Alahmadi et al. [26] introduced
a signature scheme with error-correcting codes for blockchain-based
networks and utilized bounded distance decoding for signature veri-
fication. For hash cryptography, Punithavathi et al. [27] established a
double-layer encryption framework and proposed a crypto hash algo-
rithm to resist the malware attack in medical data-sharing processes in
the IoMT system. Kuznetsov et al. [28] gave the performance analysis
of the hashing algorithm in blockchain-based systems and compared
it with other related hashing algorithms to show its efficiency and
practice. For lattice cryptography, Ye et al. [29] designed a traceable
ring signature scheme based on lattice assumption for IoMT, which
could obtain tag-linkability and exculpability in a random oracle model.
Bagchi et al. [30] utilized the ring LWE problem to construct an
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Table 1
Lattice-based schemes comparison.
Ref. Lattice problem Advantage Limitation
Kim et al. [33] NTRU Key encapsulation; Centralized KGC; Key escrow;

Randomness-recovery; Encoding
Certificateless, Ring signature
Non-delegatability; Bimodal

Yu et al. [35]
Li and Jiang et al. [34]

NTRU and SIS
ring-LWE and SIS

Chosen ciphertext attack weak
Private key management
Centralized KGC; Key escrow

Gaussians

Yao et al. [36] ring-LWE and ring-ISIS

Ring analog; Authenticate

Centralized KGC; Key escrow

ciphertext

Zhang et al. [37] ring-LWE and SIS

Zhang and Sun et al. [38] ring-LWE

Non-delegatability; Chameleon
hash

Re-signature; Semi-trusted proxy;
Signature evolution

Centralized KGC; Key escrow

Centralized KGC; Key escrow;
Double time consumption

aggregate signature scheme and applied this scheme to the Internet of
drones for privacy preservation. For multivariate-quadratic-equations
cryptography, Shim et al. [31] proposed a post-quantum signature
with multivariate-quadratic-equations, which supported the dramatic
online signing for cryptographic systems. These four PQC proposals are
not only generally used for creating encryption/decryption and digital
signature algorithms, but also for key exchange and authentication
cryptosystems in the not-too-distant future.

This paper plans to utilize lattice theory to construct a PQC signa-
ture algorithm, as the digital signature plays an essential roles in trans-
action signature, blockchain system consistency, and data ownership
confirmation in BIoMT systems.

2.3. Lattice-based signature theory

Lattice cryptography serves as one promising PQC theory that has
gained much attention in recent years. Its security is also based on some
NP-hard problems, such as shortest vector problem (SVP), shortest in-
dependent vectors problem (SIVP), closest vector problem (CVP), short
integer solution (SIS), learning with errors (LWE), bounded distance
decoding problem (BDD), and so on [32]. The Number Theory Research
Unit (NTRU) algorithm is based on SVP or SIVP, which is designed with
the polynomial ring. The scheme in the Refs. [19] is based on this mech-
anism. Kim et al. [33] introduced a key encapsulation mechanism with
the NTRU lattice, which could resist significant cryptanalytic attacks in
current information systems. The LWE is a CVP in which the hardness
is solving linear equations with noise. The scheme in the Refs. [29] is
based on this mechanism. Li and Jiang et al. [34] proposed a group
signature scheme with the SIS lattice problem, which had been applied
to the IoMT system with blockchain technology for secure medical
data-sharing. Yu et al. [35] designed an NTRU-based certificateless
ring signature for electronic voting, which could obtain the properties
of quantum immunity, unconditional anonymity, and unforgeability.
The ring-LWE is a variant of LWE that has more strengthened security
properties. The schemes in the Refs. [30] are based on this mechanism.
Yao et al. [36] designed a public-key authenticated encryption protocol
with ring-LWE in the ideal lattice, which also could achieve keyword
search ability in cloud computing. Zhang et al. [37] proposed a DVS
scheme with the chameleon hash and without trapdoors, which could
achieve non-delegatability. Zhang and Sun et al. [38] presented an ID-
DVS scheme with a function of signature evolution, which also added
the proxy and re-signature functions. The simple comparisons of these
lattice-based schemes are shown in Table 1.

As in BIoMT, the protection of sensitive information in medical
data is essential in the medical utilization processes among different
medical institutions. Meanwhile, the threats to classical cryptographic
algorithms from quantum computers should be taken more seriously.
Therefore, This paper addresses security and privacy issues related to
system users and medical data by proposing a quantum-safe ID-DVS
scheme to strengthen the security of medical data-sharing in BIoMT
systems.

3. Preliminaries

The lattice theories, ID-DVS scheme model, and security model have
been presented in this section.

3.1. Lattice theories

Definition 1 (Lattice [39]). Let v,,...,v, € R™ be a set of linearly
independent vectors. The lattice A; generated by vy, ..., v, refers to the

set formed by linear combinations of vectors vy, ...,v,.

Ap ={av; +av, +---+a,v, . aj,a, -, a, €L} (€9)]

Here, the matrices A = (q,...,a,) C R™" is the coefficient matrix
of lattice A, where the dimension n and rank m of this lattice satisfy
m = O(nlog q).

Definition 2 (g-ary Lattice [39]). Eq. (1) is the “qg-ary” lattice, which
is constructed by a matrix A € ZZX'”, a prime number ¢, and a vector

MEZZ.
At(A) ={xe€Z"|Ax=0 mod q for x € Z"} -
A‘J;(A): {x € Z"|Ax = y mod q for x € Z"}

Definition 3 (Gausstan Distribution [40]). The Gaussian distribution is
Peo(X) = exp( (V c) ), where ¢ € R is the standard deviation, ¢ € R is
the center, and % € R is vector. More generally, it can be defined as

2
Pes(X) = exp(%) with x, ¢ € R"”. When the center ¢ = 0, it becomes
p»(x). Meanwhile, D_(x) = p,(x)/p,(Z) is discrete Gaussian distribution
over Z and D (x) = p,(x)/p,(Z™) is the general situation over Z".

Definition 4 (R — ST S’( Problem [40]). R—-ST S’“ np is defined to
find a non-zero v € 9{"’ wh1ch satisfy Av = 0, where R a ring, x is a

distribution over ER;X”' Ae ERZX’", and ||v]|, < B.

Definition 5 (SamplePre(A,T,o,y) [40]). Given a matrix A € ngm,
a trapdoor basis T of lattice A*(A), ¢ > L - w(\/@ , and a random
vector y, SamplePre(A,T,c,y) can derive a non-zero vector e € Z;",
which satisfy Ae =y mod q. Here, |le|| < a\/ﬁ

3.2. Model descriptions

The scheme model and security model are given in this subsection,
and they provide the formal definition of an ID-DVS scheme.

(1) Scheme model

For an ID-DVS scheme, it is mainly composed of five polynomial
time algorithms.
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» Setup(1"): Input the security parameter n, key generation center
(KGC) outputs the system parameters pp and system master secret
key msk.

» KeyGen.(ID,, I D,, pp, msk): Input the identities 1D, and ID, of

the signer and designated verifier, pp, and msk, KGC generates the

key pairs (pk,, sk,) and (pk,, sk;) respectively.

Sign(pp, sk,, pk,, pky, 1): Input the message u, pp, (pk,,sk,), the

designated verifier’s public key pk,, the signer generates an ID-

DVS signature (e, p).

Verify(sky, pk,, pk,, p,e): Input (e, u), pp, (pky,sk,), and the

signer’s public key pk,, the designated verifier checks the legality

of the ID-DVS signature.

Simulation(pp, sk,, pk,, pk,, u): Input the message u, pp, (pk,, sky),

the singer’s public key pk,, the designed verifier generates an-

other ID-DVS signature (¢’, p).

(2) Security model

An ID-DVS scheme must satisfy the correctness, anonymity, and
unforgeability. The correctness can be verified according to the verifi-
cation process. The anonymity and unforgeability should be proved in
the random oracle model as shown in the following Definitions 6 and 7,
respectively. Note that only by passing this certification can it be shown
that the designed ID-DVS scheme is safe. Next, the security proof model
is constructed with a query-respond game, where an adversary Eve E
performs the query and a challenger Charlie C performs the response.

Definition 6 (Anonymity). If an adversary can make the right guess
whether the signature is signed by the signer or the designated verifier
with the adaptive selective identity attack in the random oracle model,
he wins this round of the query-respond game. Detailed query-respond
processes between A and C are shown as follows.

+ Initialize: C performs the Setup(1") algorithm to obtain the system
parameters pp and the master secret key msk. Then, he exposes pp
and keeps msk in secret.

Query: E can perform enough polynomial times of queries on the
random oracle. Here, the hash function, secret key, and signature
are all the query targets. E can perform queries on the non-target
user’s identity I D* or the non-target message x*. C responds to
the answers to the queries if the answers already exist. Other-
wise, C executes the signature algorithms of KeyGen. or Sign to
generate new answers to E’s queries.

Challenge: E selects two target system users’ identities /D; and
1D; and queries on the signature about these two identities. Next,
C randomly chooses the identity 1D, , b € 0,1 as the signer and
the other one as the designated verifier, derives the ID-DVS (e, u*)
according to the processes of KeyGen. and Sign algorithms, and
sends it back to E.

Guess: E performs the guess of b*. If b* = b, E wins this game.
Here the guess successful rate of E can be defined as shown in
Eq. (3).

Adv4™" = Pr(E successed.] ©

This anonymity increases the probability that the adversary will
fail to attack the signature because he cannot determine whether the
signer or the designated verifier is the real signer. Meanwhile, the
designated verifier cannot prove to third parties that this signature is
valid. This mechanism can protect user privacy in medical data-sharing
transactions and prevent the designated verifier from authorizing other
users to access the signature.

Definition 7 (Unforgeability). If an adversary can forge a valid signature
with the adaptive selective message attack in the random oracle model,
a challenger can derive another valid signature and solve the lattice
assumption with these two signatures. Here, the successful probability
of this challenger is non-negligible. Detailed query-respond processes
between E and C are shown below.

Journal of Systems Architecture 160 (2025) 103362

Table 2
System parameters.
Notation Meaning
q One large prime with ¢ = g(n) >3
n, m The dimension of key matrix, and m > 5nlogq
K The system security parameter
Z The integer matrix/vector set for system keys
- A system parameter with o = L - w(+/logn)
mpk The group public key
msk The group muster secret key
1D, The user identity
H,, H, The cryptographic Hash function
b The bimodal Gaussian distribution
c The standard deviation for D'
u The message to be signed
pk, sk The public and private keys for system users

« Initialize: C performs the Setup(1") algorithm to obtain the system
parameters pp and the master secret key msk. Then, he exposes pp
and keeps msk in secret.

Query: E can perform enough polynomial times of queries on the
random oracle. Here, the hash function, secret key, and signature
are all the query targets. E can perform queries on the non-target
user’s identity I D* or the non-target message y*. C responds to
the answers to the queries if the answers already exist. Other-
wise, C executes the signature algorithms of KeyGen. or Sign to
generate new answers to E’s queries.

Forge: E utilizes these enough queried answers to generate a valid
signature (e, u*) for the target user’s identity I D* and message u*,
and exposes this signature.

Challenge: C also can execute the signature processes legally and
derive another valid signature (e*, u*) for the target user’s identity
ID* and message p*. Then, C utilizes these two valid signatures

about the same message u* to solve the Z — ST S mp instance.

Analyze: This step analyses two points. One is the probability that
C can find a solution for the Z— ST S:;,n,m, s instance, and the other
one is the probability that E successfully generates a valid ID-DVS
signature. Here the successful rate of E can be defined as shown
in Eq. (4).

Aduiorge = Pr[E successed.] 4

This unforgeability ensures that no one other than the signer can
generate a legitimate signature, thus improving the security of the
medical data-sharing process among different BIOMT systems.

4. The ID-DVS scheme

This ID-DVS scheme is constructed with the lattice assumption of
R - SI S";n’m' 4 To improve the computational efficiency, the lattice
assumption is reduced from R to Z, and the new lattice assumption
Z-SI1S¥ . does not decrease the hardness. The parameter definitions
are shown in Table 2. This scheme mainly contains five algorithms of
Setup, KeyGen., Sign, Verify, and Simulation. The simple framework of
this ID-DVS scheme is shown in Fig. 1, and details of these algorithms
are described as follows.

4.1. Setup

Some system parameters are preset according to the setting princi-
ple in Ref. [41], where n is the security parameter, ¢ is a prime number
which satisfies with ¢ = g(n) > 3, m is a positive integer which satisfies

m > 5nlog q, L =0(\/n log q), and o > L - w(y/logn).



C. Li et al.

KGC

Journal of Systems Architecture 160 (2025) 103362

SU DV

[
Setup (n,m,q)
14
mpk ={A,H,H,}
msk =T
D,
KeyGen.
(@, S, ) ———>
D ID,
(ali)2 >Sip, ) o
U—s 9,
Sign
<gc> j——
Restart
Reject, | e|| >L& |€||w >ql4
Verify Accept, iff
c=H,(Ae,+ A”'e, —adec—s,,c modq, p1)
I
Ap——— e U
; ; 1
Simulation ey, <d 0>
| |

Fig. 1. The simple framework of ID-DVS scheme.

(1) KGC generates a matrix mpk = A € Z"™" with the former system
parameters by the Trapdoor generation (TrapGen.(1")) algorithm,
which is an approximate random distribution matrix. Then, a
basis T € Z;”X'" is derived from A'(A) by TrapGen.(1") as ||T|| <
L;

(2) Chooses H,, H, : {0,1}* > Z;’;

(3) Outputs pp = {A, H|, H,} as public system parameters;

(4) Serves mpk = A as the master public key and msk = T as the
master secret key.

4.2. KeyGen

Given the system parameter pp and user’s identity ID;.

(1) KGC computes a;p, = H|(ID;) € Z}};

(2) Computes Sip, < SamplePre(A,T,a,Dl,O') S Z;”, where ¢ >
IT lox(y/log m), ajp,modg = A -syp,, and |Is;p, |l < o\/m;

(3) Outputs pk = a;p, as the public key and sk = s, as the secret
key for system user with ID,.

For the signer and designated verifier in this ID-DVS scheme, the
signer’s key pair is set as (pk,,sk;) = (a;p,.s;p,) and the designated
verifier’s key pair is set as (pk,, sky) = (a;p,. s;p,)- Then, they will work
together to generate a legitimate ID-DVS with the following steps.

4.3. Sign

Given the system parameter pp and message u.

(1) The signer I D, randomly chooses x € D?;
(2) Computes ¢ = H,(Ax + arp, mod q, u);

(3) Utilizes his secret key sk to compute e = x + s; Dy
D™ (e)

——e®
MDY, o) s

(4) Output the signature < e, ¢ > with probability min(
otherwise, restart.

This is a probabilistic algorithm, and M is some fixed positive real
that is set large enough to ensure that the preceding probability is
always at most 1. If there is no data output, the signer will repeat these
sign processes until a legal ID-DVS is generated.

4.4. Verify

When receives the ID-DVS from the signer, the designated verifier
utilizes pp, the signer’s private key a;p, , and his private key sk, = s;p,
to verify the legality of (e, c) with message u.

(1) The designated verifier checks |le|| > L, and rejects it;

(2) Checks |le|l, > g/4, and rejects it;

(3) When the former conditions hold, he verifies whether
¢ = Hy(A(e+syp,) —ayp, mod q, u) holds or not. Iff this condition
holds, he accepts this signature; Otherwise, he rejects it.

4.5. Simulation

This subsection presents the generation simulation of a new ID-
DVS performed by the designated verifier. According to the former
generation processes, he can derive a legal ID-DVS with the same
message .

(1) Selects a random vector x’ « Dr
(2) Computes ¢’ = H(Ax' +a;p, mod g, ) with the system public key
A and the same message u;
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(3) Computes e’ = x’ + S1p,s
A
(4) Outputs the ID-DVS (e,c’) with probability min( L)

MDy, ) g

1,

otherwise he restarts this algorithm.

Here, the simulated signature (¢’,¢’) is indistinguishable from the
former generated signature (e, c) with the same message u. This is the
inherent quality of the DVS scheme which can prevent attacks from
unauthorized verifiers. It can improve the security of cross-institution
medical data-sharing through the BIoMT system.

5. Security analysis

The security analyses of the correctness, anonymity, and unforge-
ability of the proposed ID-DVS scheme have been given in this section.

5.1. Correctness

According to the verification steps in Verify algorithm, a valid
ID-DVS shall satisfy three conditions. From the signature generation
process, (e,c) satisfy |le|| < L and |le||l, < ¢/4 which are easily
verified. The third condition ¢ « H,(A(e + s; p,) — arp, mod q,p) =
Hy(Ax + a;p, mod g, p) holds which can be verified by the equation
Ae + syp,) — arp, = Ax + ayp, mod q. Eq. (5) shows the detailed
verification processes.

Ae+syp,) —arp, = A(x+syp, +Sip,) —arp,

= Ax+ As;p + As;p, —ajp, ©)

= Ax+a,Dl +arp, —arp,

=Ax+ap,

Meanwhile, the signature (¢’, ¢’) simulated by the designated verifier
also can be verified by the signer as the conditions of ||| < L,
lle’ll < q/4, and the equation ¢’ « H,(A(e’ + Syp,) —ayp, mod q,p) =
H,(Ax + arp, mod g, u) holds, which is shown in Eq. (6) holds.
A(e' +s1p,)—arp, = A(x+srp, +51p,) — arp,

= Ax+ As;p, + Asyp —arp,

(6)

= Ax+a,D2 +ajp, —arp,

= Ax+ajp,

5.2. Anonymity

Theorem 1. The proposed ID-DVS can capture anonymity with lattice
assumption Z — ST S;"n_m if no adversary can correctly distinguish the real
signer with the non-negligible probability.

Proof. According to Definition 6, E attempts to distinguish the real
signer by performing the queries on Hash, secret key, and sign algo-
rithms under the adaptively chosen identity attack. Here, E can execute
enough times queries on three algorithms to obtain information about
the non-target identity in polynomial time. Meanwhile, the probability
that E wins one round query-respond game is defined as at least ¢.
Then, C generates a signature with the target identity I D* and lets E
guess the real signer. Detailed query-respond processes are shown as
follows.

« Initialize: C executes the Setup algorithm to generate the system
parameters (n,m, q, k, ) and sends them to E.

» Query: E adaptively chooses the non-target identity to query with
C.

- H, query: E adaptively chooses the non-target identity ID,
to query on H, function. C owns a list List to store
(ID;,arp,). When he obtains the query, he first searches the
list Listy, whether the identity /D, is queried or not. If
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exists, the result (ID;,q; ;) is returned back to E. If not,
C computes the corresponding a;p, = H,(I D;), returns the
result (ID;,a D) back to E, and records this result into the
list Listy,.

- H, query: E adaptively chooses a message y; to query on
H, function. C owns a list Listy, to store (y;,c;). When he
obtains the query, he first searches the list Listj;, whether
the identity y; is queried or not. If exists, the result (4;,c;)
is returned back to E. If not, C randomly selects x € DY,
computes the corresponding ¢; = H,(Ax mod g, y;), returns
the result (y;,¢;) back to E, and records this result into the
list Listy,.

— Secret key query: E adaptively chooses the non-target iden-
tity ID; to query on secret key. C owns a list Ly to store
(syp,»ID;). When he obtains the query, he first searches
the list Ly whether the identity ID; is queried or not.
If exists, the result (s;p, ID;) is returned back to E. If
not, C obtains (ID;,a;p) from the list Listy or regener-
ates it firstly. Next, C computes the corresponding s,p, «
Samplepre(A,T, arp,,0), returns the result (syp,» 1Dy back to
E, and records this result into the list L.

- Signature query: E adaptively chooses a message y; to query
on signature. C owns a list Lg to store (e,c;). When he
obtains the query, he first searches the list L¢ whether the
message p; is queried or not. If exists, the result (e, c;, u)
is returned back to E. If not, C obtains (y;,c;) from the
list Listy, or regenerates it firstly. Next, C computes the
corresponding e; = x + s, , where D, is set as the signer
and ID, is set as the designated verifier. Then, he returns
the result (e, ¢;) back to E, and records this result into the
list L.

* Challenge: E randomly selects two system users’ identities ID;
and ID; which are not queried before. Next, he sends these two
target identities to C. C randomly selects the identity ID; , b €
0, 1 as the signer and the other one as the designated verifier, and
derives the ID-DVS (e, ¢iy) and (¢’ .€i)) according to the ID-DVS
processes, and sends it back to E.

Guess: E utilizes the formerly obtained messages and performs the
guess of signer b*. C confirms whether ID; . is the real signer or
not. If correct, E wins this game.

Analyze: Because the parameter x is randomly selected with the
same Gaussian distribution D7, the statistical distance of ¢; and
¢;, is indistinguishable. Therefore, the statistical distance of these
two signatures (e, c; ) and (', ¢; ) generated by e = x + s, and
¢ = x+s;p is also indistinguishable. This is to say that E
cannot disting{lish the correct signer of these two signatures and
the proposed ID-DVS can guarantee the signer’s anonymity.

5.3. Unforgeability

Theorem 2. The proposed ID-DVS can capture unforgeability with lattice
assumption Z — SIS* . if no adversary can generate a valid signature
with the non-negligible probability.

Proof. According to Definition 7, E attempts to derive a valid signature
by performing the queries on Hash, secret key, and sign algorithms
under the adaptively chosen message attack. Here, E can execute
enough time queries on three algorithms to obtain information about
the non-target message in polynomial time. Meanwhile, the probability
that E wins one round query-respond game is defined as at least &.
Then, C attempts to utilize this forged signature to solve the lattice
instance Z — ST S“;n’m’ e Detailed query-respond processes are shown as
follows.
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« Initialize: C executes the Setup algorithm to generate the system
parameters (n, m, ¢, k, o) and sends them to E.

* Query: E adaptively chooses the non-target messages to query
with C.

— H, query: E adaptively chooses the identity ID; to query
on H; function. C owns a list List;, to store (ID;,a;p,).
When he obtains the query, he first searches the list Listj;
whether the identity ID; is queried or not. If exists, the re-
sult (I D;, arp,) is returned back to E. If not, C computes the
corresponding a;p, = H,(ID;), returns the result (I D;, arp,)
back to E, and records this result into the list Listy, .

- H, query: E adaptively chooses the non-target message y; to
query on H, function. C owns a list Listy, to store (y;,c;).
When he obtains the query, he first searches the list Listy,
whether the identity u; is queried or not. If exists, the result
(4;,¢;) is returned back to E. If not, C randomly selects
x € D, computes the corresponding ¢; = H,(Ax mod g, y;),
returns the result (y;,c;) back to E, and records this result
into the list List,.

- Secret key query: E adaptively chooses the identity ID; to
query on secret key. C owns a list Ly to store (s, p;» 1 Dj)-
When he obtains the query, he first searches the list L
whether the identity ID; is queried or not. If exists, the
result (s;p,,ID;) is returned back to E. If not, C obtains
(IDj,arp,) from the list Listj; or regenerates it firstly. Next,
C computes the corresponding s;, < Samplepre(A,T,a;p,
o), returns the result (s; p;» D) back to E, and records this
result into the list L.

— Signature query: E adaptively chooses the non-target mes-
sage y; to query on signature. C owns a list L to store (e, ¢;).
When he obtains the query, he first searches the list Lg
whether the message y; is queried or not. If exists, the result
(e, ¢;, p) is returned back to E. If not, C obtains (y;, ¢;) from
the list Listy;, or regenerates it firstly. Next, C computes the
corresponding e = x + s, , where ID, is set as the signer
and ID, is set as the designated verifier. Then, he returns
the result (e, ¢;) back to E, and records this result into the
list L.

* Forge: E can respectively perform gy, g, qx, and gs queries on
the algorithms of H, Hash, H, Hash, secret key, and sign until
obtaining enough information. With these query results, E can
forge a valid signature (e*, ¢}') about the target message u*. Then,
E returns it to C.

Challenge: C first confirms that the signature secret key about
identity ID; is not queried, the signature about message x* is not
queried, and the public keys of (a;p,, a;p,) is derived by C. Then,
C utilizes this forged signature (e*, c;") to solve the Z — ST S{’;mm’ s
instance Ae* = 0 modq. He checks the list Listy, and quits this
game if that (47, ¢) does not exist. Otherwise, he utilizes the same
random vector x € D' and derives a new valid signature (e**, ¢;™*)

according to the sign algorithm with the following two equations.

¢f —Hy(A(e" +s1p,) —ayp, mod q, )
= Hy(Ax" + ayp, mod q,p*) 7
¢ —Hy(A(e™ +syp,) — arp, mod q, )
= Hy(Ax™ + ayp, mod q, 1)
According to the verification algorithm, it has:
A(e* +51p,) —arp, = AX* +ayp, mod q ®
A(e™ +s;p)) = arp, = AX™* +a;p, mod q
Then, it has:
{Ae* —ayp, = Ax" mod q

Ae™ —app, = AX™ mod q

©)]
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It also has:
Ae* — &™) = A(x* — x™) mod q (10)
B(s toof* =8 mpd, dit can derive an

Here, C quits this game if e] — e]* = 0. Otherwise, ¢ —¢* is a
solution of SIS instance Ae = 0 modgq.

Analyze: There are two situations in which C quits the query-
respond game. Therefore, the success rate is ——<—. This

qH, tqH, tiK tas

probability is negligible with the increase in query times. In
addition, the lattice assumption is a non-deterministic polynomial
problem that cannot be broken with current classical or quantum

computational conditions.

From former theoretical security proof, the proposed ID-DVS scheme
can obtain correctness, anonymity, and unforgeability. Meanwhile,
this ID-DVS scheme can also satisfy the post-quantum security as it
is constructed with lattice assumption. Compared with other classi-
cal cryptography algorithm-based BIoMT systems, this scheme can
well guarantee anti-quantum security for medical data-sharing among
different medical institutions.

6. Performance analysis

The performance analyses of this ID-DVS scheme from the theory
and simulation aspects have been given in this section.

6.1. Theoretical analysis

In this phase, six items are selected for comparison, where the
assumption is the lattice assumption, mpk is the system master key,
msk is the system private key, pk is the system user’s public key, sk is
the system user’s private key, and signature is the size of the proposed
signature. The comparison results are shown in Table 3. Firstly, the
schemes in Ref. [24,34] and this proposed scheme are based on the
problem of Z — ST, the schemes in Ref. [29,30] are based on Ring-
LWE, and the scheme in Ref. [35] is based on NTRU lattice. Secondly,
the size of mpk, msk, pk, and sk is in relation to the parameters of
m, n, and q. Then, the size of the signatures in these schemes is also
with the effort scalar factor ¢ and ring number N. In Ref. [29] and
Ref. [30], the signature size increases with the ring number increasing
which will affect the efficiency of the signature algorithm. Here, there
are no results about mpk and msk in Ref. [24] and Ref. [24,34] as the
algorithms of Setup and KeyGen. in these two references are not divided.
These theoretical comparisons and analyses show that the proposed
ID-DVS has certain advantages over those in the other five related
schemes.

Meanwhile, the theoretical analyses of the times costs of Setup,
KeyGen, Sign, and Verify algorithms are presented in Table 4, where
Ty, Tepresents the time costs of trapdoor algorithm, T, represents
the Gaussian Samplepre algorithm, T, represents the scalar mul-
tiplication algorithm, and Ty represents the hash algorithm. Here,
some high-time-consuming algorithms and steps have been selected for
comparison, and some other addition or modular operations that are
low-time-consuming are not considered. The Setup and KeyGen algo-
rithms can be prepared in advance, which can save time and costs. So
the time-consuming in other algorithms will affect the efficiency more.
In the proposed ID-DVS scheme, the time costs of KeyGen and Sign
algorithms are lower than the other schemes. From these comparison
results, it can derived that the proposed ID-DVS has certain advantages
over those in the other five related schemes.
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Table 3
Keys size comparison.
Ref. Assumption mpk msk pk sk signature
Li et al. [24] Z-SI1S - - mnlog2q mnlog2q 2mlog(120)
Ye et al. [29] Ring-LWE mnlogq n(m-n)logq nlogq mlogq 2mlog(120)+Nlog3
Bagchi et al. [30] 7Z-SI1S 2mlogq mlogq 2mlogq mlogq 2Nmlog(120)
Li and Jiang et al. [34] Ring-LWE - - mnlog2q mnlog2q 2mlog(120)
Yu et al. [35] NTRU mlogq 4n’logq mlogq 2nlogq 2mlog(20)
This scheme 7Z-SI1S mnlogq mmlogq nlogq mlogq 2mlog(120)
Table 4
Time costs comparison.
Items Setup KeyGen. Sign Verify
Li et al. [24] - 2T 14y 2Ty + Ty 3Ty + Ty
Ye et al. [29] Trrap Tsam + Trpu Tgam + TTrp + 3Ty 5Ty + 2Ty
Bagchi et al. [30] 2Trrqp 3NTy, + NTy 3NTy + NTy 2Ty + Ty
Li and Jiang et al. [34] - 2NTy,,, STy + 2Ty 3Ty + Ty
Yu et al. [35] Trrap NTg,, +2NTy,, +2NTy 3Ty + Ty 6Ty +4Ty
This scheme Trrap Tsam + Ty 2Ty + Ty ATy + Ty
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1200 1400 5 i :nd J\;ng 52\]\ [34]
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N Yuetal. (35] N
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(a) mpk and msk comparison

(b) pk and sk comparison

(c) Signature size comparison

Fig. 2. Keys size comparison (80-bit security level with parameter setting of n = 512 m = 3549, ¢ = 2%, and o = 2%°; 192-bit security level with parameter setting of n = 1024 m = 8323,

g=2%, and ¢ =2%).

6.2. Simulation evaluation

To more clearly compare the advantages and disadvantages of dif-
ferent schemes, the ID-DVS scheme has been executed with the Matlab
2016b on a Windows 11 desktop with Intel(R) Core(TM) i5-1240P
1.90 GHz and 16G RAM. Here, the system parameters are selected
according to those in Ref. [39], which are presented in the tile of
Fig. 2. Meanwhile, the signature size in Ref. [29] and Ref. [30] is in
relation to the ring number N which is preset as N = 3. With the
ring number increasing, the signature size in these two references will
increase. From the comparison results, the key size of pk and sk in this
ID-DVS has a certain advantage over other schemes. Although mpk and
msk are equal to or bigger than that in other schemes, this ID-DVS is
constructed with the lattice assumption Z — S1.S which can provide a
strong security guarantee. As the signing process is the main part of a
signature scheme, the signature size is the smallest compared with these
similar schemes, which can improve the algorithm execution efficiency.

Then, the simulation of the time-consuming and energy-consuming
are shown in Fig. 3 and Fig. 4, respectively. Here, the time-consuming
of Try4ps Tsams Tarur> Ty @lgorithms are set according to the principal in

Ref. [40]. Then, the time-consuming results in Table 4 are calculated,
and the results show that this ID-DVS scheme has obvious advantages
that other similar schemes. Meanwhile, the simulated devices are with
3.2 V and 7.6 mA. With the former calculated time-consuming data,
the energy-consuming results are calculated and shown in Fig. 4.

7. Conclusion

This paper contributes to privacy protection in the cross-chain
health data-sharing process in the BIoMT systems and introduces an
MCF model with a DVS scheme. The MCF model is constructed with
blockchain and relay chain technologies, which can support cross-chain
health data-sharing and guarantee that data is not tampered with.
The DVS is designed with lattice cryptography which can resist anti-
quantum attack. Meanwhile, the combination of the MCF model and
DVS scheme can effectively improve the privacy security of system
transactions and users. Then, it has proved that the DVS scheme can
satisfy the security requirements of unforgeability, anonymity, and
non-traceability. The key size comparison shows that the proposed
DVS scheme is efficient and ledger space-saving, the consumption



C. Li et al.

Journal of Systems Architecture 160 (2025) 103362

9 T
B4 B Lot al [24]
8r I Ve et al. [29] 7
I Bagchi et al. [30]
v [Liand Jiang et al. [34] |
[ vuetal. [35]
Dol [__IThis scheme |
S
2
é 5 = -
=}
7] 4.1
S4r 38 7
? 33 3.3
g 3 3 |
=
2.1 2.1
1.8 8
15 15
1 1 11 g1 g1
Il I HH H H
KeyGen. Sign Verify

Fig. 3. Time-consuming comparison.

250 . . ; .
I i et al. [24]
I Ye et al. [29]
204.29 [ Bagchi et al. 30]
200 [ Liand Jiang et al. [34] | |
_ [IYuetal [35]
E [ IThis scheme
2150 1
1S
>
2]
c
8 99.71
.100 [ 9242
()]
5 80.26 0.26
c 72.96 72.96 .96
L
1.07 51.07
50 ]
36.48 36.486.48
6.754.98.75 I:;zm 5 H?m
0 0 L 0 1 H I
Setup. KeyGen. Sign Verify

Fig. 4. Energy-consuming comparison.

comparison of time and energy shows that this DVS is more practical
for cross-chain transactions and the performance evaluations of cross-
chain transactions show that the proposed MCF model is efficient and
practical for BIOMT systems. These works provide a new solution for
the “data island” and privacy protection issues in current IoMT systems
and promote the cross-chain technology application in BIOMT systems.

Moreover, there are still some worth exploring research directions,
such as cross-chain identity authentication, secure secret sharing, data
access control, and efficient data retrieval in cross-chain health data-
sharing processes which will become the possible research orientations
in future work.
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