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The convergence of Al and internet technologies has sparked significant interest in the Internet of Vehicles
(IoV) and intelligent transportation systems (ITS). However, the vast data generated within these systems
poses challenges for onboard terminals and secure data sharing. To address these issues, we propose a novel
solution combining ciphertext policy attribute-based encryption (CP-ABE) and a cryptographic reverse firewall
(CRF) mechanism for IoV. This approach offers several advantages, including offline encryption and outsourced
decryption to improve efficiency. The CRF mechanism adds an extra layer of security by re-randomizing
vehicle data, protecting sensitive information. While single-attribute authority schemes simplify access control,
they are not ideal for IoV environments. Therefore, we introduce a multi-authority scheme to enhance
security. Performance analysis demonstrates our scheme’s ability to optimize encryption and decryption while
safeguarding vehicle data confidentiality. In summary, our solution improves data management, access control,

and security in the IoV, contributing to its safe and efficient development.

1. Introduction

Advances in 5G technology, coupled with the growing volume of ve-
hicular traffic, have intensified concerns regarding traffic safety, travel
efficiency, and environmental impact. In response, Intelligent Transport
Systems (ITS) and the IoV have emerged as critical components of
modern transportation infrastructure. The functionality of the IoV relies
on three key elements: the internal vehicle network, the vehicle-to-
vehicle communication network, and the in-vehicle mobile internet.
These elements integrate technologies such as sensors, RFID (Radio Fre-
quency Identification), and automated control systems, operating under
established communication protocols to enable seamless, dynamic data
exchange between vehicles and the broader network.

While drivers benefit from applications like navigation and traffic
information sharing, the limited computing power of onboard terminals
is insufficient for computationally intensive tasks such as autonomous
driving and Al-based obstacle avoidance [1]. A potential solution is
offloading data processing to cloud servers, but the large volume of
vehicle-generated data introduces high latency in communication be-
tween the onboard terminal and the cloud, compromising real-time
decision-making [2-4]. This latency, coupled with the risks associated
with data leakage and theft in semi-trusted cloud environments, raises
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significant concerns about data security [5]. Therefore, cloud-based
solutions alone are insufficient to meet the demands of the IoV. To
mitigate these issues, edge computing [6], fog computing [7], and
Roadside Units (RSUs) [8] have been proposed. RSUs, with their higher
computational capabilities, can process data more efficiently and up-
load it to cloud servers in real time, addressing the challenges of latency
and limited onboard processing power.

However, data security remains a critical issue. One potential so-
lution is encrypting data before transmission, which introduces chal-
lenges in ciphertext sharing. Traditional symmetric encryption, re-
quiring a one-to-one correspondence between keys and users, proves
inefficient for securing large volumes of data in oV environments. Con-
ventional asymmetric encryption algorithms also struggle with cipher-
text sharing and are ill-suited for the frequent updates characteristic
of IoV applications. A more appropriate approach is Attribute-Based
Encryption (ABE), which enables fine-grained access control, supports
encryption for multiple recipients, and facilitates the creation of com-
plex access policies [9-11]. ABE allows data owners to control who
can access their data, but the decryption process is computationally
intensive, requiring numerous pairing and exponential operations. This
places a significant burden on resource-constrained onboard terminals,
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hindering timely data retrieval and impeding efficient communication.
As the number of attributes increases, the decryption complexity grows,
leading to slower decryption times and higher resource consumption.

To address these challenges, several outsourced ABE schemes have
been proposed [12-15], which offload expensive operations to cloud
servers, alleviating the computational load on onboard terminals. How-
ever, even secure theoretical implementations of ABE are vulnerable to
practical attacks. Sophisticated adversaries may exploit backdoors [16],
manipulate pseudo-random number generators [17,18], or intercept
hardware interactions to gain unauthorized access to sensitive data. To
counter these threats, the concept of a Cryptographic Reverse Firewall
(CRF) was introduced [19]. The CRF, positioned between the user and
the server, intercepts and alters messages to ensure data security, even
if the user is compromised.

Moreover, traditional ABE schemes rely on a single attribute au-
thority, which poses a risk of key leakage if the authority colludes
with an adversary. To mitigate this, we propose a multi-authority
ABE scheme, integrated with a CRF, to enhance security and prevent
collusion attacks. The key contributions of this paper are as follows:

1. We propose a CP-ABE-based scheme that enables more granular
access control policies, enhancing the system’s flexibility. This
proves particularly beneficial in IoV scenarios such as IoV com-
munication, where data access can be dynamically adjusted in
accordance with the context.

2. The scheme integrates multiple attribute authorities to prevent
collusion attacks and guarantee secure key management. Each
authority is responsible for managing vehicle attribute keys,
enhancing the security and efficiency of key generation, which
is ideal for environments like smart cities or autonomous vehicle
fleets.

3. We enhance the CRF module by incorporating key parameter
re-randomization within the multi-authority ABE framework,
strengthening security in IoV communications, even if certain
parts of the system are compromised.

4. The scheme optimizes decryption efficiency through the use of
online-offline encryption techniques and offloading decryption
operations. Decryption time does not increase linearly with the
number of attributes, making it suitable for real-time applica-
tions like hazard detection and traffic optimization.

5. The scheme also supports message integrity verification, which
can be easily carried out by onboard terminals using simple hash
functions, ensuring the authenticity of IoV messages and pre-
venting malicious tampering in safety-critical communications.

The paper is organized as follows: Section 2 reviews existing
attribute-based encryption schemes and the application of CRFs. Sec-
tion 3 provides an overview of the system and security models. Sec-
tion 4 discusses the base scenario and the extended CRF module.
Section 5 presents security proofs for the base scheme and the CRF-
enhanced scheme. Section 6 reports on experiments and results. Finally,
Section 7 concludes the paper.

2. Related work

Sahai [10] introduced fuzzy identity-based encryption, which paved
the way for Attribute-Based Encryption (ABE). ABE later branched
into two forms: Key-Policy ABE (KP-ABE) [9] and Ciphertext-Policy
ABE (CP-ABE) [11]. Initially, both schemes used access trees to define
policies. However, the first CP-ABE scheme only provided security
under the random oracle model. Waters [20] introduced an LSSS-based
CP-ABE scheme that encodes policies using matrices. This founda-
tional model has influenced many subsequent ABE schemes, which
have expanded into diverse domains, particularly cloud computing.
For example, Yu et al. [21] proposed a KP-ABE scheme enabling data
delegation to semi-trusted cloud servers while ensuring confidentiality.
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Yang et al. [22] introduced a CP-ABE scheme for dynamic big data
updates, and Feng et al. [23] developed a CP-ABE scheme for industrial
IoT. Other schemes [24,25] have improved security and efficiency,
broadening ABE’s application to the Internet of Medical Things (IoMT).

CP-ABE enables fine-grained access control, making it highly appli-
cable in sectors such as smart healthcare and intelligent transportation.
However, single-attribute authority ABE schemes are vulnerable to col-
lusion attacks. To address this, it is desirable to delegate each attribute
to different attribute authorities. Chase [26] was the first to introduce
the concept of multiple attribute authorities within the ABE framework,
where various authorities oversee different attributes. Lewko and Wa-
ters [27] later introduced the initial decentralized ABE framework with
multiple authorities. Following this, Chaudhary et al. [28] proposed
a multi-authority CP-ABE scheme tailored for the Internet of Vehicles
(IoV) context.

Considering the constrained computing capabilities of user termi-
nals, Green et al. [12] introduced an ABE scheme that delegates de-
cryption computations to the cloud. Lai et al. [13] improved upon this
by achieving verifiability of outsourced decryption. Zhong et al. [29]
further enhanced the efficiency of outsourced decryption ABE schemes
and applied them to smart healthcare scenarios.

Mironov and Stephens-Davidowitz [19] were the first to introduce
the concept of a reverse firewall. They proposed a generic architecture
to prevent user tampering, which could lead to data leakage. However,
the previous approach was found unsuitable for ABE schemes, prompt-
ing Ma et al. [30] to introduce a cryptographic reverse firewall utilizing
the CP-ABE scheme. Additionally, Hong et al. [31] proposed a KP-ABE
scheme with multiple authorities. Due to the limitations of KP-ABE in
achieving fine-grained access control, Zhao et al. [32] proposed a CP-
ABE scheme incorporating a CRF and leveraged outsourced decryption
to alleviate computational burdens. However, these approaches suffer
from drawbacks, such as reliance on a single attribute authority or
excessive computational overhead. Moreover, there is a risk of sys-
tem compromise, which could lead to data leakage, especially in the
context of IoV, characterized by constrained computational resources
and stringent data privacy requirements. At the same time, the devel-
opment of IoV places higher demands on the security and flexibility
of access control. Therefore, the proposed scheme combines CP-ABE,
CRF, and multi-authority models to meet the requirements for security,
flexibility, and low computational overhead.

3. System model and definitions

3.1. Preliminaries

1. Bilinear Maps: Involve two multiplicative cyclic groups of prime
order p, denoted as G and G, with g representing a generator
of G. A bilinear map e : GXG — Gy must satisfies the following
three features:

(a) Non-degeneracy: e(g, g) # 1.

(b) Computability: Efficient computation of e(M, N) for any el-
ements M, N € G is achievable through a polynomial-time
algorithm.

(c) Bilinearity: Efficient computation of a,b € Z, for any ele-
ments M, N € G we can acquire e(M?, N?) = e(M, N)?.

2. Access Structure: Consider a set P = {P,, P,, ..., P,} representing
n users. A collection Q is deemed monotone if, for any subsets
VK,L:if K € Q and K C L, then L € Q. Let Q bbe a nonempty
subset of P that is monotonic, i.e. Q C 2{P1-P2- P\ {3}, then call
Q a monotone access structure. In the context of access control,
sets included in Q are identified as authorized, while those that
are not included are referred to as unauthorized sets.
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3. Linear Secret Sharing Scheme (LSSS): Let A = (A, A,,..., Ay} be

defined as the set that includes all possible attribute names. Cor-
responding to each attribute name A; € A within A, there is an
associated set of attribute values, denoted as A, = (A1, Aip. s
Aj, }, where b; is the order of A;. The policy for access is denoted
as T = (M, p,V) Within the context of a linear secret sharing
scheme, M denotes a matrix structured with / row size and n
column size. p denotes a function that associates each row of
M with an attribute name in 4,. V = {Uﬂ(i)}ie[l,lj represents
the set of attribute values associated with T = (M, p). A LSSS
encompasses the following pair of algorithms:

(a) Distribute: Regarding the confidential value s € Z,, arbi-
trarily choose a vector f = (s, f5, ..., f,), where f>,..., f, €
Z,. Calculate 4; = M; - f, where M, is the i,, row of matrix
M. 4; is a share of s that corresponds to p(i).

(b) Reconstruct: Let S € A is permissible for any recognized
group and I = {i : p(i) € S} C {1,2,...,1}, then, there
is a collection of constants {w; € Z,} satisfy },c; o;M; =
(1,0, ...,0). The secret s could be reconstructed by us via
calculating »,.; o;M; = s.

Assume S= {I,,S} represents the collection of attributes for
users. I, C A represents a collection of user attribute names.
S = {s5;};;, denotes a set that includes all the attribute values
of the user. For Vi € I, where I = {i : p(i) € S} C {1,2,...,1},
if i satisfies (M, p) and s, = v,, thereafter, we identify S as
matching 7.
. q-BDHE problem: Suppose G and G represent two cyclic groups
with multiplication as their operation, and the order of each is
the prime p, and g be a generator of G. G has a bilinear map
e : GXG — Gr. Choose 1, f € Z, at random, and calculate
J = (g, g',gf,gfz, ,gfq,gf“z, ,g/'zq). In the context of the g-
BDHE problem, it is posited that no algorithm operating within
. . . . q+1
polynomial time can differentiate between e(g, g/ e Gr and
K € G with a significant advantage.
. Cryptographic Scheme: The cryptographic scheme P defines the
interaction between parties (P, P,, ..., P;) with states. The pro-
cess of scheme establishment is denoted by setup(1*), where A
refers to the security parameters. Each party enters the public
parameters P, and related messages, and then runs the sys-
tem initialization algorithm to obtain the corresponding state
(vp, )5=1 for each party. According to the order in which the
scheme proceeds, the parties process messages from other parties
in the scheme. Also, each party must have the corresponding
algorithms nextp (vp,) and receivep (vp). nextp (vp) is used to
output the updated message, receive p(vp) is used to output the
states of the parties after the message update. After the scheme
is completed, each party has algorithm output p,(vp) return the
results of the scheme. We assume that the scheme P meets
functionality requirement F and security requirements S.
. Cryptographic Reverse Firewall: W, the stateful algorithm, is syn-
onymous with the Cryptographic Reverse Firewall. When pro-
vided with a current state and an input message, the algorithm
processes them and subsequently outputs an updated state and
message. For ease of presentation, the state of W is not explicitly
written out in the definition. Given that P is a party and W is a
firewall, the expression Wo P is introduced to indicate the party
that emerges from their composition.

WoP = receiveyy, p(v, W)
= receive p(v, W(m))
= nextyy,p = W(next p(v))
= outputyy, p(v) = output p(v) (@D)]

When the composite party participates in the scheme, the initial
state of the firewall W is set as the public parameter P,. If
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Game Leak(P, PL.JW,A)
(U PPy 1) = A1)

b& {013

Ifb=1LP «WoP,

Else, P’ «~WoP

7" <—7?P]:P*Jﬂ5(1)
b <—A(UA,T*,UP;)

OUTPUT(b=5")

Fig. 1. Leak game.

W and a party P form a composed party, then we call W a
cryptographic reverse firewall for P. Next we give definitions
of three properties of CRFs:

(a) Function Maintaining: In the context of any given reverse
firewall identified by W and any given party identified by
P, let W'oP = WoP. For k > 2, let WkoP = Wo(W*~loP).
For a framework P that adheres to the functionality re-
quirement 7, we define the reverse firewall W maintains
functionality if the composed party WoP guarantees the
functionality of the party P under the scheme P in poly-
nomial time.

(b) Weakly Security-preserving: P operates under the premise
that it will fulfill the functionality need 7 and the security
need S. When faced with any polynomial-time adversary
B, we say that the scheme S satisfies weakly security-
preserving if Wo P satisfies the security requirement S.

(c) Weakly Exfiltration-resistant: The game Leak(P,Pj,J LA,
as depicted in the Fig. 1, is the work of designers Mironov
and Stephens-Davidowitz [19]. The game is a security
game between a reverse firewall W of party P and a
scheme P containing a tampering party J. The adversary
may control a party by hacking into the party’s algorithm
receive, next, output.

The purpose of the game is to let the adversary discern
whether the party’s actions are honest or tampered with.
Thus, a reverse firewall with leak resistance can make it
impossible for an adversary to tell if party P has been tam-
pered with, or if the party is known to have been tampered
with but does not know if the operation is honest, hence
protecting the important privacy of the party.

If adversary B within the Leak(P,Pj,.] ,A) game cannot
succeed in polynomial time with a noticeable advantage
and while maintaining the party’s functionality 7, then we
label the reverse firewall W as weakly capable of resisting
exfiltration.

3.2. System model

Fig. 2 depicts the four components that constitute our scheme:
Attribute authorities (AA), Cloud server (CS), Data user (DU), Data
owner (DO). In addition, the system contains three reverse firewalls.
To implement data re-randomization within the RSU, three firewalls
are strategically positioned: W, ,, the reverse wall for AA; W), acting
as the reverse firewall for DO; and Wy, fulfilling the same role for
DU.

CS is mainly deployed to store cipher text and conversion key.
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Fig. 2. System model.

AA is charged with the responsibility of establishing the public
parameters and generating the master secret keys.

DU includes setting the access policy that guides the encryption
process and producing a verification credential. After these steps are
accomplished, the DU uploads both the encrypted data and the verifi-
cation credential to the cloud server.

DO initiates the process by generating a conversion key, which is
then uploaded to the cloud server. Following this, the DO retrieves the
ciphertext and the verification credential from the cloud server to carry
out the concluding stages of decryption and integrity verification.

Wy 4 includes the re-randomization of public parameters and the
secret keys that belong to users.

Wpo is responsible to rerandomize cipher texts.

Wpy is responsible to rerandomize conversion keys and conversion
ciphertexts.

3.3. Security model

The DO and the DU in our system are considered completely trust-
worthy. However, the reverse firewalls and cloud server are deemed
“honest and curious”, meaning they will comply with the algorithm’s
steps but will also endeavor to discover any private information within
the data. Furthermore, there is a risk of the Attribute Authority collud-
ing with an adversary. In response to this challenge, we have put in
place a selective CPA security game, and the sequence of events within
this game is as follows:

1. Init Phase: The rival B declares a set of malicious attribute
authorities R = (A,),c; and access policies (M;*, p;*),c;- to be
challenged, where I C {1,2,...,N},I* C {1,2,...,N}. Then
B sends algorithms Globalsetup*, AASetup*, KeyGen*, Key.ran*,
enc.of fline*, enc.online* to challenger F.

2. Setup Phase: F executes algorithms Globalsetup* and AASetup* to
obtain the public parameter Params, attribute authorities public
key PK and private key pairs (PK;, Agk,),c;- Subsequently, the
reverse firewall puts the W, ,.SetUp algorithm into action to
generate and announce the new public key PK’, and in doing
so, also retains the corresponding random number f. B can
receive PK,' from all non-malicious attribute authorities and
(PK;, Agk,);e; from all malicious attribute authorities.

3. Query Phase 1: Adaptive requests for secret keys regarding at-
tribute sets S,,.5,, ... .S, can be made by B. Each time B per-
forms a key query, when submitting a set of attributes, it is
imperative that they do not comply with the access structure
rules outlined by (M;*, p;*),c;+, nor come from a malicious at-

tribute authority R = (4)),c,. For every query S;, F executes
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algorithm KeyGen and obtains corresponding secret key SK;.
Then F executes algorithm W, ,.KG and gets the re-randomized
private key SK;'. Subsequently, F executes KeyGen.ran to get
conversion key TK;. Then F executes Wpy.TKUpdate to ob-
tain re-randomized conversion key TK,'. Eventually, F sends
(SK/,TK/) to B.

4. Challenge Phase: Two equal-length plaintexts, mg, m;, are deliv-
ered by B as part of the protocol. F randomly chooses b €
{0, 1} and executes Enc.Offline*, Enc.Online* to obtain challenge
ciphertext CT,. Then F calls Wp.Enc.Of fline, Wpo.Enc.Online
to get updated cipher text CT,’. F sends CT,’ to B.

5. Query Phase 2: Same as Query Phase 1.

6. Guess Phase: B outputs the guess b’ € {0, 1} for b.

Definition 1. The criterion for the basic scheme’s selective CPA-secure
is met when the probability of adversary B’s success in the game during
polynomial time is negligible.

4. System construction
4.1. Basic scheme

The scheme contains N attribute authorities, each attribute author-
ity managing one class of attributes A; = {A; |, A5, ..., A}, Ay € Z),
i=1,2,....,N, j=12,...,b.

1. Global Setup: Attribute authority AA, sets commonly known
parameters Params = {g,u,v,w,h,G,Gr, Hy()} and publishes
them, H, is the designated collision-resistant hash function for
generating robust verification credentials within the system.
Hy() : {0,1}* — {0,1} Mo,

2. AASetup:

(a) For each Attribute Authority, the process involves ran-
domly choosing a; € Z » determining Y; = e(g, )%, and
then distributing Y; to other attribute authorities. As the
process concludes, each attribute authority carries out the
calculation for ¥ = H,.’L Y, = e(g, g)zflil % = e(g, g%
where a = Zil a;.

(b) Each attribute authority A,» operates as follows:

* Randomly select N — 1 elements s, € Z,(k €
{1,2,..., N}\{i}), calculate g** and send it to other
attribute authorities.

+ After receiving N — 1 components g+ from other
ascribe powers A, (k € {1,2,..., N}\{i}), the master
key MK; is calculated by the following formula:

MK, = ] @*/e)
ke(1.2. N\ (i)
( Z Sik — Z Ski)
=g ke{l1,2,...N}\{i} ke{1,2,...N}\{i} R (2)

where H,A=,1 MK; =1.
* For each attribute 4, ; € A, calculate w4 h.

Attribution authority publishes public key PK = (g,u, h,
w,v,e(g,8)", G,Gr) and keeps its own private key Agy; =
{a,-,(uAfh)AIEAi,MK,}.

3. KeyGen: Each attribute authority A, execute algorithm as fol-
lows:

(a) Select 9, € Z p at random, thereafter derive the elements
of the secret key, denoted as MK, - g%, MK, - v=%, MK; -
g% - w’ and subsequently convey these elements to the
pertinent attribute authorities.
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(b) Upon obtaining the components from various attribute
authorities, proceed to compute the secret key utilizing

the following steps:
N

N
Ko=]] MK, g% - w’ = gZim “ur 3)
i=1
N N
K =[[ MK, - g% = gZm1% = ¢ @
i=1
N
=[] Mk, v =0 (5)
i=1

(c) For each attribute o € [S;p N 4,], randomly choose r, €
Z,, where ¢ < N and S;, denotes the set of users.
Calculate K;, = g'i, K;3 = @*h)" - K, = (whh) v
Then wuser gets the secret key SK =  {Ky K,
{Ki2: Ki3)iepi o Sinl-

. KeyGen.ran: Upon inputting SK, the data user independently
selects a random element from the finite field = € Z,, and
proceeds to calculate K} = K,'/* = g*/*w'/7, K| = K,"/* = g'/".
For i = 1,2,...,0, the data user calculates K/, = K;,'/* = g"i/",
K/, = K37 = A1 h)"/*v="/7. The transformation key, desig-
nated as TK = (S,D,K’ K. {K], K] 3he clle )and the recovery
key, denoted as RK = r, serve CllStlnCt funct1ons within the
cryptographic framework.

. Enc.Offline: Enter the PK, and let N’ denote the upper limit on
the count of rows within the secret sharing matrix. The data
owner randomly chooses s € Z,, calculates C=e(g, 9% C =g
For j = 1,2,..., N’, the data owner randomly chooses d; € Z,
and calculates C 1 =v d C h‘d/ C‘ 3= ¢%. The intermediate

ciphertext MT = (s, C, Co {d i ],C/ 2,C/3}j€“ N,

. Enc.Online: Input M T, plaintext m, access structure (M, p), where
M is a matrix of / rows and n columns (! < N’). The data
owner randomly chooses vector 3 = (s,¥,,...,¥,) € Z;m. The
secret share is 1 = (A1 Ags - ,/l,)T = M7. Then the data owner

calculates Token = Hy(m), C=m-C =m-e(g,g)*, Cy = Cy = &°.

For j = 1,2,...,/, data owner computes C = C‘“ Cwhio=
Wi, €y = Gy - u = (u‘/’(f)h) Ci3 = Cj3 = g
The c1phertext CT =((M,p),C,Cy, {C; C } ) and the

€[]
verification credential is Token.

. Dec.Out: If the user’s attributes set, identified by .S, does not
conform to the access structure, the cloud server will return
a null value 1 and terminate the algorithm. Otherwise, cloud
server collects I = {i,p(i) € S;p} and calculates {w; € Zy}er
where Y, .; w; - M; =(1,0,...,0) and M, is the ith row of matrix
M. Then the cloud server calculates
B e(Cy, K(’))
ILic; (e(Ci s Kl’) -e(C;p, K;‘z) -e(C; 3, K;j))w'

= e(g, )™/", (6)

in the given context, j represents the position or identifier for
the attribute value p(i) in S;p O.

. Dec.User: The data user uses the conversion key RK to decrypt
as follows:

C _ elg.9)m

A g
then data user uses the verification credential Token to com-
plete the ciphertext verification, if Hy(m) = Token holds, the
ciphertext is correct. Otherwise, the ciphertext may have been
tampered with.

)
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4.2. CRF scheme

1. Initialization: The attribute authorities runs GlobalSetup and

AASetup, each attribute authority sends «; to W, ,, then W, ,
executes algorithms as follows:

Wys-SetUp : Upon receiving the parameters from AA, the CRF
W, 4 calculates a = Zl’ll «;, then randomly chooses a,b,c.d, e, f €
Z, and calculates g’ = g% v = ub, W = h°, W' = wi, Vv =
v, d = a+ f, e(g’,g’)a/ = e(g,g)"z(’“'f). W, stores f and
publishes the updated PK’' = (g’,u’,h’,w’,u’,e(g’,g’)”/,G, Gp).
After receiving PK’, AA executes KeyGen to generate secret key
SK = {Kp. K1, {K; 2. K; 3}y 67 Sip ) and sends SK to CRF W, 4.
W, 4 runs the following algorithm for re-randomization.
Wy4.KG : Provide PK’, f and N as input, where N rep-
resents the total number of attributes. W, 4 randornly selects

v € Z,, calculates K’ = g fw K’ = g’r For

i =12,...,N, W,, computes Ki’,2 = K’ =" K’ =

r sl ,r2,...,r

/ S
(u"‘fh')" - K! = )"0, The intermediate key ZSK
/ /
(K. K1, {7 Kzz’K' betiny” _
Eventually, Wyy computes K, = Ky - K} = g
g w”l", K| = K, K{ = g”l" For i = 1,2,...,0, where
o i+
6 < N, Wy, calculates K, = Kp K/, = g, K/, =

K3 - K, = WAy . Wy, sends the updated SK’ =

(K}, K ‘{K’ K.} ,S;p) to data user.

2’ i€[l,0]’

+ +r
ra+f wt

. Data Upload. The data owner invokes the Enc.Of fline

and Enc.Online to obtain ciphertext CT = ((M,p),C,C,,
{C;1.Cj2,C; 3}1511 ) and verification credential Token, then
sends CT and Token to CRF Wy, Wy executes algorithm as
follows:
Whpo-Enc.Of fline : Input PK’ and N’, the notation N’ is
used to represent the highest possible number of rows that are
allowed in the access structure. Wy, randomly chooses s’ € Z,
A ’ ! S !
as secret value and calculates ' = e(g’.g")*",C] = g'*. For
J=12,...,N', Wpo randomly chooses d; € Z, and calculates
A A~ !
Cj’.1 = J C’ = hn'" d j’ , =8 ;. Enter the transitional
r Al A U
encryption, denoted as MT =(',C . Cos {C C/ Z’C/J}jen,N'])'
Wpo-Enc.Online : Input PK’, MT’' and CT The CRF Wpo
randomly selects vector ' = (s'. ¥}, ..., yylez ;’x', then secret
shared vectors 4 = A, ... ,A;)T = M}7. Then Wy, computes
A / ! A /
C'=C-C =m-egg)""), C) = ¢ C = g"* For
j=12,...,1, where | < N’, Wy calculates

~ ’ ’ ’

Cla=Cu-C- w'i = w4y ()
N _o(ivd' N, —(d;+d)

C,,',z — Cj,2 . C,,',z o PN} _ (um(j)h’) Jtd; , (9)
A di+d"

Cla=Cia-Cla=g""". (10)

The Wy, transmits the ciphertext CT' = (C’,C {Cj’ 1’CJI2’

CJ{3} jen (M, p)), which has been re-randomized, along with
the Token, to the cloud server.

. Data Download: The data user runs KenGen.ran(SK') and sends

TK = (S;p. KJ. K. {K[,. K"} | ) to CRF Wpy. Then Wpy

executes algorithm as follows:
Wpy - TKUpdate : Wpy; randomly chooses ¢ € Z, and calculates

K,,, K/,l/q; /a'/r(pw/(r+r')/7¢5 an

K{// _ K/]/l/(ﬂ — g/("l'r’)/"/’, (12)
’

K’/,z/ — Kfle/w - gl("i+r,)/“ﬂ, 13)

K’”; _ K[/_/31/¢ — (M/A' h/)(’il'r,,’)/””U/—(r+r')/7¢_ (14)
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Wpy stores ¢ € Z, and sends re-randomize conversion key
TK' = (S,D,Ké”,K{”, {K,.’,’,Z’,KI.’,’;}IVG 1,,;]) to the cloud server.
When receiving a decryption request from a data user, the cloud
server performs Dec.Out(TK',CT’) to acquire a partially de-
crypted ciphertext TCT. The cloud server sends TCT = (C', A =
e(g’,g’)",(”")/"”) and Token to Wpy, Wpy runs algorithms as
follows.

Wpy.Dec : The CRF Wy, computes A’ = A? = e(g’, g')* C+"/*
and sends TCT' = (C’, A’) and Token to the data user.

After receiving re-randomize partially decrypted ciphertext, data
user runs Dec.User to recover plaintext m. Then the data user
uses the verification credential Token to finish the ciphertext
verification, if H(m) = Token holds, the ciphertext is correct.

5. Security analysis
5.1. Security proof

Theorem 1. Given that the q-BDHE assumption holds true, the proposed
scheme is deemed secure against selective CPA.

Proof. If a polynomial-time adversary B can effectively compromise the
proposed scheme with a significant advantage, then we can develop a
challenger F to solve the g-BDHE problem with a significant advantage.
The process is as follows:

Init Phase: The adversary B submits access policies (M;*, p;*),;- and
a set of malicious attribute authorities R = (A,),;, where M,* isa I % n
matrix. Furthermore, the attributes within the access structure must
originate from trusted attribute authorities and cannot be maliciously
manipulated.

Setup Phase: The challenger F executes algorithms AASetup and
GlobalSetup to generate public parameter Params = {g,u,v,w, h,G, Gy,
Hy()} and private keys (PK;, Agk;);c;- The reverse firewall W,, ex-
ecutes the algorithm W, ,.SetUp to re-random public key, then W, ,
publishes updated public key PK’.

Query Phase 1: During this phase, B can dynamically request secret
keys for attribute sets 5, S,,...,S,. For every query S;, F executes
algorithm KeyGen to obtain corresponding secret key SK;. Then F
executes algorithm W,,.KG to get re-randomized secret key SK].
Subsequently, F executes KeyGen.ran to get conversion key TK;. Then
F runs Wy .TKUpdate to get re-randomized conversion key TK]. C
returns (SK,(,TK{) to B.

Challenge Phase: B provides two messages, m, and m;, of equal
length. F randomly selects » € {0,1} and runs Enc.Offline* and
Enc.Online* to get challenge ciphertext CT, = (M, p),C, C,, {C;1.Cs
Cjatjernn)-

Then F executes Wp.Enc.Of fline and Wy.Enc.Online Obtain a
ciphertext CT,. F that has been re-randomized sends CT] to B.

Query Phase 2: The challenger F proceeds as in Query Phase 1.

Guess Phase: B outputs a bit ' € {0,1}. If ¥’ = b, then F outputs 0
(meaning that B obtains the normally generated ciphertext). If ¥’ #
b, then F outputs 1(meaning that B obtains the randomly selected
element). Hence, the adversary B has advantage of ¢ security game
directly correlates to the ability of function F to resolve the g-BDHE
problem with the same level of probability.

5.2. Security analysis

The features of the proposed scheme include:

1. Function Maintaining
If the collection of attributes associated with the secret key
constitutes an authorized set, then the equation )., o, - (4; +
;) = s+ s’ holds. Thus,
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e(C). K"

Ties (e(Cl . K" - e(C],. K/3) - e(C L K )™

!’

o (s+s") /7 (r+r')(s+s") [T

_ e(g’.g") o e wh)
Hiel eg’, w/)(r+r')(ii+i,/)wi/f¢ Hiel e(g’, U/)(r+r’)(di+d1/)wi/fw
1

' ITie: e(g’,u’)_"(i)(dz+di’)(r,»+r/)w,/w
. 1
e, e, )~ itditrino /7
. 1
Hie[ e(g’, ur)A,'(d,-+d,’)(,[+,/_/)w[/w
e, e(g/, WHGHaDtrDoilto T o(g!, oy it eoi/7o

(15)

_ e(g’,g’)”’(”“/)/”’e(g/, w/)(r+r’)(s+s’)/w

e(g’, w

— e(gl’ g/)a/(:Jrs')/‘r(p.

/)(Hr/) Yier Qi+di o/t

1e)

! ’
c’ c’ m-e(g, g o (s+s") /7
A= Aer (gg—)(H/ =m an
e(g’, g’

It is evident from the aforementioned equations that the message
‘m’ remains decryptable under normal circumstances even after
the implementation of a cryptographic reverse firewall. Conse-
quently, the functionality of the cryptographic reverse firewalls
is preserved.

. Weakly Security-preserving and Weakly Exfiltration-resistant

We assume the following security game process.

Game 0: Same as chapter 3 security games.

Game 1: In the init phase, attribute authorities’ PK, Agg; are
generated by algorithms GlobalSetup and AASetup of basic
scheme, not GlobalSetup*, AASetup* and W, ,.SetUp. The sub-
sequent algorithms are carried over unchanged from Game
0.

Game 2: During both phase 1 and phase 2, the secret key SK is
derived from the KeyGen algorithm of the foundational scheme,
rather than being produced by KeyGen* or the W, ,.KG. The
TK is produced using the KeyGen.ran function of the underlying
scheme, and not through KeyGen.ran* or the W, .TKUpdate.
The subsequent algorithms mirror those utilized in Game 1.
Game 3: During the challenge phase, the ciphertext labeled
as CT, is constructed through the process of encryption de-
noted by Enc.offline, Enc.online, not Enc.offline*, Enc.online*,
Wpo-Enc.offline and Wy, .Enc.online. Actually, Game 3 is the
security game of basic scheme.

We then proceed to demonstrate the indistinguishability be-
tween Game 0 and Game 1, followed by Game 1 and Game
2, and finally between Game 2 and Game 3, each in isolation.
Between Game 0 and Game 1, it is observed that no matter
the modifications introduced by the tampered GlobalSetup* and,
AASetup* algorithms, after the application of re-randomization
via the W, reverse firewall, the public parameter PK’ always
corresponds to the structure of the PK that is generated by the
standard algorithm. This uniformity is due to the malleability
of the key in question. Consequently, there is no distinguishable
difference between Game 0 and Game 1.

Given that the secret key SK and the conversion key TK,
which are produced for the user by the attribute authority, also
possess malleability, it follows that Game 1 and Game 2 are
indistinguishable. When it comes to Game 2 and Game 3, the CT
will undergo rerandomization by the reverse firewall, resulting
in a new ciphertext CT’, a process that is a consequence of
the ciphertext’s malleable nature. Thus, regardless of how the
Enc.offline* and Enc.online* algorithms operate, the ultimate
configuration of the ciphertext aligns with that of the basic
scheme’s ciphertext structure. Consequently, there is no distin-
guishable difference between Game 2 and Game 3. In summary,
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Table 1

Function comparison.
Scheme With CRFs Outsource Offline encryption Multi-authority Ciphertext verification Access structure
Guo et al. [25] X v v X X Tree
Chaudhary et al. [28] X v X v X LSSS
Hong et al. [31] v X X v X LSSS
Zhong et al. [29] X v X X X Tree
Zhao et al. [32] v v v X X Tree
Jin et al. [33] v X X X X LSSS
Elhabob et al. [34] v X X X v Tree
Ours v v v v v TREE

we deduce that Game 0 and Game 3 are equivalent in terms of
their indistinguishability. Given that the foundational scheme is
secure, it follows that the proposed scheme is also secure.

3. Message Verification
The data user(vehicle/RSU) use parameters Token,m and hash
function H() to check whether equation Hy(m) = Token holds
true. With the help of the verification procedure described, the
data user can identify any tampering that may have occurred
with the message. Additionally, it provides assurance regarding
the completeness and dependability of the received message. If
the message changes, the equation will not holds. Therefore, the
proposed scheme supports the message verification.

4. Collusion Resistance

Theorem 2. Should the difficulty of the discrete logarithm problem remain
uncompromised, the proposed scheme can defend against collusion attacks
initiated by up to N — 1 attribute authorities.

According to the encryption process, each attribute authority
randomly chooses s;, € Z, and attribute authority extends
the value g% to all the other attribute authorities involved.
Given the difficulty inherent in the discrete logarithm problem, it
would be problematic for an adversary B to deduce s;;, from g*ix
alone. Hence, even with the combined efforts of N — 2 attribute
authorities working in tandem with the adversary, guessing a
valid M K; remains an unattainable task for the adversary. Con-
sequently, the adversary cannot devise a valid secret key SK.
This renders the proposed scheme resistant to collusion attacks
carried out by N — 1 attribute authorities.

5.3. Informal security analysis

1. Side channel attack defenses
The proposed scheme utilizes CRF technology, which signif-
icantly reduces the computational overhead while enhancing
security. By leveraging CRF, it reduces the risk of messages
being attacked and complicates potential threats. In addition,
multi-authorization technology maximizes the security of the
entire system, effectively preventing single-point leakage, while
balancing power consumption and execution time. These two
methods not only improve the efficiency, but also provide strong
protection against side channel attacks.
In short, the scheme effectively combines efficiency and en-
hanced security, making it suitable for secure communication in
vehicular networks that are susceptible to side channels.

2. Manv-in-the-Middle attack defenseO
The proposed scheme uses CP-ABE technology. This technique
uses a ciphertext policy, which embeds the access policy into the
ciphertext. This improves the security and flexibility of access
control and reduces the risk of man-in-the-middle attack (MITI)
due to identity forgery.
In addition, we enhance the CRF module by integrating key pa-
rameter re-randomization within the multi-authority ABE frame-
work. In addition, the proposed scheme also supports message
integrity verification, easily executable by onboard terminals
using simple hash functions.

By combining the above technologies, this method not only pro-
tects the communication channel, but also improves the security
of information.

6. Performance evaluation
6.1. Experimental setup

The following outlines the hardware and software contexts utilized
for conducting the experiment:

» The experimental apparatus consists of a desktop computer
equipped with a 3.2 GHz AMD Ryzen 5 5600x CPU, 16 GB of
RAM, and runs the Windows 11 Professional (x64) OS.

+ The experimental schemes are realized using Java 8 and the
JPBC 2.0.0 library [32]. The prime-order bilinear pairings are
constructed upon a 160-bit elliptic curve group, which is founded
on the equation y* = x> + x.

6.2. Theoretical analysis

Table 1 provides a side-by-side comparison to examine the function-
ality of our proposed scheme in relation to other schemes. Scheme [25]
supports outsourced decryption and online encryption, but the rest
of the functionality is not realized. Scheme [28] introduced multiple
authorities to protect against collusion attacks. Scheme [29] only pro-
vides outsource decryption, thus the efficiency of encryption phase is
not good enough. Scheme [31-34], add CRF modules between entities
based on the above schemes. However, these schemes either do not
have outsourced decryption or do not have multiple attribute authori-
ties, which has some disadvantages. Our scheme provides both of these
features, taking into account both efficiency and security. Through
comparison, we can find that the proposed scheme adds cryptographic
reverse firewalls between entities. By employing these firewalls, the
system is fortified with a layer of defense that maintains its func-
tional integrity against potential subversion attacks and any attempts
to tamper with its algorithms.

The introduction of multi-attribute authorities ensures that the sys-
tem is resistant to collusion attacks. The proposed scheme also provides
outsourcing decryption as well as offline encryption, which requires
low computation for the users to obtain the ciphertext. Addition-
ally, verification credentials empower users to check and ensure the
ciphertext’s integrity.

The following notations are applied within Tables 2 and 3 are as
follows: E signifies an exponential operation, and P denotes a bilinear
pairing operation. In the given context, M signifies the number of rows
in a matrix as well as the number of leaf nodes in an access tree. The
symbol / is used to denote the total number of attributes possessed by
users, while k signifies the minimum number of attributes from the
access structure required to fulfill the decryption criteria.

As shown in Table 2, our scheme is in the middle of the KeyGen
phase. However, our scheme achieves the lowest computational over-
head in the Enc.Online phase. In the Dec.Out phase, our scheme does
not achieve significant advantages. But in Dec.U ser phase, our scheme
requires only a single exponential operation, reaches a constant level
of computational overhead.
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Fig. 3. Time consumption of basic scheme.

Table 2
Computation comparison.
Scheme KeyGen Encryption Outsource decryption User decryption
Offline Online

Guo et al. [25] (+4HE BM +1)E 3E 2E +2IP E

Chaudhary et al. [28] 21 +2)E X (BM + HE (41 +2)E E

Zhong et al. [29] Bl +6)E X @M +2)E X UE+(+ 1P

Hong et al. [31] @4l +2)E+P X (5M +2)E X E+@k+ 1P

Zhao et al. [32] QI+4E 3ME+P 3E Gl+1DE+ QI+ 1)P 2E

Jin et al. [33] IE+P X 6ME +3P X IE +2P

Elhabob et al. [34] QI +2)E X 4E X 3E

Ours QI +3)E @M +2)E 3E IE +3IP E

Table 3 Fig. 3(a) demonstrates that our scheme has a low computational
Time consumption of CRFs. overhead., is observed to be low. As shown in Fig. 3(b), when compar-

Scheme Waa-SetUp Wair KG Whpo-Enc.Online ing the computational overhead of the Enc.Online phase, our scheme,
Hong et al. [31] 20E +21P GI+2)E 20E+P which benefits from the preprocessing performed in the Enc.Of fline
Zhao et al. [32] 2E @+3E 4E phase, has the lowest computational overhead of all the schemes eval-
Jin et al. [33] (I+2)E 21 +2)E P . . . P
Elhabob et al, [34] 2 QI+ 3E AE uated. In terms of Fig. 3(c), the efficiency of our scheme is in the
Ours 5E QI +3)E 2E middle of the Dec.Out phase. While in the Dec.U ser phase, our scheme

In terms of CRFs’ time consumption, our scheme achieves time con-
sumption of constant level in W, 4.SetUp phase as illustrated in 3, the
time overhead does not fluctuate based on the count of attributes within
the system. Moreover, our scheme achieves the highest efficiency in
terms of the Wp,.Enc.Online phase, and requires only two exponential
operations.

6.3. Practical analysis

In light of the hardware and software environment described within
the xperimental Setup section, Fig. 3 presents a performance comparison
of the multiple phases of our scheme.

maintains the lowest computational overhead, It is also significant to
observe that the overhead does not fluctuate with varying counts of
attributes in the system.

As depicted in Fig. 4, there is a performance comparison for the re-
randomization of secret keys by CRF W, ,. Our scheme’s computational
overhead is similar to that of scheme [32], which is at the lower
level. Moreover, as shown in Fig. 5, the computational overhead of
our scheme in the Wp,.Enc.Online phase is the most efficient and does
not escalate linearly with an increase in vehicle attributes, which is a
distinct advantage over other scheme [31]. And compared with [33,
34], the proposed scheme still has an advantage in the computational
overhead of W, ,.SetUp phase.

In summary, our scheme reduces resource consumption on the user
side and improves the efficiency of data flow in vehicles with limited
computing power.
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7. Conclusion

In the IoV environment, securing the encryption and sharing of the
vast amounts of data generated by vehicles, while preventing data leak-
age due to device tampering, presents significant challenges. To address
these challenges, we propose an advanced attribute-based encryption
scheme, enhanced with a cryptographic reverse firewall, specifically
designed for the IoV ecosystem. This scheme is supported by multiple
attribute authorities, which not only defend against collusion attacks
but also enable offline encryption and outsourced decryption. These
integrated features greatly improve the computational efficiency of
vehicular onboard units. Additionally, we deploy RSUs with CRFs
between the entities, ensuring that data remains secure even in the
event of device tampering. The proposed attribute-based encryption
scheme, combined with the reverse firewall mechanism, shows great
promise in securing data transmission and storage within the IoV, while
protecting against unauthorized access and data leakage.
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