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Secure sharing mechanism in the cloud environment not only needs to realize efficient ciphertext storage of
resource-constrained clients, but also needs to build a trusted data sharing system. Aiming at the limitations of
existing schemes in terms of user identity privacy protection, insufficient access control granularity, and data
sharing security, we propose a fuzzy certificateless proxy re-encryption (FCL-PRE) scheme. In order to achieve
much better fine-grained delegation and effective conditional privacy, our scheme regards the conditions as an
attribute set associated with pseudo-identities, and re-encryption can be performed if and only if the overlap
distance of the sender’s and receiver’s attribute sets meets a specific threshold. Moreover, the FCL-PRE scheme
ensures anonymity, preventing the exposure of users’ real identities through ciphertexts containing identity
information during transmission. In the random oracle model, FCL-PRE not only guarantees confidentiality,
anonymity, and collusion resistance but also leverages the fuzziness of re-encryption to provide a certain level
of error tolerance in the cloud-sharing architecture. Experimental results indicate that, compared to other
existing schemes, FCL-PRE offers up to a 44.6% increase in decryption efficiency while maintaining the lowest
overall computational overhead.

1. Introduction

As information technology and the Internet continue to evolve,
users can now access networks anytime and anywhere through mo-
bile devices, driving the widespread adoption of cloud services. By
leveraging flexible resource scheduling and high network accessibility,
cloud computing has attracted enterprises such as Amazon, Google,
and Alibaba to introduce cloud-based data storage, access, and shar-
ing services [1-3]. However, cloud service providers are not always
completely trustworthy. Due to factors such as technical limitations
or economic incentives, they may engage in practices that could com-
promise users’ rights. In recent years, data breaches have occurred
frequently: in 2018, Tesla’s Kubernetes console on AWS was left un-
secured, allowing attackers to exploit the cloud environment; in 2019,
Capital One faced misconfigurations on AWS, enabling hackers to gain
unauthorized access and disclose more than 100 million user data. Ev-
idently, although outsourcing data to the cloud can reduce the burden
of hardware maintenance, it also deprives users of direct control over
their data, thereby increasing the risk of potential privacy breaches.

* Corresponding author.

In response to the demand for secure cloud data sharing, the proxy
re-encryption (PRE) [4] scheme was proposed. This technology not
only allows data to be stored on the cloud server but also capitalizes
on the cloud’s computing capabilities to securely achieve decryption
authorization in Fig. 1. In a typical PRE scheme, key generation center
(KGCQ) is responsible for generating the system’s public parameters
and issuing public—private key pairs for registered users based on the
master secret key. Generally, the data sender encrypts information
with their own I D (i.e., e-mail account, phone numbers) and produces
the re-encryption key for authorized users, which is stored on the
cloud server alongside the ciphertext. Only the authorized recipient
can instruct the cloud server to perform ciphertext transformation using
the re-encryption key, thereby achieving secure data sharing. However,
despite simplifying certificate management, traditional identity-based
proxy re-encryption (IB-PRE [5]) still suffers from several limitations:
(1) it relies on the KGC for key escrow, meaning that if the KGC is
compromised or acts maliciously, users’ private keys are at serious risk
of exposure; (2) it lacks flexible dynamic authorization, such that even
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Fig. 1. Data sharing based on proxy re-encryption.

minor changes in a user’s identity information require the regeneration
of private keys, thus increasing administrative overhead and system
complexity; and (3) it struggles to satisfy the requirements of high-
privacy scenarios. For instance, in mobile healthcare, patients’ private
information may be directly used as public keys for encryption [6-8].
Once an attacker traces such identifiers to a patient’s real identity, a
severe privacy breach can result, endangering the patient’s information
security.

To address the challenges of insufficient anonymity, key escrow,
and difficulty in dynamic privilege adjustment, we propose an anony-
mous fuzzy certificateless proxy re-encryption scheme (FCL-PRE). Our
scheme not only supports identity hiding and fuzzy matching, but
also effectively prevents unauthorized access and significantly improves
system error tolerance. The main contributions of FCL-PRE are as
follows.

» Fuzzy certificateless PRE with conditional privacy. A new
fuzzy certificateless proxy re-encryption scheme that is tolerant
to noisy biometric measurements is proposed. Specifically, the
trusted authority first derives a stable, unique biometric iden-
tity UID from noisy biometric samples, and then generates a
pseudo-identity with a specific set of attributes o = (w7,
for it. Re-encryption is allowed only when the overlap between
the sender’s and receiver’s attribute sets satisfies a threshold
condition, that is |wNn’| > d. This policy enforces conditional
privacy on top of pseudo-identities, simplifies key management in
the certificateless setting, and enables flexible and efficient data
sharing among users with similar attributes.

Anonymous data sharing via pseudonyms. The proposed
scheme enhances conditional privacy and reduces the cost of
managing pseudonyms by tightly binding biometrics, pseudo-
identities, and strong keys. The trusted authority internally main-
tains a mapping (UID, PUID,w), where o is associated with
PUID. Thus, the privacy-preserving pseudo-identity can only
be recovered by the fully trusted authority. Meanwhile, a user
can encrypt and share data on behalf of an attribute group
using a single PUID, rather than maintaining many separate
pseudonyms, thus significantly reducing the key management
overhead on the user side.

Security and practicality. We provide a detailed security proof
of FCL-PRE in the random oracle model, demonstrating that it
satisfies chosen plaintext attack (IND-CPA) security. Theoreti-
cal analysis and experimental results show that FCL-PRE not
only achieves anonymity, error tolerance, and resistance to collu-
sion attack, but also has minimal computational overhead in the
decryption phase.

2. Related work

(1) Basic PRE schemes: In 1998, Blaze et al. [4] first introduced the
notion of proxy re-encryption (PRE), which enables a semi-honest proxy
to transform ciphertexts without accessing the underlying decryption
keys. Subsequent early works primarily examined how to delegate
decryption capabilities securely and efficiently so as to support data
sharing and access control in cloud environments [9-11]. As research

Computer Standards & Interfaces 97 (2026) 104121

progressed, the limitations of the original PRE model gradually be-
came evident. For example, a malicious user may collude with the
proxy to recover the sender’s private key. Ateniese et al. [12] later
presented a unidirectional PRE scheme that offers a certain level of
resistance against collusion attacks, although it still depends on a
public key infrastructure (PKI) for certificate management. Gentry [13]
addressed the burden imposed by PKI by introducing the paradigm
of certificate-based cryptography, thereby eliminating the need for
online third-party certificate queries. Sur et al. [14] further applied
this paradigm by designing a certificate-based encryption scheme. They
were the first to combine it with proxy re-encryption, and thus pro-
posed a certificate-based proxy re-encryption (CB-PRE) scheme that
achieves chosen-ciphertext (IND-CCA) security in the random oracle
model. On the other hand, to further simplify the public key infrastruc-
ture, Green and Ateniese [5] extended PRE to identity-based scenarios,
significantly reducing certificate management overhead by replacing
traditional public keys with user identifiers and achieving adaptive
CCA security. In this context, Ge et al. [15] designed an identity-
based broadcast PRE (BPRE) scheme that supports revocation of a
shared user set and can resist chosen-plaintext attacks, while Zhang
et al. [16] employed bilinear pairings to construct an identity-based
BPRE scheme for VANETs that achieves CPA security with constant
decryption overhead.

(2) Conditional PRE schemes: Once the basic transformation capabil-
ity of PRE had been established, researchers began to enrich PRE with
more expressive access control and privacy guarantees. In traditional
PRE systems, once the proxy obtains a re-encryption key, it can often
convert all ciphertexts of the delegator for the designated delegatee,
which is incompatible with fine-grained authorization requirements. To
address this issue, Weng et al. [19] first proposed conditional proxy
re-encryption (CPRE). In their construction, a condition expression is
embedded into the re-encryption key, so that the proxy is only able
to transform ciphertexts that satisfy the specified condition, which
enforces strict control over the proxy’s capability at the semantic level.
At the same time, Ateniese et al. [22] presented a PRE scheme with key
privacy. Even if an adversary obtains a re-encryption key, it cannot dis-
tinguish the delegatee’s identity, which further protects the receiver’s
privacy. Shao et al. [18] achieved key privacy while preserving CCA
security. Li et al. [17] incorporated the idea of conditional PRE into
certificate-based cryptography. Their scheme allows only ciphertexts
associated with specific subsets to be transformed and forwarded to
designated delegatees, and also attains CCA security. In order to sup-
port more expressive access structures, Yao et al. [21] designed a CPRE
scheme with ciphertext evolution, which ensures that the delegation
process remains under the data owner’s control. Li et al. [20] proposed
a CPRE scheme that supports only a single receiver. Lin et al. [30]
developed a CPRE scheme tailored for IoT scenarios, which supports
revocation of misbehaving users without relying on a fully trusted
third party. Zhang et al. [31] designed a key-sharing mechanism based
on CPRE and combined it with a bilinear accumulator to verify the
integrity of homomorphic encryption keys stored in the cloud. Chen
et al. [25] constructed a conditional BPRE scheme based on bilinear
pairings under conditional constraints.

(3) Certificateless-based PRE schemes: Due to the inherent key escrow
problem in identity-based cryptography, Sur et al. [32] introduced
PRE into the certificateless public key setting [33], and then proposed
the concept of certificateless proxy re-encryption (CL-PRE). In CL-PRE,
each user’s private key is split into a partial private key generated
by a key generation center (KGC) and a user-chosen secret value.
This design avoids full key escrow by the KGC and does not require
traditional certificate management, which makes CL-PRE particularly
suitable for resource-constrained environments. Within this framework,
Bhatia et al. [34] constructed a lightweight pairing-free CL-PRE scheme
and applied it to mobile healthcare scenarios. Eltayieb et al. [35]
further adopted blockchain as the proxy to execute the re-encryption
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Table 1
Summary of functional comparison with other schemes.
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Schemes Techniques Conditional privacy Fuzzy matching Anonymity Multiple receivers Collusion resistance
[13,14,17] CB-PRE X X X X v
[18] CPRE v X v v X
[15,16] IB-PRE X X X v v
[19,20] CPRE v X X X X
[21] IB-CPRE v X X v 4
[22] CPRE v X v X X
[23,24] CL-PRE X X X v v
[25] IB-CPRE 4 X v v v
[26,27] Fuzzy IB-CPRE v v X v X
[28,29] CL-CPRE v X X v v
Ours Fuzzy CL-CPRE v v v v v

algorithm, which not only preserves data confidentiality but also pro-
vides a flexible revocation mechanism. Subsequent CL-PRE works [23,
24,36] mainly focused on improving efficiency, supporting revocation,
and enhancing traceability. Similarly, to prevent cloud platforms from
abusing re-encryption permissions, Li et al. [28] proposed a novel
pairing-free scheme based on certificateless conditional BPRE. Zhou
et al. [29] combined certificateless public key cryptography and PRE,
which realizes multi-level data access control, dynamic key update, and
ciphertext evolution.

(4) Fuzzy PRE schemes: In another line of research, advances in
biometric technologies have introduced new design dimensions for
PRE. Fuzzy identity-based encryption (FIBE) [37] leverages biometric
characteristics such as fingerprints and irises, which are inherently
unique and tamper-resistant, to derive descriptive attribute sets that
serve as a natural attribute space for encryption and authorization.
Following this idea, Fang et al. [26] proposed an FCPRE scheme in
which descriptive keywords are used as conditions to realize fuzzy
conditional PRE. In their scheme, the proxy can re-encrypt ciphertexts
according to a r-out-of-d threshold strategy. Xiong et al. [38] later
proposed an improved pairing-based fuzzy identity-based signature
(FIBS) scheme that supports the error tolerance property. Li et al. [27]
presented the first lattice-based FIB-CPRE scheme. Their scheme pro-
vides finer-grained control over delegated decryption, but incurs high
computational cost, which negatively affects overall encryption and
decryption efficiency. It should be noted that the use of biometric
traits can significantly improve usability, but the noise inevitably intro-
duced during biometric acquisition and feature extraction makes key
generation and matching more challenging. To cope with this issue,
Wang et al. [39] proposed a novel fuzzy certificateless signature au-
thentication scheme that achieves conditional privacy while effectively
protecting the confidentiality of users’ real biometric characteristics.

As summarized in Table 1, existing PRE schemes and their variants
have achieved substantial progress in terms of functionality and ap-
plicability to diverse scenarios. However, several important limitations
remain.

+ The scalability on the receiver side is restricted. Many schemes
do not efficiently support data sharing among multiple receivers,
which limits their practicality in large-scale collaborative appli-
cations, such as schemes [14,17,20].

The strong binding between real identities and biometric char-
acteristics introduces significant privacy risks. Some biometric-
based schemes do not adequately protect the identity privacy
of senders and receivers, and therefore cannot satisfy stringent
privacy requirements, as in schemes [23,24,26,28,29].

3. Preliminaries

This section briefly overviews the basic concepts and techniques
discussed in our scheme. Table 2 provides a list of symbols and their
descriptions.

3.1. Bilinear map

Suppose there exists a mapping ¢ : G x G — Gy, where G and
Gy represent two cyclic groups with the same prime order g. P is
a generator of G, then a bilinear map e should have the following
properties [40]:

* Bilinearity: e(aP,bP) = e(P, P)* holds for all a,b € Z;.
» Nondegeneracy: There exists P such that e(P, P) # 1.

+ Computability: e(P;, P,) can be computed efficiently for all P, P,
eG.

3.2. Useful definitions

Definition 1 (Shamir Secret Sharing [41]). Shamir’s secret sharing
scheme, introduced in 1979, is based on polynomial interpolation. A
secret s is divided into » shares, denoted as s, ..., s, with a threshold
t, such that any set of at least ¢ participants P; can recover s, whereas
any subset of size less than ¢ gains no information about it. The scheme
consists of the following phases:

+ Secret distribution: Let P = {P,...,P,} denote the set of par-
ticipants and randomly select the secret value s € z. Then, a
polynomial F(x) of degree t — 1 is selected that satisfying the
condition of F(0) = s, then F(x) can be expressed as:

-1
F(x)=s+ Z ajxj mod g.

j=1
Therefore, the share set S\S = {(w;,s;)|l <i < n}, where F(w;) =
s;. The ith share (w;, 5;) is privately delivered to the corresponding
participant P;.
Secret reconstruction: Let .S C {1,...,n} be a group with |.S| = 1.
The secret value is reconstructed from shares s, ..., s, using the
Lagrange interpolation method:

F(x)= ) 4, sF (@)= Y 4, s()s;.

2= =
_ X—p
wher.e.Aw[’S(x) = [Ipesiz ooy denoted as the Lagrange
coefficient.

Definition 2 (Decisional Bilinear Diffie—-Hellman (DBDH) Assumption).
Given a random instance (P,aP,bP,cP,T), P € G, a,b, c are randomly
selected elements from Z, and T is an element in Gr. The DBDH
assumption requires determining whether T is equal to e(P, P)?* or
a random element in Gy. For any PPT algorithms A, the advantage
of successfully distinguishing between T = e(P, P)® and a random
element is defined as follows.

AdvRPPH () = |PrlA(P,aP,bP,cP,e(P, P)*) = 1]|
— |PrlA(P,aP,bP,cP,T) = 1]|

If the advantage Adv55PH (2) in solving the DBDH is negligible, then
the DBDH assumption holds.
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Table 2
Summary of notations.
Symbol Description
A Security parameter
msk Master secret key
bio Biometric characteristic
IdGen(-) An identity extraction function
UiD Realistic identity
PUID Pseudo-identity
d Error tolerance
® An attribute set
XpuIp Secret value
SKpyip User’s full private key
PKpyip Public key
RKg % Re-encryption key
CcT Original ciphertext
CcT’ Re-encrypted ciphertext

Definition 3 (Syntax of FCL-PRE). The nine polynomial-time algorithms
shown below constitute our FCL-PRE scheme.

Setup. On input a security parameter 4, TA and KGC generate
system parameter params, and a master secret key msk that is kept
secret from user.

PartialPrivateKey. After TA publishes the pseudo-identity PUID
for each registered user, KGC generates the corresponding partial
private key Dpy;p and sends it to the user.

SetSecretValue. The sender S executes the algorithm, and
chooses a secret value xpy;;p randomly.

SetPrivateKey. On input PUID, params, xpyp and Dpyrp, S
generates the complete private key SKpy;p.

SetPublicKey. S performs this algorithm, and inputs x p;; p, then
outputs the full public key PKpy;p.

Encryption. On input PUID, params, a message m, and PKpy1p,
S computes the original ciphertext CT.

ReKey Generation. Given the private key SKpy;p, R’s pseudo-
identity PUID' and the corresponding PKpy y, S generates a
conditional re-encryption key RK s, » by running this algorithm.

Re-encryption. Upon receiving RK s, %, the original ciphertext
CT, the cloud should verify whether the equation |wNw'| >
d holds. If and only when the algorithm satisfies, the origi-
nal ciphertext CT can be re-encrypted, and the second-layer of
ciphertext CT’ can be generated.

Decryption. The user invokes it to decrypt the corresponding
ciphertext, resulting in either the plaintext m or L.
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Fig. 2. The operation flow of FCL-PRE.

Key Generation Center (KGC): As an honest but curious KGC, it
is responsible for performing system initialization and generating
a partial private key related to the user’s identity, and it is
assumed that KGC and TA will not collude.

Cloud Proxy Server (CPS): CPS is responsible for storing original
ciphertexts and executing conditional re-encryption operations.
When the receiver R sends an access request, CPS first verifies
whether the condition |w N @’| > d. If so, sender S generates a cor-
responding re-encryption key for CPS to perform re-encryption.
Otherwise, CPS refuses to implement the re-encryption operation.
Please note that, as a semi-trusted entity, it may still attempt to
infer user privacy from the shared data.

Sender (S): S can use the public key associated with PUID to
encrypt the data to be shared, generate the original ciphertext
CT and upload it to CPS storage. In addition, S produces the
corresponding re-encryption key RK g,z according to the result
of the verification equation, and sends it to CPS.

Receiver (R): The authorized receiver R can decrypt and obtain
the plaintext by downloading the re-encrypted ciphertext.

4.2. Security guarantee model

There are two types of adversaries in the certificateless cryptosys-

4. Scheme model

In this section, we introduce the system model, outline the security

tem [42]: A, is the first type of adversary, which can replace the user’s
public key, and A, is the second type of adversary, which can obtain
the master secret key. Game-I and Game-II are the IND-CPA security
games for FCL-PRE. Please note that each pseudo-identity PUID is
associated with an attribute set w.

guarantee model, and specify security requirements, respectively.
4.1. System model

The operation flow of fuzzy certificateless proxy re-encryption
scheme is shown in Fig. 2. It includes five different parties, namely:
Trusted Authority, Key Generation Center, Cloud Proxy Server, Sender,
and Receiver.

» Trusted Authority (TA): TA is a fully trusted authority whose
primary role is to generate privacy-preserving pseudo-identities
PU D for users and to cooperate with KGC in setting up and pub-
lishing the public parameters. At the same time, it maintains an
internal mapping (UID, PUID, w), where w denotes the attribute
set associated with each PUID. Only the pseudo-identity and
its associated attribute information are exposed to other entities,
while the real identity UID remains exclusively known to TA.

Game-I. This game embodies the attack ability of A,, challenger B

responds to A,’s a series queries by controlling the following oracles.

« Initialization. When A is received, B first executes the Setup
algorithm to obtain params, and generates the system master key
msk. Then, B outputs params and keeps msk in secret.

» Phase 1. The adversary A, initiates a series of queries, and 5
responds accordingly.

- PPKQuery oracle O,,: B executes the PartialPrivateKey
algorithm to generate the partial private key Dpy;p for the
PUID and returns it to A;.

- SKQuery oracle Oy : After receiving the partial private key
Dpyrp, B first runs PartialPrivateKey and SetSecretValue
algorithms to obtain the corresponding Dpy;p and xpy;p-
Next, B runs the SetPrivateKey algorithm to generate the
complete private key SKpy;p, and returns it to A,.
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- PKQuery oracle O,;: B runs the SetSecretValue algorithm
to obtain x p;;p, and extracts the user’s public key PKpyp
by running the SetPublicKey algorithm. Finally, B returns
itto A;.

- PK replacemen’t_\o_r’acle Oprpt When A, queries a two-
tuple (PUID, PKpy p), where PKpy p is the newly se-
lected public key to replace the public key PKp, cur-
rently associated with PUID. Therefore, A, performs pub-

lic key replacement, such as PKpy;p = PKpyrp-

- ReKeyGen oracle O,;: B runs the ReKey Generation al-
gorithm and returns a re-encryption key RK¢ , z to A;. If
the public key of PUID has been replaced at this time, A,
cannot perform this query.

- Re-encryption oracle 0,,,,: B performs it and returns a re-
encrypted CT’ to A,. If the public key of PUID has been
replaced, A, cannot perform the query.

+ Challenge. After completing all the interactions between A, and
B, A, outputs a challenge identity PUID, and two messages of
equal length (mg, m;). B randomly selects a message m,, b € {0, 1},
calculates the corresponding ciphertext and returns it to A,.

» Phase 2. A, and challenger B continue to conduct queries and
answers similar to phase 1, but must follow three constraints.

(1) A, has never queried the partial private key or private key
for the challenge identity PUI D, that meets the (o Nw,| >
d.

(2) If A, sends the re-encryption key queries to a challenge
identity PU I D, that meets the |w N w,| > d condition, then
the partial private key queries or private key queries can no
longer be performed.

(3) If A, has sent the partial private key or private key queries
to challenge identity PUID, that meets the [oNw,| > d
condition, the re-encryption key queries can no longer be
performed, and the information related to the re-encrypted
ciphertext cannot be queried.

* Guess. Finally, A, guesses the challenge bit ' € {0,1}. If ¥ = b,
A, wins this game.

Definition 4. According to the definition of Game-I, our FCL-PRE is
IND-CPA secure if the advantage of A, is negligible, defined as

Adui‘l""""(/l) = |Pr[b) =b] - %|.

Game-II. The game embodies the attack ability of .A,, challenger B
responds to A,’s a series queries by controlling the following oracles.
Game-II is similar to Game-], therefore, only their main differences are
presented below.

Initialization. When A is received, B first executes the Setup
algorithm to obtain params, and generates a system master key
msk. Then, B returns them to A,.

Phase 1. A, issues a series of queries similar to those in Game-I,
and B responds accordingly. At this time, .4, lacks the ability to
replace the public key.

Challenge. Similar to the Game-I.

Phase 2. A, and challenger 5 continue to conduct similar queries
and answers as in phase 1, but must follow three constraints.

(1) A, has never queried the private key for the challenge
identity PUID, that meets the |w Nw,| > d condition.

(2) If A, sends the re-encryption key queries to a challenge
identity PUID, that meets the |w N w,| > d condition, then
the private key queries can no longer be performed.

Computer Standards & Interfaces 97 (2026) 104121

(3) If A, has sent the private key queries to the challenge
identity PUID, that meets the |[wnw,| > d condition,
the re-encryption key queries can no longer be performed,
and the information related to the re-encrypted ciphertext

cannot be queried.

* Guess. Finally, A, guesses the challenge bit 5’ € {0,1}. If ¥ = b,
A, wins this game.

Definition 5. According to the definition of Game-II, our FCL-PRE is
IND-CPA secure if the advantage of A, is negligible, defined as

Ado§me 1) = |Prib’ = b - 31|

4.3. Security requirements

The proposed FCL-PRE scheme should satisfy the following security
objectives.

* Confidentiality. FCL-PRE must protect sensitive information before
it is uploaded to the CPS and prevent any access by unauthorized
recipients. Additionally, when generating the original ciphertext
and re-encryption key, conditional information is incorporated to
ensure that re-encryption can only be performed if the original
ciphertext meets specific conditions.

Anonymity. To protect user privacy, FCL-PRE must conceal the
user’s real biometric identity. Unless it is a trusted third party,
no adversary can establish a valid biometric identification as-
sociation, thereby preventing the leakage of the user’s identity
information.

Error tolerance. Considering that biometric characteristic may con-
tain some noise with each sampling, FCL-PRE must exhibit error
tolerance. Specifically, when the distance between the biometric
identity w of the sender S and another identity o’ is higher than
a predefined threshold d, the proxy can use the re-encryption
key to generate the corresponding re-encrypted ciphertext for o',
enabling efficient data sharing.

Collusion resistance. In our FCL-PRE, even in the presence of semi-
trusted parties, such as collusion between CPS and the receiver,
CPS cannot obtain the sender’s complete private key and thus
cannot perform any decryption operations, ensuring the system’s
security against internal collusion attacks.

5. The proposed FCL-PRE scheme

In this section, we thoroughly describe FCL-PRE, which supports
efficient fuzzy data sharing through anonymized biometric identities.
The procedure flow of FCL-PRE is presented in Fig. 3.

5.1. System initialization

(1) Upon inputting the security parameter 1, KGC generates a bilinear
pairing parameters (e, G, Gy, g, P), where G and G, represent two
cyclic groups with the same prime order g, ¢ : GXG - Gy, P
is the generator of G. Then, KGC selects s € z; randomly and
calculates the system public key P,,, = sP.

(2) TA considers a symmetric key encryption scheme to hide the

user’s realistic identity UID, denoted by Ency(-) and Decy (")

Here, Enc,(-) represents the encryption algorithm, Decy(-) rep-

resents the decryption algorithm, and ¢ is the shared symmetric

key.

Finally, TA and KGC choose four collision-resistant hash func-

tions: H, : {0,1}* — G, H, : {0,1}* » G, H; : {0,1}* - G,

and H, : {0,1}* - Z;‘, define the system parameters as params =

{G,Gr,e,q,d, P, P,,, H, H,, Hy, H,}.

3

-



J. Chen et al.

oo an

oo[Jonl
TA
|

KGC
|
5.1 KGC and TA publish Params to all _
Initialization entities. TA keeps UID in secret.

TA sends the pseudo-identity
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Sender CPS

e o

CRCH
Receiver

., Submits access request and
pseudo-identity PUID'.

Verifies the validity of signature o and the condition

Performs the re-encryption operation and
returns the re-encrypted ciphertext CT'.
]

Fig. 3. The algorithm procedure of FCL-PRE.

5.2. User registration phase

Before sharing data, each user must register their identity informa-
tion with TA. Let the sender be denoted as S;. First, S; transmits the
realistic biometric information bio (i.e., fingerprint) to TA via a secure
channel. Then, TA applies the identity extraction function IdGen(-)
to convert bio into a unique biometric identity UID; = IdGen(bio).
The IdGen(-) function is similar to a hash function and is irreversible.
It transforms the biometrics into an identity that is indistinguishable
from random information and cannot be used to infer the original
biometrics [39,41].

Next, TA generates a pseudo-identity as PUID; = Enc,(UID; ||
npyp) || T; to protect the real biometric identity, where npy repre-
sents the number of pseudo-identities requested and 7 is the validity
period of the pseudo-identity. Meanwhile, TA internally maintains a
mapping (UID;, PUID;,»), where  is the attribute set associated with
PUID;. Eventually, TA publishes PUID; and keeps UID; secret.

(1) Upon receiving the attribute set o associated with S;’s pseudo-
identity PUID;, KGC first randomly selects a polynomial p(x) of
degree d — 1 such that p(0) = s and assigns p(w;) = s;, where
i € {1,...,n}. Then it calculates the partial private key as D, ; =
s;H,(PU1D)). The partial private key (D, ;)_, of S; is represented
by KGC as Dpyrp,-

(2) After receiving the partial private key Dpy; p,» S; can calculate
Lagrange coefficients and perform local verification to ensure
consistency: e(Dpyrp;, P) = e(H{(PUID)), Pyy). Then, S; chooses
a random secret value xpy; p, € Z;, a polynomial y(x) of degree
d — 1 such that y(0) = XpyIp;» and lets y(w;) = Xi,PUID,» where
i € {1,...,n}. Then, S;’s secret value (xi,PUle);;l is defined as
XpUID;-

(3) Obtaining Dpy p;» S; sets the full private key as SKpyrp, =
(DPUID]»xPUlD/»)'

(4) S; calculates PKpy, p; = Xpyrp, P as the public key, and pub-
lishes it.

5.3. Data encryption phase

Given the S;’s identity PUID; associated with an attribute set @ =
(@;)7_, the public key PKpy, D, and a message m.

(1) S; picks a random number r; € zy, and a polynomial g(x) of

J
degree d — 1 such that g(0) = r; and assigns g(w;) = r; ;, where

J J?
i€ {l,...,n}. Then, S; computes

Uy =r;P,E; = Hy(PUID; || PKpyp, Il Pus).
K:mII@U%mHﬁHHDm%xe@Kw”T@WU%ﬁW

;€S
S; uploads the original ciphertext CT = (U;, V) to the CPS.

(2) Finally, S; selects k € Z{’; randomly, and computes R = kP,
h=H,U, Vi I RI PKpyrp, | PUID;). Then, S; generates a
signature o; = k +h - xpy rp, mod g, and transmits (R, o) to the
CPS.

5.4. Verification and sharing phase

When a new receiver R; initiates an access request, R; first needs
to send the current pseudo-identity to CPS. After the identity authen-
tication is successful, CPS performs re-encryption operations based on
this pseudo-identity.

(1) The CPS first computes /' = H,U; || V; || R | PKPU,D; I

PUID}) and o; P ZRen- PKPU,D;. After the signature verifi-
cation is successful, CPS selects a d-element subset, S C w N o’
randomly, and determines whether the input attribute set o’
satisfies |w N @’| > d, if yes, CPS returns the result to the sender.

(2) S; generates the corresponding re-encryption key for the pseudo-
identity based on the result. S; computes ¢ = e(Dpy, D,
HI(PUID;)), RKspor = _DPUIDJ - XPU[D/Ej + Hi(o || XpUID,
PKPU,D; o l|’), and then sends RK s, to CPS.

3

-

Finally, CPS can use the re-encryption key RKg,  to convert
CT into a re-encrypted ciphertext CT’. It computes U, = U,
V, = Vie(U;,RK, ), and then outputs CT' = (U,,V>) to the
authorized recipient.

5.5. Data decryption phase

The procedure to decrypt the original ciphertext and the re-
encrypted ciphertext is as follows:
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Correctness
For the original ciphertext CT = (U}, V)):

"
Al
[L,es €Wy Dpyrp, + Xpyrp, E))"

m Hw,eS (e(Pyp, Hy (PUID/-))’I'J X e(PKPUID/ s E/.)’i./ )Aw,.,s(())

m= 0)

40;,5(0)
[lo,es €Wy Dpyrp, + Xpurp, E))™"
_ m
eW,.Dpyrp;+xpuin; Ej) v )Aw,».s(o)

Hwi es( e(PyupHy(PUID) ™ xe(PK py 1 D, Ej YiJ
m
er;P.3 ;5@ A0, s O)VH (PUID)))e(r; Poxpy i, E))
"(SPva,»es(g(mt)Aa;,-,S(O))Hl(PUID/))E(XPUID/- P.¥ vies&@)Ay, s(O0)E))

m
= =m
e(rj P.sH{(PUID,))e(r; P.xpy;p, E;)
e(sP.rj H\(PUID)expy 1, Pry Ej)

For the re-encrypted ciphertext CT' = (U,, V,):

m= V2
- HwiES e(U,, H3(@ || XpuID, PKPU[D, | @ || )ytois®
mLo,es € Ppups H(PUID)) X e(PKpyp,» )Y s Qe(Uy, RK 5 0, )
- Hw,es e(Uy, H3(o || xPUID}PKPUIDj I w || @))ers®
me(sP.r;H\(PUID;)e(xpyp, P.r;E;)e(r;P,=Dpyrp, = Xpyip, E;j + H3(@ || xpyrp, PKPUID; loll @)
B e(r; P, Hy(g || xPUlD;PKPUID/ ol o)
me(r;P. Dpyp, +Xpy1p, E))etr;P.=Dpyip, = Xpyip, Eper;P. Hy(@ || xpy1p, PKpyip) Il @ | )
N e(r; P, Hy(o || xPU[DJ’.PKPUIDj oIl @) -
(1) For the original ciphertext CT, sender S; can get the plaintext by B restores the corresponding record and returns H,(PU I D)
computing = (hl,-)f’:1 to A,. Otherwise, for this tuple, B considers the
v, following two cases:
" [l.,es €WUi. Dpyrn, +Xpuip, Ejons® * Case 1: If [onw,| > d, B randomly selects a polyno-
mial #(x) of degree d —1 such as #(0) = 4, and returns h
(2) For the re-encrypted ciphertext CT’, only authorized receivers

can successfully obtain the data.
£
A, 5O
Hm,ese(Ust3(‘P|| XPUIDJ’.PKPUIDJ ol @))eis©

m=

6. Security analysis
6.1. Security proof for FCL-PRE

Theorem 1. If adversary A, breaks FCL-PRE with a non-negligible advan-
tage e, we can construct an algorithm B that solves the DBDH assumption
in polynomial time with an advantage &'.

Proof. Given a set of challenge instance (P,aP,bP,cP,T), B acts as
a subroutine of the adversary A; and attempts to determine whether
T = e(P, P)?¢. Therefore, /3 needs to answer a series of inquiries from
A,

« Initialization. By executing Setup algorithm, B gets params =
{G,Gr,q,e,d, P, P,,;, H|, Hy, H3}. Then, B sets P,,;, = aP, and a
is the master key, which is unknown to 5.

— H, Query: B maintains an initially empty list of the form
L((PUID,(h)_,,(z)_ @), A, publishes PUID for
query. B first chooses = € {1,2, ... N } and defines PUID,
as the challenge identity. If PUID already exists in the L,

to A,. Then, B saves the tuple (PUID, h, 1, 1) in the
L.

* Case 2: If |[oNnw,| < d, B need to selects o, € {0,1} at
random, where the probability of a, =1 is y.

(1) When «, = 0, B chooses a random number
z; € Z;, a polynomial y(x) of degree d — 1,
y(0) = z. Let z; = y(w;), where i = {1,...,n},
B calculates H|(PUID) = z;cP, and saves tuple
(PUID,z;cP,(z)"_.0) in the L,.

(2) When ¢, = 1, B selects z* € Z;, outputs
H(PUID) = z*P and saves tuple (PUID, z*P,
z*,1)in the L,.

- H, Query: B maintains an initially empty list of the form
L,(PUID,t,,Y;). When A, makes a query, if PUID already
exists in the L,, B answers with Y;, otherwise it randomly
selects 1; € Z7, calculates ¥; = #,P and adds the tuple
(PUID,1,,Y,) to the L,.

- H; Query: B maintains an initially empty list of the form
Ly(X',H'). If X' is in the list Ly, B returns H' to A,.
Otherwise, B uniformly selects an element H' € G, returns
it and records the pair (X', H') in L;.

« Phase 1. For a series of inquiries raised by .A,, B answers as

follows.
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- PPKQuery oracle O, A, publishes an identity PUID for PUID,, B fails in this game. Otherwise, B randomly selects a
query, B maintains a list of the form L, (PUID,Dpy;p) message my,, where b € {0, 1}, calculates the ciphertext CT, =
as the answer to A,. If PUID already exists in the L, Uy, Vy) = 0P, my [ 1, cs e(PKPUID”,z,-bP)TAw:vS(O)) and sends CT),
B first performs the H, Query in the above steps to obtain to A,;. '

H,(PUID). Otherwise, B finds the tuple in the L;:

Phase 2. Adversary A, initiates a series of queries similar to
Phase 1, and B responds accordingly. Please note that the queries

x Casel: If |[onw,| > d, the challenger B aborts and
issued by A, in this phase must comply with the constraints in

outputs “fault”.
* Case2: If o nw,| < d, B randomly selects a polyno- the security model.

mial p(x) of degree d —1, p(0) = a, let p(w,) = g;, where Guess. Once the adversary A, provides a guess »’ € {0, 1} for the

i € {1,...,n}). Breturns z;aP to A,, and saves tuple challenge bit, B outputs 1 if ¥’ = b and O otherwise. []

(PUID,(Dpy;p)) in the L, .

Theorem 2. If adversary A, breaks FCL-PRE with a non-negligible advan-

- PKQuery oracle O,: A, publishes an identity PUID for tage €, we can construct an algorithm B that solves the DBDH assumption
query, /3 maintains a list of the form L,,,(PUID, PKpy,p, in polynomial time with an advantage €'.

(x; purp)i,) as the answer to A,. If PUID already exists in

the L,,,, BB restores the corresponding record and returns

PKpyrp to A;. Otherwise, B randomly selects x; € Z7,

a polynomial y(x) of degree d — 1, y(0) = x;, let y(@;) =

Proof. Similar to the Theorem 1, therefore, only their main differences
are presented below.

x; purp, Where i € {1,...,n}. In this case, we suppose that o Initialization. B returns the params and msk = s to A,. It should

xpyrp = (X; pyrp)y_, While B calculates PKpyrp = xpyrpPs be noted that A, represents the KGC, which has access to the

and returns iF to A;. Finally, 5 maintains (PUID, PKpy/p, partial private key and is computed by challenger 3. Therefore,

Gipurp)ic) 10 Lpup: in this case, there is no need to simulate the PartialPrivateKey
- PK replacement oracle O,,,: When A, queries the tuple algorithm as well as the hash function H,. Next, B randomly

(PUID, PKpyp), if PUID has not been queried for the chooses an integer r € [1,qy,] and to the queries raised by A,, B

public key, B generates a public key query on PUID to answers as follows:

obtain PKpy,p and records (PUID, PKpyp, L) in L,

Otherwise, B maintains (PUID, PKpy;p, L) in Ly - H, Query: When A, queries the existing PUID in L,, B
- SKQuery oracle O,;: A, publishes an identity PUID for will respond with Y;, otherwise it considers the following

query, B maintains a list of the form L, (PUID,SKpy;p) two situations:

as the answer to A,;. If PUID has already queried, B
restores the corresponding record and returns SKpy;p to
A,, otherwise, B considers the following two cases:

+ Case 1: If j = r, B computes Hy(PUID; || PKpyp, |l
P,p) =cP and returns it to A,.

* Case 2: If j # r, B randomly selects 1; € Z;, and

* Case 1: If o nw,| > d, B aborts and outputs “fault”. calculates Y; = t; P, then B returns it to A,. Finally,

* Case 2: If loNnw,| < d, B returns the SKpy p to A, B adds the tuple (PUID,1,,Y;) to L,.
and saves tuple (PUID, Dpyp.Xpyp) in the L.
« Phase 1. For a series of inquiries raised by A,, B answers as

- ReKeyGen oracle O,: B first searches whether tuple follows.
(PUID,PUID',RK , ) exists in the L, k. If so, /3 returns
RKg,r to A;. Otherwise, we suppose that .4; has con- - PKQuery oracle O,: A, publishes an identity PUID for
ducted the above series of queries when querying the ROM, query, B first selects z € [l,q,,] randomly, and defines
so when |w N w,| > d, B will follow the steps below: PUID, as the challenge identity.
* Case 13' When o, = 1.» B 'fOHOWS the .above steps x Case 1: If PUID has been queried, B restores the
to obtain PUID’s public-private key pair (SKpyp, corresponding record and returns PKpy p = Xpy1pP
PK ), and the public key PK/ of PUID'.
PUID)> PUID to A,.
Then, B calculates ¢ = e(Dpy;p, H (PUID')), and the

x Case 2: If PUID has not been queried, then B consid-

re-encryption key RKs,z = ,_DP vp, = Xpuip, Ej + ers the following scenario:
Hj (ol xPUIDjPKPUID; llo [l w").
* Case 2: When «; = 0 and «, = 1, /3 response fails. M If lonw,| < d and j # =z, B selects a ran-
* Case 3: When «; = 0 and @, = 0, B randomly selects dom number x7, , € Z;, a polynomial y(x)
RK, % €G and returns to A,. of degree d — 1, y(0) = xiPU,Di, let y(w;) =

* .
xi,PUID‘,-’ where i € {1, ...,n}. Next, B calculates

PKpyrp = xpyrpP, and returns it to A,. Finally,
B saves the tuple (PUID, (&i,puip,)izy» PKpyip)

- Re-encryption oracle O,,,,: Suppose that the public key of

PUID has not been replaced, the original ciphertext CT =
(U;, V) at this time.

to L,,.

pub
* Case 1: If o nw,| < d, B aborts and outputs “fault”. (2) Iflonw,| >dand j = z, B calculates PK py;p =
* Case 2: If o nw,| > d, B considers the following two aP, and returns it to the adversary A,. Finally, B
cases: maintains the tuple (PUID,,(x;py; D, A

(1) If a, = 1, B aborts and outputs “fault”. PKpy;p) to the L.

(2) If a, = 0, B re-encrypts the CT into CT' = - SKQuery oracle O,;: B considers the following two cases:
U,,V1e(U;, RK 5 ,, ) and sends it to A;.
x Case 1: If PUID has been queried, B restores the
corresponding record and returns SKpy;p to A,.
» Challenge. A, outputs PUID, and two messages of equal length * Case 2: If PUI D has not been queried, B considers the
(mg,my). If the flag variable a, # 0 of the challenge identity following scenario:
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M If wnw,| < d and j # r, B makes sure
that A, has performed PKQuery and all hash
queries. Then, B calculates Dpy;p and returns
the SKpy;p = (Dpyrp-Xpyrp) to A,, while
saving the tuple (PUID, Dpyp.xpyp) in the
L.

(2) If lonw,| > d and j = r, B aborts and outputs
“fault”.

- ReKeyGen oracle O,: For the re-encryption key queries
of PUID and PUID', when |wnw,| > d, B makes the
following answer:

(1) If j # r, the challenger B outputs the re-encryption
key RKs o = _DPUIDJ - XPUleEj + H(oll XPUID,
PKPUID; lw [l

(2) If j = r and the private key of PUID’' has been
queried, B responds with failure.

(3) If j = r and the private key of PUID’ has not been
queried, B randomly selects RKs,r € G as the
answer and returns it to A,.

Challenge. A, outputs PUID, and two messages of equal length
(mg, m)). If the challenge identity PUID, # PUID,, B fails in this
game. Otherwise, B randomly selects a message m;, where b €
{0,1}, calculates the ciphertext CT, = (U,,V,) = (bP,my[]
e(bP,sH,(PUID,)T*s©) and sends CT} to A,. []

;€S

6.2. Security properties of FCL-PRE

* Confidentiality. According to the above security proof, the pro-
posed FCL-PRE scheme satisfies IND-CPA secure in the random
oracle model and holds under the DBDH assumption. In addition,
before re-encryption, the proxy CPS needs to authenticate regis-
tered users, and re-encryption is only allowed when the original
ciphertext meets a certain condition, which further enhances the
confidentiality of the scheme.

» Anonymity. FCL-PRE converts each user’s real biometric identity
U1D; into a pseudo-identity PUID; = Enc,(UID; || npy;p) Il T
through a symmetric encryption algorithm for hiding. Therefore,
if an adversary wishes to obtain UID;, he/she must first acquire
the symmetric key ¢. However, in our scheme, only a trusted TA
can extract ¢, thereby ensuring the anonymity of the user’s real
identity.

« Error tolerance. We employ secret sharing technology to divide

the system master key s and the secret value xpy; D, into n

independent components. Based on these components, the sender

S, generates the final complete private key and the corresponding

ciphertext. In the verification phase, the ciphertext can be re-

encrypted if the attribute set contains at least 4 valid attributes.

Here, d is defined as an error tolerance parameter, so as to achieve

the system’s error tolerance and enhance its robustness.

Collusion Resistance. Given the commercial nature of cloud ser-

vice providers, a potential risk arises that they may collude

with the receiver R; to acquire S;’s private key SKpy, p, =

(Dpyrp,>*pyrp,)- However, under the threshold secret sharing,

collusion between R; and CPS is infeasible. First, S;’s full private

key consists of a partial private key Dpy 1D, and a secret value

XpyIp;» both of which are divided into n components. This means

that at least ¢ attribute shards must be obtained to recover one

of the keys. Second, even if the colluder obtains x PUTD; s they
cannot deduce the sender’s partial private key Dp, D, because

Dpyrp, = sH{(PUID), where s is the master key. Since the

master key s is unknown to the colluder, they cannot calculate

DPUID]-'
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7. Performance evaluation

This section provides a systematic performance evaluation of FCL-
PRE and other related schemes from both theoretical and experimental
perspectives. First, we built an experimental system on Ubuntu 20.10,
using Python 3.10 and Sagemath 9.8, setting the security parameter to
4 = 256. The chosen elliptic curve E/F, is defined by the simplified
Weierstrass equation y* = x> 4 ax + b.

7.1. Theoretical analysis

Table 3 compares the number of modular exponentiations, scalar
multiplications, and bilinear pairings for FCL-PRE, YDKR21 [43],
FLWL24 [24], and ZZYL20 [44], to assess the computational overhead
at different stages. All three references adopt CL-PRE in data-sharing
scenarios. In the following, we focus on the major computational
overhead on the sender side S;.

Encryption: The efficiency ranking is YDKR21 [43] < FLWL24 [24]
< Ours < ZZYL20 [44]. Since biometric characteristic bio inevitably
contains noise during collection, FCL-PRE binds each registered user’s
pseudo-identity to an attribute set {w}_ . Consequently, during encryp-
tion, S; must bind attribute fragments to the message, ensuring both
data confidentiality and system error tolerance.

ReKey Generation: The efficiency ranking is YDKR21 [43] <
ZZYL20 [44] < Ours < FLWL24 [24]. In FCL-PRE, users are allowed
to omit or update some attributes during key generation, eliminating
the extra computational overhead associated with regenerating public—
private key pairs. Moreover, even if the proxy CPS colludes with the
receiver, it cannot deduce the user’s real identity from the re-encryption
key.

Decrypt1: The efficiency ranking is ZZYL20 [44] < YDKR21 [43]
< FLWL24 [24] = Ours. Compared to ZZYL20 [44] and YDKR21 [43],
FCL-PRE improves the decryption efficiency on the sender side S; by
40.57% and 44.6%, respectively, significantly reducing computational
burden.

In summary, by integrating certificateless encryption with secret
sharing technology, FCL-PRE enhances user privacy and system error
tolerance while effectively addressing the stringent privacy require-
ments in cloud-based data-sharing scenarios.

7.2. Experimental analysis

Computational overhead. To ensure the objectivity and accuracy
of our results, we excluded the Setup algorithm from the experiment,
as it is executed only once and has a negligible impact on the user
encryption experience. For the remaining algorithms, each was exe-
cuted 100 times, and the average execution time was recorded. Fig.
4 reports the execution time of all main stages in our scheme as a
function of the number of receivers/messages. Specifically, Fig. 4(a)-(c)
show the sender-side costs, including Encryption time, ReKey Gen-
eration time, and Decrypt1 time, respectively. Fig. 4(d) presents the
Re-encryption time at the cloud proxy server, while Fig. 4(e) depicts
the Decrypt2 time at the authorized receiver. Fig. 4(f) summarizes
the total computational overhead across all parties. As the number
of receivers/messages increases, all stages exhibit an approximately
linear growth. Our FCL-PRE scheme consistently incurs lower decryp-
tion time, re-encryption time, and overall computational cost than the
compared schemes, as illustrated in Fig. 4(c), (d), and (f). These results
demonstrate that FCL-PRE achieves better efficiency and scalability,
particularly in multi-receiver settings.

Communication overhead. Table 3 compares the communication
overhead of YDKR21 [43], FLWL24 [24], ZZYL20 [44], and our pro-
posed scheme. The storage and transmission overheads of the data
sender and cloud proxy server, including the original ciphertext, re-
encryption key, and re-encrypted ciphertext, are discussed in detail.
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Table 3
Comparison of cryptographic operations of related schemes.
Scheme Computational cost Communication cost
Encryption ReKeyGen Re-encryption Decryptl Decrypt2 CT, CT, ReKey
YDKR21 [43] T, + 8T, 6T, 2T, + 2T, T, +T, T, +2T, 31G| +2|Gy | 41G| +2/Gy | 616 +41Z;|
FLWL24 [24] T, +3T, 2T, 2T, T, 2T, 2G| + Gy 3G, | G|
ZZYL20 [44] 2T, +T,, T, +3T, +T,, T, T, +T,+T,, T, +T,+T,, 2IG|+1Z;| 2IGl+1Z; 1Z;1
Ours OT, + T, +2T,, T +T, T, T, 2T, Gl + G| +12:] IG| + |G| G| +21Z;]
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Fig. 5. Communication overhead comparison.

Sender side: Regarding the transmission of the original ciphertext, which may lead to a potential risk of key misuse. As we can see in Fig.
our proposed scheme and ZZYL20 [44] achieve the lowest commu- 5(c), FCL-PRE requires only KB level for storage, making it well-suited
nication cost, as shown in Fig. 5(a). Although our scheme incurs for resource-constrained mobile devices without imposing a significant
slightly higher communication overhead for the transmission of the = burden on the sender side.
re-encryption key compared to ZZYL20 [44], it is worth noting that Cloud proxy server (CPS) side: For the storage of re-encrypted cipher-
ZZYL20 pre-generates and stores the re-encryption key in the cloud, text, our scheme also demonstrates the lowest communication cost, as

10
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shown in Fig. 5(b). Even when the number of designated recipients
is relatively large, i.e., 50 receivers, FCL-PRE requires only 12.5 KB
of communication overhead at the CPS side. It indicates that FCL-
PRE not only effectively minimizes the cloud’s communication burden
but also ensures a flexible and reliable sharing mechanism without
compromising data security.

8. Conclusion

In this paper, we propose FCL-PRE, a fuzzy certificateless proxy
re-encryption scheme that facilitates flexible key management while
ensuring efficient and secure data sharing. By integrating anonymous
biometric recognition, our approach conceals users’ real identities,
achieving effective conditional privacy and bolstering system error
tolerance. Notably, we prevent malicious re-encryption requests by
verifying the signature, while secret sharing technology enhances collu-
sion resistance. Moreover, a formal security analysis under the random
oracle model demonstrates that FCL-PRE resists chosen-plaintext at-
tacks. Compared to existing schemes, FCL-PRE significantly reduces
computational and communication overhead, achieving the lowest total
computational cost and ciphertext storage overhead. In future work, we
aim to optimize dynamic user revocation and enhance adaptability to
real-world cloud environments with more complex access policies.
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