Journal of Systems Architecture 160 (2025) 103368

Contents lists available at ScienceDirect

EMBEDDED
SOFTWARE
DESIGN

Journal of Systems Architecture

journal homepage: www.elsevier.com/locate/sysarc

Check for

Lightweight batch authentication and key agreement scheme for IIoT | el
gateways

Xiaohui Ding *®-*, Jian Wang *®, Yongxuan Zhao®, Zhigiang Zhang?

2 College of Computer Science and Technology, Nanjing University of Aeronautics and Astronautics, Nanjing, 211106, China
Y Information Technology Research Center, China Academy of Aero-Engine Research, Beijing, 101304, China

ARTICLE INFO ABSTRACT

Keywords:

Industrial internet of things

Batch authentication and key agreement
Gateway lightweight

Existing authentication and key agreement (AKA) schemes face two primary challenges in IIoT, where users
dynamically communicate with multiple industrial devices. The first is significant computational and com-
munication overhead, along with security vulnerabilities. Another is inability to achieve gateway lightweight
solutions. To address these issues, this paper proposes a gateway lightweight batch AKA scheme based on
elliptic curve cryptography for IIoT. When users access multiple industrial devices, they only need to send
a batch authentication request to the gateway. Based on this request, the gateway generates a time-limited
token combining Chinese Remainder Theorem (CRT), enabling users to efficiently complete AKA with multiple
devices in batch manner. Furthermore, the application of the CRT allows the gateway to efficiently update the
time-limited token when the user’s accessed devices change. Finally, due to the use of the time-limited token,
the entire scheme process requires only one round of interaction between the gateway and the user, ensuring
a lightweight nature of the gateway. The security of the proposed scheme is proved through formal security
proofs, heuristic analysis, and scyther tools. Performance analysis shows that, compared to the compared
schemes, the proposed scheme meets all listed security requirements with the lower computational and
communication overheads.

1. Introduction to retrieve data or directly control them. In practice, for a given in-
dustrial production task, users need to interact with multiple industrial
In recent years, advances in computer technology and wireless sen- devices, and the devices that need to be accessed or controlled will
sor networks have fueled the rapid development of Internet of Things
(IoT) technology. IoT is a self-organizing network of interconnected
devices that can interact without human intervention [1]. IoT terminal
devices generate vast amounts of valuable data in real-time, positioning
IoT as the third wave of global informatization following the advent
of computers and the Internet [2]. With the development of emerging

communication technologies such as 5G, the demand for IoT applica-

change in real-time as the task progresses. Therefore, to achieve more
intelligent and efficient task completion, IIoT communication scenarios
exhibit two typical characteristics: first, users need to interact with
multiple industrial devices; second, the industrial devices that users
need to access frequently change.

In the IIoT, users interact with industrial devices, often requiring

tions continues to grow. It is estimated that by 2030, the number of
IoT devices will exceed 100 billion [3]. IoT has been widely applied
in smart agriculture, autonomous driving, smart healthcare, and in-
dustrial sectors, etc [4]. In the industrial field, it is referred to as the
IIoT, industry 4.0, etc [5,6]. IloT drives traditional industries toward
intelligent and informatized development, enabling remote monitoring
and automatic control of industrial production, which significantly
enhances production efficiency [7].

Fig. 1 illustrates a typical IIoT system model, which involves three
main entities: users, gateways, and industrial devices. After being au-
thenticated by the gateway, users can remotely access industrial devices
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the transmission of communication information over open channels,
which introduces significant security risks. To ensure security, many
researchers have proposed AKA schemes tailored for the IoT domain,
aimed at authentication the legitimacy of the identities of commu-
nication entities and negotiating session keys to secure subsequent
communications [8-12]. However, these schemes primarily focus on
authentication and key agreement between single user and single de-
vice, resulting in one-to-one AKA schemes. If such schemes were to be
applied in the IIoT, users would need to repeatedly execute the scheme
to complete authentication and key agreement with multiple industrial
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Fig. 1. IIOT system architecture.

devices. This would lead to significant computational and communica-
tion overhead, making them unsuitable for resource-constrained IIoT
environments [13,14].

To make the schemes more suitable for scenarios involving commu-
nication between users and multiple devices, researchers have proposed
group-based AKA schemes [15-17], batch authentication schemes [18—
22], and AKA schemes designed specifically for multi-device commu-
nication [13,14,23,24]. However, group-based AKA schemes require
all devices in the group to share a common group key, which makes
them vulnerable to impersonation attacks by malicious devices. More-
over, when the set of industrial devices accessed by the user changes,
group AKA schemes face challenges with group membership updates
and group key renewal. Compared to group schemes, batch schemes
offer greater flexibility, allowing users to independently select multiple
devices for batch authentication. However, most existing batch schemes
focus only on batch message authentication [18-20] and identity veri-
fication [21,22], without considering the simultaneous implementation
of batch authentication and key agreement. In recent years, researchers
have proposed several AKA schemes with batch processing attributes
for multi-device communication environments [13,14,23,24]. These
schemes enable users to efficiently complete authentication and key
agreement with multiple terminal devices simultaneously. However,
the schemes presented in the [13,23,24] exhibit notable deficiencies
in resisting impersonation attacks and ensuring forward security.

Zhang et al. [14] proposes a many-to many AKA scheme for ve-
hicular networks, allowing users to efficiently complete authentication
with multiple cloud servers and negotiate different session keys for
each. This scheme offers a high level of security. However, analysis
reveals that the cost of implementing batch authentication and key
agreement between users and cloud servers is a significant compu-
tational and communication overhead borne by the trusted center,
which raises concerns about potential single points of failure. Although
existing schemes consider lightweight construction to accommodate the
resource-constrained IIoT environment, most of them focus primarily
on minimizing the computational load for users or end devices, with
little attention given to the lightweight design of the gateway itself.
In an IIoT system, the gateway is connected to a large number of
industrial devices and must assist users in completing authentication
and key agreement with multiple devices. Therefore, the efficiency of
the gateway node directly affects the overall performance of the AKA
schemes, making it crucial to consider the lightweight design of the
gateway [25].

Problem Statement: Existing AKA schemes are ineffective for com-
munication scenarios in the IloT, where users dynamically interact with
multiple industrial devices. Traditional one-to-one AKA schemes face
significant computational and communication overhead issues. Group-
based AKA schemes have security vulnerabilities, such as being unable
to prevent impersonation attacks by malicious group devices, and they
also encounter challenges related to group updates and group key
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updates. While batch processing offers greater flexibility, most schemes
primarily focus on batch identity or message authentication, failing to
achieve simultaneous batch authentication and key agreement. Some
AKA schemes with batch processing attributes for multi-terminal device
communication face security issues and potential single points of failure
in gateways. To the best of our knowledge, no existing scheme consid-
ers achieving batch authentication and key agreement between users
and multiple industrial devices while ensuring the lightweight nature
of the gateway.

In summary, it is necessary to design an AKA scheme that is bet-
ter suited to the unique communication scenarios of the IloT. Such
a scheme should efficiently enable users to authenticate with and
establish session keys for multiple industrial devices, while also accom-
modating minimal overhead when the industrial devices that a user
wishes to access changes. Additionally, the proposed scheme should
ensure the lightweight design of the gateway to prevent it from be-
coming a performance bottleneck for the entire system. Based on these
requirements, this paper proposes a gateway lightweight batch AKA
scheme for [IoT environments. The main contributions of this paper
are as follows:

(1) Batch Authentication and Key Agreement: Based on ellip-
tic curve cryptography combined with the Chinese Remainder
Theorem and the concept of time-limited tokens, this paper
presents a batch AKA scheme. This scheme allows users to in-
dependently select and authenticate multiple industrial devices
in batches. Users only need to send a single batch authentication
request to the gateway. In response, the gateway generates time-
limited tokens using the Chinese Remainder Theorem. With the
tokens, users can efficiently perform mutual authentication with
multiple industrial devices and negotiate different session keys
with each device. This approach effectively addresses the high
computational and communication overhead associated with
traditional one-to-one AKA schemes and mitigates the risk of
impersonation attacks due to shared group keys in group AKA
schemes.

(2) Efficient Token Update: Due to the use of the Chinese Remain-
der Theorem, the gateway can efficiently update time-limited
tokens when the industrial devices that the user needs to access
change, thereby avoiding the challenges of group updates and
group key renewal encountered in group AKA schemes.

(3) Gateway Lightweight: Due to the use of time-limited tokens, in
the batch authentication and key negotiation process, gateway
only needs to interact with user in one round to assist user
complete the authentication and key agreement with multi-
ple industrial devices, without any direct interaction between
the gateway and the industrial devices, thereby ensuring the
lightweight nature of the gateway. Furthermore, the scheme
does not involve computationally intensive operations such as
bilinear pairings, ensuring that the computational and commu-
nication overhead for both users and industrial devices remains
lightweight.

(4) Security and Performance Analysis : The security of the pro-
posed scheme is demonstrated through formal security proofs,
heuristic analysis, and Scyther tools. Performance analysis shows
that, compared to existing schemes, the proposed scheme meets
all listed security requirements with the lower computational
and communication overheads and provides a significant advan-
tage in terms of the lightweight nature of the gateway node.

The remainder of this paper is organized as follows: Section 2
reviews the related work. Section 3 presents the preliminaries and
system model. Section 4 describes the detailed construction of the
proposed scheme. Section 5 provides the security proof and analysis of
the proposed scheme. A performance comparison between the proposed
scheme and related schemes is presented in Section 6. Finally, Section 7
concludes the paper.
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2. Related work

Existing AKA schemes focus on one-to-one AKA schemes for commu-
nication between users and single terminal devices, as well as group
AKA schemes and batch processing schemes for communication with
multiple terminal devices.

In 2009, DAS et al. [26] first proposed a lightweight two-factor
authentication scheme for wireless sensor networks (WSNs, a critical
component of IIoT), In their scheme, users authenticate themselves
by entering a personal password and using a smart card. However,
since the scheme relies solely on hash functions for security, it is
unable to effectively resist various attacks, such as denial-of-service
(DoS) attacks. Consequently, several authentication or key management
schemes for WSN communication have been proposed [27-29]. With
the development of IoT technology, and in order to balance secu-
rity and lightweight requirements, several ECC-based AKA schemes
for the IIoT have been proposed [10-12]. Li et al. [11] designed a
privacy-preserving AKA scheme for the IIoT based on elliptic curve
cryptography. Since the user and the gateway do not store the same
secret value, the scheme is resistant to desynchronization attacks.
However, further analysis reveals that the session key generation in
this scheme does not involve long-term secret values, rendering it
vulnerable to ephemeral secret leakage attacks. Similarly, the user au-
thentication protocol proposed by Srinivas et al. [12] for the IoT-based
intelligent transportation systems fails to effectively resist privileged
insider attacks. In 2022, Chen et al. [10] proposed an ECC-based AKA
scheme for industrial control systems, which can resist most protocol
attacks. However, further analysis reveals that the scheme lacks essen-
tial properties such as malicious user traceability and terminal device
update capabilities. Moreover, all of the aforementioned schemes are
designed for one-to-one environments. Given the presence of a large
number of industrial devices in the IIoT, deploying these schemes could
result in excessive computational and communication overheads as well
as single points of failure. Therefore, these schemes are not suitable for
real-world IIoT communication environments.

To make AKA schemes more suitable for multi-device commu-
nication scenarios, several group AKA schemes [15-17] have been
proposed in recent years. Mandal et al. [15] introduced a certificateless
authenticated group key agreement protocol based on elliptic curve
cryptography, which ensures the non-repudiation of communication
messages between senders and receivers, and establishes a group key
for subsequent communication. To enhance practicality, the protocol
also supports the dynamic addition and revocation of group members
and considers the forward security of the session key. Xu et al. [16] de-
signed a quantum-resistant identity-based group authentication scheme
for IoT environments with concurrent access by numerous devices.
The scheme is constructed using lattice-based aggregate signature al-
gorithms and identity-based encryption algorithms, achieving quantum
security while facilitating group authentication for multiple devices,
and effectively addressing the issues related to certificate management.
Wu et al. [17] proposed a lightweight group AKA protocol for the
IIoT environment, based on symmetric bivariate polynomials, which
achieves both authentication and group session key agreement. Com-
pared to previous group AKA protocols, their scheme is more efficient.
Although group AKA schemes are more suitable for multi-device com-
munication scenarios compared to one-to-one AKA schemes, they face
challenges in updating group keys when the industrial devices accessed
by the user frequently change. Additionally, since all group devices
share the same group key, these schemes cannot effectively prevent
impersonation attacks by malicious devices.

The batch mode is more flexible than the group mode and is better
suited for real-world communication scenarios in the IIoT. Pu et al. [19]
proposed a lightweight message aggregation authentication protocol for
drone networks, which is constructed using pairing-based cryptography
and physically unclonable functions. This protocol enables secure and
efficient data transmission between a base station and a group of
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drones. Shen et al. [21] proposed a batch authentication scheme in
the vehicular network based on blockchain technology. In this scheme,
a proxy vehicle selection algorithm is utilized to select proxy vehicles
responsible for batch authenticating vehicles within a designated area.
This effectively alleviates the authentication load when a large number
of vehicles simultaneously connect to the same RSU. Additionally, the
scheme employs a certificate-free mechanism and identity-based prefix
encryption algorithms to achieve efficient batch authentication and
protect the identity privacy of proxy vehicles. However, the aforemen-
tioned schemes, as well as most existing batch processing schemes,
primarily focus on batch message authentication [18,20] or batch
identity authentication [22], failing to achieve simultaneous batch
authentication and key agreement.

Recently, some AKA schemes with batch processing capabilities
have been proposed for multi-terminal communication scenarios [13,
14,23,24], but these schemes also have limitations in terms of ap-
plicability and security. Cui et al. [23] proposed a scalable condi-
tional privacy-preserving authentication scheme for multi-cloud envi-
ronments, which is suitable for multi-terminal settings and demon-
strates high efficiency. However, analysis reveals that the session key
generation process in their scheme includes the identity information
of the cloud server, allowing authenticated users to obtain the server’s
real identity. As a result, their scheme cannot effectively resist im-
personation attacks or man-in-the-middle attacks. Vinoth et al. [24]
utilized the Chinese Remainder Theorem and symmetric cryptography
to achieve authentication and key agreement between users and multi-
ple IIoT devices. However, in their scheme, the session keys negotiated
between the user and multiple devices are identical, allowing devices to
impersonate each other, which presents a significant security vulnera-
bility. Yang et al. [13] also constructed a one-to-many AKA scheme for
the IIoT based on the Chinese Remainder Theorem, addressing the issue
in Vinoth et al. [24] scheme where the session keys between the user
and multiple devices were identical. However, further analysis reveals
that both Yang et al. [13] and Vinoth et al. [24] lack forward security.
According to the work of Wang et al. [25] and Ma et al. [30], to achieve
forward security, a scheme must perform at least two public key cryp-
tographic operations on the device side. Since neither Yang et al. [13]
nor Vinoth et al. [24] schemes deploy public key operations on the
industrial devices, they fail to meet the forward security requirement.

Zhang et al. [14] proposed a secure and efficient many-to-many
AKA scheme for vehicular networks. The scheme allows vehicle users
to perform batch authentication and key agreement with multiple
cloud servers, while resisting various known protocol attacks. However,
further analysis reveals that the efficiency of the batch authentication
and key agreement comes at the cost of significant computational and
communication overhead for the trusted center (which is equivalent
to the gateway in an IIoT environment). Most existing schemes, when
designed, focus primarily on minimizing the computational overhead
for users and end devices, with little attention given to the lightweight
nature of the gateway. In 2023, Wang et al. [25] proposed a lightweight
user authentication scheme for cloud-assisted IoT environments. The
scheme achieves gateway lightweighting by offloading most of the
computational and communication burdens from the gateway to the
cloud server. However, it requires the cloud server to be fully trusted
during the authentication and key agreement process, which introduces
an overly strong security assumption. Moreover, the scheme does not
consider adaptation to multi-device application environments, making
it unsuitable for scenarios involving frequent communication between
users and multiple industrial devices in IIoT environments.

In summary, existing schemes applied in IIoT environments, where
users dynamically communicate with multiple industrial devices, en-
counter issues related to usability, security, and the lightweight nature
of gateways. Regarding usability, traditional one-to-one AKA schemes
suffer from excessive computational and communication overhead,
while group AKA schemes face complexities related to group up-
dates and group key updates. Moreover, batch identity authentication
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and batch message authentication schemes fail to achieve simulta-
neous batch authentication and key agreement. In terms of security,
both group AKA schemes and existing batch processing attribute AKA
schemes designed for multi-terminal communication scenarios exhibit
deficiencies in critical security attributes such as resistance to imper-
sonation attacks and forward security. Furthermore, existing schemes
rarely consider the lightweight requirements for gateway.

In conclusion, existing schemes fail to achieve batch authentication
and key agreement between users and multiple industrial devices while
ensuring the lightweight nature of the gateway. In the IIoT, ensuring
secure and efficient communication between users and multiple de-
vices, as well as avoiding single points of failure in gateway, are critical
issues that require urgent solutions. Therefore, it is essential to propose
a gateway lightweight batch AKA scheme suitable for the IIoT.

3. Preliminary, system model, threat model and security objec-
tives

This section first introduces the fundamental concepts required for
constructing the proposed scheme. Then, the system model and security
objectives of the proposed scheme are presented.

3.1. Preliminary

Elliptic Curve Cryptosystems: elliptic curve cryptosystems were
first proposed by miller [31] and koblite [32] et al. Given a large prime
p and a finite field F), choose a parameter a,b € F, to generate an
elliptic curve E : ) = x3 + ax+ bmodp based on F,. Let O be an infinity
point on E, then O and all points on E form an additive cyclic group
G of order P generating element q.

Elliptic Curve Discrete Logarithm Problem (ECDL)[14]: Given
two random points P, Q € G on elliptic curve E where O = xP, x € Z;‘.
Then the ECDL problem refers to the difficulty of finding a positive
integer x in probabilistic polynomial time (PPT) when points P and Q
are known.

Elliptic Curve Computation Diffie-Hellman problem (ECCDH)
[33]: Given point P,xP,yP € G, where x,y € Z; Then for any PPT
adversary the advantage of computing xyP € G without knowing x, y
is negligible.

One-Way Collision-Resistant Hash Function: One-way collision-
resistant hash function is a deterministic algorithm that is irreversible
and collision-resistant. It takes as input a binary string of arbitrary
length and outputs a deterministic length binary string.

Chinese Remainder Theorem(CRT): The CRT [13,34] is an impor-
tant theorem in number theory that has been used to solve a system of
congruence equations in the modulo-invariant case, where the system
of congruence equations takes the following form:

x =a; (mod m)
a, (mod mz)

X

(€Y

X

a, (;nod m,)

Let my,m,,...m, be two mutually prime positive integers, and
a, a,, ... a, be any given n positive integers. Then, for a positive integer
a;,i € [1,n], the general solution of the system of congruence equations
is:

X =aty Ml + a2t2M2 + -+ antnMn + kM
u ()
=Y at;M,+kM.k€Z
i=1
where M = my X my X - X m, = [[/_; m; is the product of integers
my,my,...m,, M; = M /m; denotes the product of (n — 1) integers except
m;, and M,t; =1 (modm;), i € [1,n]. The CRT states that the system of
primary congruence equations has the following unique solution in the
case of mode M:

x= (Z a,.z,.M,.> mod M 3)

i=1
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3.2. System model

The system model of the proposed gateway lightweight batch AKA
scheme for the IIoT is shown in Fig. 2. The system consists of four types
of entities: a trusted authority, a gateway, users, and industrial devices.
The detailed descriptions of each entity are as follows:

Trusted Authority(TA): TA is a fully reliable entity, typically op-
erated by a government authority, with sufficient computational and
storage capabilities. Its primary responsibilities include generating and
publishing system parameters, registering users and industrial devices,
and authorizing gateways. Additionally, the TA is responsible for hold-
ing malicious users accountable.

User: Users must register at TA, after which they can communicate
with the gateway and industrial devices using smart mobile devices.
When users wish to access industrial data collected by the devices or
directly manipulate them, they need to complete mutual authentication
with the industrial devices and negotiate a session key for secure sub-
sequent communication. The user sends a batch authentication request
to the gateway. Upon verifying the legitimacy of the user’s identity,
the gateway issues a time-limited token, enabling the user to complete
authentication and key agreement with the industrial devices using the
token.

Gateway: The gateway is a fully trusted entity that requires autho-
rization from TA. It is generally considered to possess greater computa-
tional and storage capabilities than industrial devices. The gateway is
responsible for issuing time-limited tokens to users and assisting them
in completing batch authentication and key agreement with multiple
industrial devices.

Industrial device: Industrial devices register at TA and use time-
limited tokens to complete authentication and key agreement with
users. Upon successful authentication and key agreement, the devices
can securely transmit the collected industrial data to users after en-
crypting it with the session key, or they can execute corresponding
industrial tasks based on user instructions.



X. Ding et al.
3.3. Threat model and security objectives

» Threat model

This paper uses the standard Dolev-Yao (DY) model [35,36] to as-
sess the security of the proposed AKA scheme. The DY model stipulates
that an adversary .A can control the insecure public communication
channel between the parties and can read, modify, delete, forge, re-
play, or even inject false information into the channel. Additionally,
when considering forward security, the adversary not only possesses
all the capabilities defined in the DY model but can also acquire secret
credentials, session states, and session keys from the communicating
entities. Therefore, forward security must ensure that a compromise of
the system does not affect the security of previous sessions. This paper
assumes that in the IIoT environment, the gateway is a fully trusted
entity, while users and industrial devices are considered untrusted
participants.

» Security objectives

Based on the above threat model, the proposed scheme in this paper
should meet the following security objectives:

(1) Mutual authentication and key agreement: The scheme should
enable mutual authentication between the user and industrial
devices, ensuring that only authenticated users can access the
data collected by the industrial devices. Additionally, the scheme
should facilitate the negotiation of specific session keys between
the user and industrial devices for secure communication in
subsequent interactions.

(2) User anonymity: To ensure the privacy of the user’s identity,
information transmitted over public channels should not reveal
the user’s true identity.

(3) Forward security: The scheme should achieve forward security,

meaning that even if an adversary obtains the long-term secret

values of the participants and the session state or session keys
of the current session, they should not be able to compute the
session keys of previous sessions.

Unlinkability: The scheme should ensure unlinkability, meaning

that an adversary should not be able to link two different mes-

sages transmitted over the public channel to the same user or
industrial device.

(5) Resistance to Various Attacks: The scheme should be capable
of withstanding common protocol attacks, such as replay at-
tacks, spoofing attacks, privileged insider attacks, and man-in-
the-middle attacks, etc.

(4

—

4. Proposed scheme

The scheme consists of seven formalized algorithms, which are
system establishment, industrial device registration, user registration,
gateway authorization, authentication and key agreement, industrial
device update, and malicious user tracking. The main symbols used in
the scheme are described in Table 1.

4.1. System establishment

TA inputs the system security parameters A and generates the sys-
tem parameters accordingly. TA generates an additive cyclic group G
based on non-singular elliptic curves, whose order is ¢ and the group
generator element is P. Randomly select msk € z; as the system
master key and compute mpk = msk - P as the system’s master public
key. Randomly select secure hash functions A : {0,1}* — z7, h
{0,1}* — {0,1}. Choose GID as the identity of the gateway, choose
s as the gateway private key and compute PK = s - P as the gateway
public key. Finally TA announces the system parameters params
{G.P,mpk,h,h,GID, PK}.
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u, TA

i

Select ID; and PW,
Select a random number a

Compute UPW, = h,(ID, || PW,) Select the current timestamp T,

Select a random number a;
Compute k,=h(ID, || s||T, || a,)

4, =UPW, ®a®k,

random select y, € z,

Compute Y = y,-P,SK, =h(s||ID,)

{UPW, ®a,ID,}
(via securechannel )

Compute k, =UPW,®a® 4,
B, = (k, || 1D, | UP,)
C, =UPW, ®F

{v.4,5K, |
(via securechannel )

Store { v..B8,,C.. 5K, , purams} securely

Fig. 3. User registration phase.

4.2. Industrial device registration

TA selects its identity information SID; for industrial device SD;,
randomly chooses x; € z, as the private key of the industrial de-
vice, and calculates SKg p, = h (s 11 S1D;) as the long-term session
key between the device and the gateway. TA sends the parameter

{x »SID;, SK SD/_} securely to the industrial device (e.g., by offline

registration), and S D ! secretly stores the parameter {x »SID;, SKg D, }
to complete the registration.

4.3. User registration

User u_ selects his identity I D;, password PW,; and computes U PW;,
=h (I Di- | PW;), randomly selects « € z;, and securely sends the
registration request parameter {UPW, @ a,ID;} to TA.

After receiving the registration request, the TA randomly selects the
current timestamp 7, and a random number ¢; € zj, then calculates
ki=h(ID; |l s | T, |l a;), A; = UPW,; ® a ® k;. Randomly select y; € z}
as the user’s private key, compute Y = y- P as the user’s public key, and
compute SK, = h (s || ID;) as the long-term session key between the
user and the gateway. TA returns the parameter {y,., A,.,SK,,i} safely
to the user.

After receiving the parameters | y;, 4;, K,  returned by TA, the
user calculates k; = UPW;®a®A;, B; = h, (k; | ID; | UPW;) and C; =
U PW,;®k;. The user securely stores the parameter {y,, B;,C,, SK, , params}
in their mobile smart device (such as smartphone) complete the regis-
tration process (see Fig. 3).

4.4. Gateway authorization

TA authorizes the gateway, TA sends the gateway private key
s and the system parameter params to the gateway, and sends the
industrial device and user registration parameters {x ;»SID;, SKg D, },

{y,-, ID;, SK,, } to the gateway.
4.5. Authentication and key agreement phase

» Login phase

To communicate with industrial devices, a user must first log into
their smart terminal device. User enters identity ID; and password
PW;, the smart devices calculates UPW; = h; (ID; || PW}), k; = C; &
UPW,, B = hy(k; || ID; || UPW,). Verify B/ Z B;, If they are not
equal, smart device rejects the user’s login, otherwise user successfully
logs into smart device (see Fig. 4).
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Table 1
Notations and Definitions.
Notations Definitions
A Security parameter
G An elliptic curve cycle additive group
P A generator of G
q The order of G
mpk, msk System master public—private key pair
h Hash function
s, PK Gateway public—private key pair
x; Industrial device private key
SKsp, Long-term session key between industrial devices and the gateway
i, Y User public-private key pair
SK, Long-term session key between user and the gateway
a, @i, 1y Ty Ty Ty Random number
PID; User’s pseudonym
T, Timestamp
TSK, TSK* Temporary secret value
SK Session key

u;

Gw D,

Select a random number r,
Select the current timestamp T,
Compute

7 =h(n115K, IT))
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Fig. 4. Authentication and key agreement phase.
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User u, randomly selects r; € z7, picks the current timestamp 7T},
computes r; = h (r,. I SK,, | Tl), M =r;-PK,My=r]-P.u
compute their own temporary pseudonym PID; = ID; ® h(r} -
PK). u, communicate under a pseudonym, which enables con-
ditional privacy protection of their identity. u, computes M; =
h(M, || M,) & SID;, where SID; = {SID,,...,SID,}. The
user can select multiple industrial devices to access in a batch,
and after the authentication and key agreement phase, negotiate
distinct session keys with each device for subsequent communi-
cation. u, computes My = h (PID,- I M0l SK, 1Ty 1l SIDj).
Subsequently, u, sends msg; =

{PID, T\, M,, M3, M, }to the gateway.

After receiving the message sent by user, gateway first checks
the validity of the timestamp by T’ — T, < VT, where T\’ is
the time gateway received msg,. If timestamp is valid, gateway
computes M; = s- M,, ID; = PID; @ h(M,), and checks if ID;
exists in revocation list. (NOTE: Gateway maintains a revocation
list for storing the identity of malicious users. When a user has
malicious behavior, gateway recovers its real identity based on

its pseudonym and stores it in the revocation list. The tracking
of malicious users will be explained later.) If ID; is not in the
revocation list, gateway computes SID; = h (M, | M;) & M;,
M, =
2

h(PID,. I My 1| SK,, 1Ty | smj), verifies M, = M,. If veri-
fication fails, returned error termination symbol L. Otherwise,
gateway selects the current timestamp T,, queries terminal reg-
istration tuple information based on user’s identity request list

n
SID;, and computes dg = szl (x;), d; = 0g/x;, d; x k; =
Lmodx;, var; = d; Xk;, Q = Z,’-’:l var;. Gateway randomly selects
kq,r € z;, computes y, = k, X Q, computes TSK = h (sl Ty),
Ms = h(SKui I M2> ® TSK, My = h(M5 | TSK | SKu,_> ®
GID, M, =
h(My | Ms || Mg | TSK || SK, | T, || GID ), My =
h (kd I M, | SKSDj> STSK, My =h (M8 | TSK || SKSD/,) ®
(PID; || GID), My, = h (M, | My || My || TSK || SKyp, || PID, || GID).
Generates two messages msgy, = {T», Ms, Mg, My}, msgz; =

{Ty, M,, My, My, M, v, }. Where msg; is the time-limited token,
and gateway sends msg,, msg; to user.
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(3) After receiving the message, user first opens the message msg,
and checks the validity of timestamp by T, — T, < VT, where
Tz’ is the time when the user receives msg,, msg;. If timestamp

is valid, users computes TSK = h (SKM[ I M2) ® Ms, GID =
h (M5 | TSK || SKu’,) ® Mg, M,/ =

9

h (M2 I Ms | Mg I| TSK || SK, II T, | GID). and verify M,’ =

M. If verification fails, returned the error termination symbol

1. Otherwise, user selects the current timestamp 73, randomly

selects r, € z;, computes M,; =

h(My || TSK) @ ry, My, = h(M, || My, || r, | TSK || PID, | T3),

and generates the message msg, = {T3, M|, M, PID,}. User

broadcasts the received time-limited token

{Ts,Mz,MS,Mg,MIO,yd} from the gateway and the
generated message msg, = {T3, My, M\, PID;} to the industrial
devices in the area.

(4) After industrial device in the region receives the message, it
first opens the message msg, and checks the validity of times-
tamp by T; — T; < VT, where T; is the time when industrial
device receives msg;, msgy. If timestamp is valid, industrial de-
vice meets the authentication conditions opens the time-limited
token message msg; and uses its own private key to obtain
the secret value k, by calculating k; = y,;modx;. Next, com-
pute TSK = h(kd I M, | SKSDj) @ Mg, (PID, || GID) =
h (M8 | TSK || SKSDI> @ M,, and

My = h(M2 Il Mg || My || TSK || SKsp, | PID; | GID) and

msgy =

verify My’ = M. If verification fails, returned error termina-
tion symbol L. Otherwise, compute r, = h (M, | TSK) & M,
My’ = X

h(My | My, || ry I TSK || PID; || T;) and verify M, = M.
If verification passes, the industrial device authenticates both
the user and the gateway. Industrial device picks the current
timestamp Ty, randomly selects r; € z;, computes TSK* =
h(r; ITSK), M3 = h(M,||TSK) & TSK*, My, = r; -
My, Mis = r; - P, Mig = h(My3 || Mys || TSK || TSK* || Ty).
Computes the session key SK = h (M, || M3 || My, || TSK*)
with the user u . Industrial device generates message msgs =
{Ty, My, M5, M5, M} and sends message msgs to the user u .

(5) After receiving the message, user opens the message msgs; and
checks the validity of timestamp by T, — T, < VT. If timestamp
is valid, computes TSK* = h(M, || TSK) & M3, M)/ =

h(My; || Mys | TSK || TSK* || T,), and verify M/ = M.
If verification fails, returned the error termination symbol L.
Otherwise, user computes the session key SK =

h(M, || Mys || rf - Mys || TSK*). At this point, user and indus-
trial device have completed mutual authentication and agree-
ment a session key for subsequent communication.

4.6. Time-limited token update

As the production tasks progress, the industrial devices that the user
needs to access may change in real-time. Compared to the current list of
accessed devices, the user may need to access new devices or no longer
need access to certain devices. In this case, the user sends a new batch
authentication request, which includes the identity list of the newly
requested industrial devices, denoted as SID;" = {SID,,....SID,},
to the gateway. If the list contains new industrial device identities, the
gateway computes Q' = Q + var e If certain devices are not included in
the new identity request list, the gateway computes Q" = Q—var;. Then
gateway randomly selects a new secret value £/, € z and computes
vy = k), x 0’ to complete the update of the time-limited token. After
the update completed, the deleted industrial device will not be able
to recover the secret value k; by modulo operation because its private
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key no longer exists in Q’. Similarly, the new industrial devices added
to the list can use their private keys to recover the new secret value
K/, through a modulo operation, and then complete the subsequent
authentication and key agreement process.

(Note: var; represents multiple industrial devices. For example,
when the identity list includes newly added industrial devices SIDs,
SIDs, S1D;, then Q' = O+ (var; + vars + vary). If devices S1D,, SIDq
are not in the new identity request list, then Q' = Q — (var, + varg).)

4.7. Malicious user tracking

When gateway detects the malicious behavior of user PID;, gate-
way can recover its real identity I D; by compute I D; = PID;®h(s-M,),
then add its real identity to the revocation list, and submit the real
identity ID; of the malicious user to TA.

5. Security analysis

This section provides a security proof and analysis of the proposed
batch authentication and key agreement scheme. First, the security
of the scheme is formally proven using the Real-Or-Random (ROR)
model [37]. Next, heuristic analysis is employed to demonstrate the
scheme’s resilience against various protocol attacks. Finally, the ad-
vanced protocol verification tool Scyther is used to validate the security
of the proposed scheme.

The ROR model is widely used in the formal security proofs of AKA
schemes. Formal security proofs can characterize the capabilities of
adversaries in both passive and active attacks, demonstrating that the
scheme can provide secure authentication and semantic security. How-
ever, formal security proofs cannot fully capture the attack capabilities
of adversaries in real-world environments.

Heuristic security analysis can adequately consider the attack ca-
pabilities of adversaries in real-world environments, as well as the
security requirements of the scheme. Therefore, heuristic analysis is
often used in conjunction with formal security proofs to jointly assess
the security of the scheme. However, heuristic analysis heavily relies
on the experience of the analyst, which introduces the risk of human
oversight in the analysis.

The Scyther tool is widely used for the analysis of authentication
schemes, providing a range of statements to test the security properties
of the schemes. Secret statements are used to assess key security, while
authentication statements primarily evaluate the scheme’s resistance to
various attacks, such as replay attacks, impersonation attacks, and man-
in-the-middle attacks. However, similar to formal security proofs, the
Scyther tool cannot fully capture the attack capabilities of adversaries
in real-world environments.

In summary, the three analysis methods each have their own advan-
tages and disadvantages. Security proofs and the Scyther tool represent
formal analysis approaches, which effectively mitigate the analytical
errors introduced by human factors in heuristic analysis. However,
formal methods cannot fully capture the capabilities of attackers and
the security properties that the scheme must satisfy, whereas heuristic
analysis can effectively address this limitation. It is well known that de-
signing a secure AKA scheme and proving its security is a complex task.
Therefore, we employ these three mainstream approaches to analyze
and prove the security of the scheme proposed in this paper, aiming
to complement each method’s strengths and weaknesses to minimize
security oversights.

5.1. Formal security proof

+ Security model

Before proving the security of the scheme in this paper, the defini-
tion of each basic primitive in the ROR model is first given [37]:
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(1) Participants: In the scheme of this paper, there are three partic-

ipants, namely user, gateway, and industrial device. During the

protocol execution, they are instantiated as U;, SD;, and GW
respectively. Let U/ denote the instance a of user U;, SDj? denote
the instance b of industrial device SD;, GW¢ denote the instance

c of gateway GW.

partnering: Let sid denote the session identifier, if there is a

partnership between instance U/ and instance SD?, then they

satisfy the following three conditions: they are both in the
accepted state; they share the same session identifier sid; they
are partners with each other.

(3) Freshness: Freshness is a fundamental concept that defines pro-
tocol security. Freshness means that instances U, and SD? are
Freshness if a session key SK has been agreement between user
U; and industrial device SD; and SK has not been compromised
to an adversary.

(2

—

The DY model defines that an adversary can take full control of
the open channel and eavesdrop to obtain public parameters on the
open channel. In addition, the adversary can modify or replay messages
exchanged in the open channel and forge new messages to spoof other
instances. Adversary .A can perform the following queries:

(1) Hash(-): When A performs a hash query, it returns a random
value of fixed length.

(2) Execute (Uf, SDj.’, GW“?: The query simulates eavesdropping
attack. A can obtain all the messages transmitted by U;, SD;,
GW on the open channel by monitoring.

(3) Send (Ul." / SDj.’ JGWE, m): The query simulates an active attack.

A sends message m to instance U,.“/SDIb./GWC. If m is valid,

the instance responds and replies to the message; otherwise, the

instance ignores this query.

Reveal (Ul.“, SD;? ): This query simulates the disclosure of session

key. When A executes this query, the session key SK established

between instances ug, SDj? will revealed to the adversary.

(4

—

5

(>

Corrupt (U 2 SD?): This query simulates the ability of an adver-
sary to corrupt an instance. When A executes this query, A has
access to all the secret parameters of the participating instances.

(6) Test (U;’,SD;? ): This query simulates the semantic security of

the session key SK between instances Ui”,SD;’. When A exe-
cutes this query, the simulator flips a random coin b € {0, 1}. If
b == 1, the simulator returns to A the session key; if b == 0, it
returns a random string of the same length as the session key.

Semantic security[38]: In the ROR model, the goal of the adversary
A is to distinguish whether a real session key or a random number is
returned by the Test query. A can query the instance U/, SD;’ with the
PPT number of Execute, Send, Reveal, Corrupt, Test, when the query
is finished, .A outputs a bit »’, and only when b’ = b, A wins this
game. Let Succ denote that .4 wins the game, and let P denote the AKA
scheme constructed in this paper, then the advantage of A in breaking
the semantic security of P is:

Adv§® (A) = 2Pr [SuccA] - 1. @
* Security proof

Theorem 1. Let A denote the adversary that breaks the scheme P in
PPT time t and D be a cipher space that obeys the distribution of Zipf’s
law [39]. qp, 4, g, denote the number of Hash queries, Send queries,
Execute queries respectively. |Hash| and [ represent the output space of the
hash function h () and the output length of the random prediction machine.
AdvECCPH (1) denotes the advantage of adversary A solving ECCDH
difficult problem in PPT time. Then the advantage of adversary A breaking
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the security of the scheme P session key in PPT time is:

ta): 2225 +a,) 3 (antas)
Aduﬁ(z)s(q;‘,’) + 520 2), (91+a,) )

2
+an ((a,+a0)* +1) - AdoECPH ()

Define six different games to prove the security of the scheme,
denoted G, — G5. The games start at G, and end at Gs. In these
games, the adversary’s advantage is gradually reduced to zero. Succ;
and Pr [Succ;] respectively denote the event and probability that A
makes a successful guess in game G;,i € [0,5].

Game G,: Game G, simulates the real attack of adversary A on
the proposed scheme P under the ROR model, which can be obtained
according to the definition of semantic security:

Adv”, (1) = 2Pr [Succy| — 1. (6)

Game G: Game G, simulates eavesdropping attacks. Compared
with game G, Execute (UI.”, SD;?, GW”) query is added to G,. A moni-
toring the communication information msg, = { PID;,T|, My, M3, M, },
msgy = {Tp, Ms, Mg, My}, msgz = {Ty, My, Mg, Mg, Mg, 74§, msgs =
{T3, M\, M\,, PID,}, msgs = {T,, My, M3, M5, M5} between the
three participants through Execute (U/, S Dj?, GW*© ) query, and finally
determines whether the value of the Test query output is a real session
key or a random string. In the scheme of this paper, the process of
computing the session key SK = h (M, || M3 || My, | TSK*) contains
the secret values r g and T SK*. Therefore, it is obvious that .4 cannot
compute SK between user and industrial device by monitoring to the
message. Compared with G, monitoring message cannot increase the
probability of A winning the game G,, which can be obtained:

‘Pr [Succll — Pr [Succ()” =0. @)

Game G,: Game G, describes the ability of adversary A to attack
actively. Compared with G, adversary A in G, will actively join the
session by executing Send query and Hash query, and try to forge
legitimate messages to deceive the scheme participating entities. .4 has
the possibility to construct a valid message only when a collision is
detected, which in turn destroys the semantic security of 7. The scheme
in this paper has two types of collisions in the phase of authentication
and key agreement:

(1) The hash function 4 collides on output, and its maximum prob-
2
ability is: Z—’,’
(2) The random number in message (msg,,msg,,msgs, msgy, msgs)
2
experiences a collision, and its maximum probability is: %.
Therefore, unless a collision occurs, G, and G, are indistinguishable.

According to the birthday paradox, we have:

(ay+a.)

T (8

2
9n
‘Pr [Succz] - Pr [Succl]) < o7 +
Game G;: In Game G3, A tries to forge a valid message that can be
verified by guessing the secret parameter. Specifically, A tries to forge
the following message:

(1) The adversary successfully forged the message msg;. In this case,
A needs to make Hash query to compute msg,. Therefore, A
make the following query:

{(M; |+|l SID;), (PID; ||+||*|| T, | SID;),M,}. And the prob-

2
ability of success in this event is denoted as: %.

(2) The adversary successfully forged the message msg,. Similar to
above, A needs to make Hash query to compute msg,. A make

(Il My ll%), (M5 |I=[l1¥]l GID),

(M, || Ms || Mg 111l T, | GID) , M,

And the probability of success in this event is denoted as:

(ap+a,)’
T

the following query:
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(3) The adversary successfully forged the message msg;. A needs to
make the following Hash query:
(Il My |I[l%) , (M I#ll=ll PID; || GID), . And the proba-
(M, || Mg || My [I#ll=]l PID; || GID), My,

2
s o . 2
bility of success in this event is denoted as: %.

(4) The adversary successfully forged the message msg,. A needs to
make the following Hash query:
{(My 11<ll%) , (My | Myy |l%l|%]l PID; || T3), My, }. And the prob-

2
ability of success in this event is denoted as: %.

(5) The adversary successfully forged the message msgs. .A needs to
make the following Hash query:
{(My 11ll%) . (My || My || Mys (l=ll)| Ty) Mg} A?d the proba-
bility of success in this event is denoted as: %
Thus, unless A successfully forges all of the above messages, G; is
indistinguishable from G,, we have:

2(2q, +4,)° +3(ap +4,)°

= ©

‘Pr [Succ3] - Pr [Succz” <

Game G,: In game G,, A tries to compute the session key SK.
Since the session key is constructed based on the ECCDH problem, the
difficulty for A to compute the session key in PPT time is equivalent to
solving the ECCDH problem in PPT time. .A chooses the ECCDH tuple
(r;P,r;P) with probability i, thus we have:

‘Pr [Succ4] — Pr [Succ3” <gq- AdUiCCDH ® (10)
Game G5: The game G5 considers the forward security of scheme P.

In this game, .A can execute Send queries as well as Corrupt queries to
obtain the long-term secret values stored by the user and the industrial

device. The probability that tuple (r; P, r;P) in a session is ﬁ, thus
qstde
we have:
‘Pr [Suces] — Pr [Succ4” < qp(qs+ qe)Z - AdoECCPH (7) an
Based on Egs. (6)-(11), we obtained the result:
P (g5+a.)° | 2+2Qap+a,) +3(ap+a,)’
Adv” (1) < U 4 a2)

2
2
+q, ((qs +q,) + 1) - AdvECCPH (7)

The above proof procedure implies that after all the prediction ma-
chines have been simulated, .A does not gain any additional advantage
to win the game. Therefore, the scheme proposed in this paper is safe
under the ROR model.

5.2. Heuristic security analysis

(1) Mutual authentication: In the scheme proposed in this paper,
all participating entities have completed mutual authentication.
The details are analyzed as follows:

Authentication between the user and the gateway: the gateway
accomplishes the direct authentication of the user through M,
in message msg,. Because message M, contains the session key
SK,, between the gateway and user and (M,;,M,) is a pair
of plain ciphertexts constructed by the public key algorithm,
other users are unable to forge message M,. Similarly, user
accomplishes direct authentication to the gateway via M, in
message msg,, since message M, also contains the session key
SK, and the secret value T.SK cryptographically protected by
SK, .
Authentication between the gateway and the industrial device:
the industrial device authenticates the gateway directly by
means of M,, in message msg;, since message M, contains
the session key SKsp, between the gateway and the indus-
trial device. The gateway indirectly authenticates the industrial
device through y, in the message msg;. This is because based

(2)

©)]

4

()

©
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on the CRT, only the industrial device that meets the authen-
tication conditions can recover the secret value k, based on
its own private key as well as y; to complete the subsequent
authentication.

Authentication between the user and the industrial device: the
industrial device directly authenticates the user via M, in mes-
sage msg,, because message M, contains the secret value T'SK.
similarly, the user directly authenticates the industrial device via
M¢ in message msgs.

Session key agreement: Session key SK = h (M, || M5 || My, || TSK*)
is agreement between the user and the industrial device, which
contains the secret values 7S K* and M ,. Except for both parties
of the session, no third party can obtain the session key.

User anonymity: Users use pseudonym PID; = I D;@h(r}-PK) to
communicate, effectively protect their identity I D;, realize user
anonymity. At the same time, when the user has violated the
law, the gateway can recover the user’s real identity I D; through
the ID; = PID; @ h(s - M,) to complete the tracking. Therefore,
the scheme in this paper guarantees the anonymity of the user
while realizing the conditional privacy protection of the user.
Forward security: forward security means that the compromise
of the current system does not affect the security of previous
sessions. Assuming that all users’ long-term secret values are
compromised, the attacker obtains the message M,, M,; through
passive attack listening, and the session key is computed as
SK = h (M, || M3 || My, || TSK*). Therefore, if the adversary
wants to calculate the session key SK, he still needs to know the
secret value M ,, T'SK*, which is never transmitted in the open
channel. T.SK* only both sides of the communication know that
the adversary needs to solve the ECCDH problem if he wants
to calculate M,, through M,, M3, but the ECCDH problem is
unsolvable in PPT time. Therefore, the proposed scheme in this
paper satisfies forward security.

Resistance to replay attacks : In the scheme of this paper, times-
tamps and random numbers are used to resist replay attacks.
Even if an adversary can intercept the communication messages
in the open channel and replay them, the replayed messages
cannot be verified due to the presence of timestamps and random
numbers.

Resistant to impersonation attack:

Resistance to user impersonation attack: To successfully imper-
sonation as a user, adversary needs to construct an authenticated
message msg, = {PID,, T|,M,, M3, M,}. The construction of
authentication message M, requires a long-term session key
SK, between the user and the gateway, which is unavailable
to the adversary, and thus the adversary is not able to forge an
authenticated message, so the proposed scheme is resistant to
user impersonation attack.

Resistance to gateway impersonation attack: To successfully im-
personation as gateway, adversary needs to construct authen-
tication messages msg, = {Ty, Ms, Mg, M7}, msgs = {T,, M,,
Mg, Mg, My, 7, }. Similar to the above, constructing authentica-
tion messages M;, M, requires a long term session key SK,,
SKsp,» 50 the adversary is unable to construct valid authentica-
tion messages, and the proposed scheme is resistant to gateway
impersonation attack.

Resistance to industrial device impersonation attack: To success-
fully impersonation as an industrial device, adversary needs to
construct an authentication message msgs = {T,, M,. M3, M5, M4},
where the construction of the authentication message M4 re-
quires the secret values TSK and TSK*. TSK* is computed
from T'SK, which requires secret values k;, SK SD,- Therefore,
the adversary cannot construct a valid authentication message,
and the proposed scheme is resistant to industrial device imper-
sonation attacks.
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(7) Resisting privileged internal attacks: During the user registra-
tion process, the user sends the registration request parame-
ters {UPVV,-Q)a, ID,-} to the TA, where UPW,,q;,ID; is the
pseudo-password, the random number, and the user’s identity,
respectively. Due to the randomness of the random number and
the unidirectionality of the hash function, it is difficult for the
privileged adversary inside the TA to recover the user’s real
password PW, based on the registration parameters, and thus the
proposed scheme in this paper can resist the privileged internal
attack.

Resistance to man-in-the-middle attack: adversary can monitor
to obtain messages msg, msg,, msgs, msgy, msgs transmitted in
the open channel and try to spoof U;,GW,SD; by modifying
these messages. However, for an adversary to generate a legit-
imate message msg,, it needs to obtain a random secret value
r; and a long-term secret value SK, . Therefore, the adversary
cannot generate a legitimate message msg,. Similarly, an adver-
sary cannot generate a legitimate message msg,, msgz, msgy, msgs.
Therefore, the scheme proposed in this paper is resistant to
man-in-the-middle attacks.

Unlinkability: In the scheme proposed in this paper, the user
communicates using a temporary pseudonym, and the identity
information of the industrial devices is not transmitted over
the public channel. All messages transmitted over the public
channel are encrypted using random numbers, timestamps, or
secret values. Due to the randomness of the random numbers
and timestamps, an adversary cannot distinguish whether two
different messages originate from the same entity. Therefore, the
proposed scheme ensures unlinkability.

€))

©

—

5.3. Verification based on scyther tool

This section uses the protocol verification tool Scyther [40] to
validate the security of the proposed scheme. Scyther is widely used for
the security verification and analysis of protocols. It employs a black-
box approach, allowing users to evaluate whether the protocol meets
the declared security goals and properties from their perspective [41].
Scyther models the roles in a protocol and their message sending and
receiving behaviors using the SPDL language. Scyther supports nine
common adversary models, including DY, CK, and eCK, and verifies the
security of the protocol based on these models, analyzing whether the
protocol has any security vulnerabilities.

Scyther proposed a set of statements to test the security properties
of a protocol, including the secret statement Secret, and several ver-
ification statements Alive, Weakagree, Niagree, Nisynch[42]. Secret
statements are mainly used to test the confidentiality of an identity
or keys. Authentication statements are used to check for the presence
of various attacks, such as replay attacks, impersonation attacks, and
man-in-the-middle attacks. This section analyzes the security of the
scheme in this paper using the standard DY model, which defines that
an adversary can monitor, steal, replay or even modify the information
transmitted in the open channel.

The results of this paper scheme verified using scyther tool are
shown in Fig. 5. For the authentication and key agreement phase of
this paper’s scheme the tripartite participants user, gateway, and indus-
trial device are defined as roles UI, GW, and SDJ respectively. The
information sent and received by each role during the authentication
and key agreement phases is modeled using the SPDL language, and
the security and authentication statements for each role are verified.
For example, for the role UI, there are four secret statements and
four authentication statements. Where Key represents the session key
between the UI and the SDJ. sk(UI) represents the private key of
the UI. k(UI,GW) represents the long-term session key between the
UI and the GW. The authentication statement, on the other hand, is
to verify the security features that the scheme has. According to the
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Claim Status Comments

mmet UL mmert,UIL Secret Key Ok No attacks within bounds.
mmcrt,UR  Secret sk(UI) 0Ok No attacks within bounds.
mmcrt,UB  Secret k(ULGW) 0Ok No attacks within bounds.
mmcrt,Ul4  Secret k(UL,SDJ) Ok No attacks within bounds.
mmct, U5 Alve Ok No attacks within bounds.
mmcrt,UI6  Weakagree Ok No attacks within bounds.
mmert,UI7 Niagree Ok No attacks within bounds.
mmecrt,UI8  Nisynch 0Ok No attacks within bounds.

GW  mmart,GW1  Alve Ok verffied No attacks.
mmert,GW2  Weakagree Ok Verfied No attacks.
mmcrt,GW3  Niagree Ok Verified No attacks.
mmart,GW4  Nisynch Ok Verified  No attacks.

SD] mmat,SDI1  Secret Key 0Ok No attacks within bounds.
mmert,SDJ2  Secret sk(SDJ) 0Ok No attacks within bounds.
mmert,SDJ3  Secret k(SDJ,6W) Ok No attacks within bounds.
mmert,SDJ4  Secret k(UL SDJ) 0Ok No attacks within bounds.
mmert,SDI5  Alive 0Ok No attacks within bounds.
mmert,SDJ6  Weakagree Ok No attacks within bounds.
mmcrt,SD)7  Niagree Ok No attacks within bounds.
mmcrt,SDI8  Nisynch 0Ok No attacks within bounds.

Done.

Fig. 5. Formal verification results under the tset of scyther tool.

simulation results Fig. 5 shows that the scheme proposed in this paper
satisfies all the above declared security features. scyther tool does not
find any attack on this paper’s scheme under DY model.

6. Performance analysis

This section provides a comparative analysis of the proposed scheme
with existing scheme [13,14,23-25], in terms of security and functional
features, computational overhead, and communication overhead. The
compared schemes are all recently proposed AKA schemes for the IIoT
or the Vehicular Networks (a specific IoT application). Among them,
the schemes proposed in [13,14,23,24] are designed for multi-devices
communication scenarios with batch processing capabilities, while the
scheme in [25] considers the issue of gateway lightweighting in IoT en-
vironments. In the comparison of security and functional features, the
ability of each scheme to resist various protocol attacks is evaluated, in-
cluding unlinkability, forward security, and resistance to replay attacks.
Additionally, the functional features met by each scheme are compared,
such as user anonymity, suitability for multi-device communication sce-
narios, and gateway lightweight. The computational and communica-
tion overhead section compares the computational and communication
costs of each scheme in the context of multi-device communication.
These factors are essential criteria for assessing whether a scheme can
be safely and efficiently applied in real-world IIoT environments.

6.1. Comparison of security and functional features

Firstly, we compare the security and functional features of the
schemes, with the results shown in Table 2. Upon analysis, only the pro-
posed scheme in this paper meets all 13 security and functional require-
ments. Although Wang et al. [25] scheme addresses the lightweight
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Table 2
Comparison of security and functional features.
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Scheme [24] Scheme [23] Scheme [13] Scheme [25] Scheme [14] Our scheme
SG, v v v v v v
SG, v v v v v v
SG; v 4 v v v v
SG, v v v
SGs v v v v v v
SG X v X v v v
SG, v v v v v v
SGy v v v v v v
SG, v v X v v v
SG, V X v v v v
SG, v v v v
SG, v v v v
SGy v v

SG,: Mutual authentication. .SG,: Key agreement. SG;: User anonymity. SG,: Malicious user tracking. SGs:
Unlinkability. SGg: Forward security. SG;: Resistant to replay attacks. SGg: Resistant to impersonation
attack. SG,: Resistant privileged internal attack. SG,,: Resistance to man-in-the-middle attack. SG,;:
Terminal device update. .SG,,: Suitable for Multi-Device Scenarios. SG;: Gateway Lightweighting.

Means not consider the functional feature.

Table 3

Computation time for cryptographic operations (Milliseconds).
Operations Toer T,a T, T, Ty T,
Computation time 0.7587 0.0048 0.0072 0.0114 0.0122 0.0015

nature of the gateway, it does not consider its application in multi-
devices communication scenarios and is therefore unsuitable for the
IIoT environment. The other schemes [13,14,23,24], while considering
multi-devices communication scenarios, still present certain security
and usability issues. The schemes proposed by Vinoth et al. [24] and
Yang et al. [13] lack forward security and do not consider the func-
tional feature of malicious user tracking; additionally, Yang et al. [13]
scheme is vulnerable to privileged insider attacks. Cui et al. [23]
scheme fails to resist man-in-the-middle attacks and does not account
for the functional feature of terminal device updates. The scheme
by Zhang et al. [14] offers high security but does not consider the
terminal device update feature, making it ineffective in scenarios where
the user’s accessed devices frequently change. Moreover, none of the
aforementioned AKA schemes for multi-terminal devices [13,14,23,24]
take the lightweight nature of the gateway into account. In summary,
only the proposed scheme in this paper satisfies all 13 security and
functional requirements, making it more suitable for the IIoT envi-
ronment where users frequently communicate with multiple industrial
devices.

6.2. Comparison of computation overhead

This section compares the computational overhead of the proposed
scheme with the comparison schemes [13,14,23-25]. Since the regis-
tration or authorization login phase is performed only once throughout
the entire process, this subsection focuses solely on the computational
overhead during the authentication and key agreement phase. Addi-
tionally, considering that users in the IIoT frequently communicate with
multiple industrial devices, the comparison here will emphasize the
computational overhead in multi-device communication scenarios to
better reflect real-world IIoT environments.

To achieve a 128-bit security level, construct an additive cyclic
group G generated by an elliptic curve E : 3> = x3 + ax + bmodp,
where the order of the group is p and the generator is ¢q. Here, p
and g are 256-bit prime numbers. Experiments were conducted on a
personal computer to measure the computational overhead of crypto-
graphic operations based on the MIRACL library [43]. The experimental
environment was configured with a 12th Gen Intel(R) Core(TM) i5-
1235U @1.30 GHz processor, 16 GB of RAM, and the Ubuntu 22.04
operating system. Each cryptographic operation was executed 1,000
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times using the MIRACL library to obtain the average computation
time, thereby reducing measurement errors. The average computation
times for various cryptographic operations are presented in Table 3.
Where, T,.,.> Tocas Tns Ties Tsq» Tp represent the computation times
for various operations: point multiplication in group G, point addition
in group G, multiplication in group Z;"’, symmetric encryption (AES-
CBC), symmetric decryption (AES-CBC), and hash function operations,
respectively. As the computational overhead of the XOR operation is
negligible, it is not considered when comparing computational costs.
In addition, according to the work of Wang et al. [25], the calculation
time of fuzzy biometric extraction is T, ~ T,,.,,.
» Computational Overhead in Multi-Device Communication
Scenarios

In the proposed scheme, three main entities are involved during
the authentication and key agreement phase: the user, the gateway,
and the industrial devices. During this phase, when user intends to
authenticate and negotiate keys with n industrial devices, they first
send a batch authentication request message msg, to the gateway. Upon
receiving the gateway’s response msg,,msgz, the user must perform
the necessary computations and broadcast message msgs, msg, to the
n industrial devices. At this point, the computational overhead for the
user is denoted as 87}, + 2T,.,,. Finally, in the key agreement phase,
the user needs to process the responses msgs from the » industrial
devices simultaneously to compute different session keys SK. There-
fore, the computational cost for the user in the key agreement phase
is 3nT}, + nT,,,,. The total computational overhead for the user during
the entire authentication and key agreement process in the proposed
scheme is 3n+8)T, + (n+2)T,.,. In the proposed scheme, due to
the application of the Chinese Remainder Theorem and time-limited
tokens, the gateway only needs to handle the batch authentication
request message from the user without interacting directly with the
industrial devices. Consequently, the total computational overhead for
the gateway is 107}, + T,.,. Each industrial device, however, must
process the authentication message from the user and compute the
session key independently. Therefore, in a multi-device scenario, the
computational overhead for n industrial devices is (97}, + 2T,,,,) n. The
total computational overhead of the proposed scheme during the au-
thentication and key agreement phase in a multi-device communication
scenario is (12n + 18) T, +(3n + 3) T,.,,. The computational overheads for
the authentication and key agreement phase of other schemes in multi-
terminal device communication scenarios are presented in Table 4, with
the analysis method being the same as that of the proposed scheme, and
thus not further elaborated here.

As shown in Table 4, Vinoth et al. [24] scheme, which is based on
symmetric cryptography, and Yang et al. [13] scheme, which does not
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Table 4
Computational overhead for each scheme in multi-device communication scenarios.
scheme User/Vehicle Gateway/TA n Industrial device/Smart device/CSP Total computation overhead
[23] Gn+3)T, +(n+2)T,, Tn+3)T, +(n+ 1T, (7T, + 3T, ) n 191+ 6) Ty + (5n +3) T,y
6T, + (2n + 2)T, (4n + 15)T,, + 2n + 2)T,
24 T, + T, " 4T, +T,, + T, "
(24] nt +2T,, + 0T,y AT+ Toe + Tog)n +(1+ 2Ty, + Q2n+ DT,y
(7+nT, + 2T, Q2n+9)7T), +T, On+16)T), + 37T,,,, + 2n+ 1T,
13 eem i Teem 6T +T +T. +T ecm m
(1] +T, + T, + Ty +nT,, + 2T, + (n+ DT, (6T, + T+ Toe + Tog)n +n+ 3Ty, + 2n+2)T,,
[25] 81Ty, + 3nT,e + T, 94T, + nT,,,, 4nT, +2nT,,,, 31T, + 6nT,,, + T,
HT, 2 T, 2 T, T,
[14] Gn+4T, Q2+8m)T, T, + 30T, Q0n+6)T, +(5Sn+3)T,,,
+(n+2) T, + T, +0+mT,, + T, +27,,
(Bn+8)T, (12n+18) T,
Our scheme D) ;m 10T}, + T, (9T, +2T,,,,) n T Gn43) T:m

User/Vehicle denotes Uesr, Vehicle user in Vehicular Networks.

Gateway/TA denotes trusted entity.

Industrial Device/Smart Device/CSP denotes Industrial device, Smart Device in IOT,
Cloud server in Vehicular Networks.
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Fig. 6. The Comparisons of Computational overhead.

deploy public-key cryptographic operations on industrial devices, have
lower computational overhead compared to the proposed scheme and
other schemes based on public-key cryptography [13,14,25]. However,
their schemes suffer from significant security deficiencies. It is well
known that schemes solely based on symmetric cryptography cannot
effectively ensure a high level of security. According to the work
of Wang et al. [25], since these schemes do not deploy public-key
operations on industrial devices, they fail to provide forward security.

To more clearly demonstrate the computational cost comparison
between the proposed scheme and the other public-key cryptography-
based schemes [14,23,25] in a multi-device communication scenario
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during the authentication and key agreement phase, we have plotted
a graph (as shown in Fig. 6) illustrating the computational overheads
of each entity and the total computational overheads as the number
of devices increases. The results show that the total computational
overhead of the proposed scheme in a multi-device communication sce-
nario is lower than that of other compared schemes. The computational
overhead at the user is close to the schemes proposed in [14,23], and
better than the scheme in [25]. The computational overhead at the in-
dustrial device is close to the scheme proposed in [25], and better than
the schemes in [14,23]. This is primarily because, to ensure forward
security, the scheme requires at least two public key operations to be
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Table 5
Comparison of communication overheads for each scheme.
Scheme User/Vehicle Gateway/TA Industrial device/Smart device/CSP Total communication overhead Multi-device scenarios total
communication overhead
[24] 100byte 216byte 52byte 368byte (184 + 184n) byte
[23] 168byte 200byte 300byte 668byte (136 + 532n) byte
[13] 116byte 172byte 52byte 340byte (168 + 172n) byte
[25] 160byte 480byte 96byte 736byte (736n)byte
[14] 112byte 164byte 268byte 544byte (112 + 432n) byte
Our scheme 444byte 280byte 164byte 888byte (724 + 164n) byte

deployed at the industrial device side. Both the proposed scheme and
the scheme in [25] deploy two ECC point multiplications at the device
side, while the schemes in [14,23] deploy three point multiplications.
As the computational overhead of the scheme is mainly influenced by
the number of point multiplications, the computational overhead at
the industrial device in the proposed scheme is close to the scheme
in [25]. Similarly, since point multiplication operations are deployed at
the industrial device side to compute the session key, in order to ensure
the secure negotiation of the session key and achieve a balance between
security and efficiency, the proposed scheme deploys a certain amount
of point multiplication operations at the user side. This results in the
computational overhead at the user being similar to that of the schemes
proposed in [14,23]. However, overall, the computational overhead
at both the user and industrial device in the proposed scheme still
meets the lightweight requirements. Furthermore, due to the use of the
Chinese Remainder Theorem and time-limited tokens in the proposed
scheme, the computational overhead at the gateway node remains
constant regardless of the number of industrial devices accessed by the
user in a multi-device communication scenario. Therefore, compared
to other schemes, the proposed scheme has a significant advantage
in gateway lightweighting, effectively avoiding the issue of gateway
single-point failure, and is more suitable for IloT environments where
users frequently communicate with multiple devices.

Further, in practical applications, the computational overhead of
hash operations is closely related to the byte length of the input data,
and different hash operations in the scheme have different input data
lengths. For instance, when calculating r¥ = h ("i I SK,, | T1>, the
input length of this hash operation is 68 bytes. This is because, to
achieve 128-bit security, the elliptic curve parameter ¢ has a length of
32 bytes, the hash function’s output length is 32 bytes, and the length
of the timestamp is 4 bytes. The analysis of the input data byte length
for the other hash operations follows the same logic, which will not be
reiterated here.

To more accurately and clearly evaluate the computational over-
head of the proposed scheme, we fully implemented it using the Miracl
library. The experimental platform used is the same as that employed
for measuring the time of various cryptographic operations as described
earlier. We set n=10, meaning that we assessed the computational over-
head incurred by the user, gateway, and each industrial device during
batch authentication and key agreement when the user communicates
with 10 industrial devices. According to the experiment, the computa-
tional overhead at the user side during the batch authentication and key
agreement phase is 8.5487 ms, the gateway’s computational overhead
is 0.7433 ms, and the computational overhead for each industrial
device is 1.4625 ms. The experimental results show that when the
user performs batch authentication and key agreement with multiple
industrial devices, the computational overhead on the industrial de-
vices and the gateway is lightweight. On the other hand, since the user
needs to negotiate different session keys with each industrial device,
the computational overhead on the user side is higher than that of the
gateway and industrial devices. Overall, the computational overhead of
the proposed scheme is acceptable for all communication entities in the
IIoT environment.
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6.3. Comparison of communication overhead

This section compares the communication overhead of the proposed
scheme with the comparison schemes [13,14,23-25] during the au-
thentication and key agreement phase. To achieve 128-bit security,
the elliptic curve parameter ¢ is chosen with a length of 32 bytes,
making the elements in the group G 64 bytes long. It is assumed that
the output length of the hash function, the length of the timestamp,
the length of ciphertext for symmetric encryption/decryption, and the
length of random numbers are 32 bytes, 4 bytes, 16 bytes, and 16 bytes,
respectively.

The proposed scheme involves four rounds of communication dur-
ing the authentication and key agreement phase, with the communica-
tion messages for each round as follows: msg;, (msg,,msgs),
(msgs, msg,), msgs. msg; = {PID;, T;, My, M3, M}, which PID;, M,
, M, is the output of hash function, T} is timestamp, and M, belongs
to group G. Therefore, the communication overhead of message msg,
is |msg;| = (32+4+64+32+32) = 164bytes. Similarly, the com-
munication overheads of msg,, msgs, msg,, msgs are 100bytes, 180bytes,
100bytes, and 164bytes, respectively.

In the multi-device communication scenario, due to the use of the
Chinese Remainder Theorem and time-limited tokens, a user only needs
to send three messages msg,, msg;, and msg, to access n industrial de-
vices. Similarly, the gateway only needs to communicate with the user
by sending two messages msg,, and msgs;. However, since each of the
n industrial devices needs to complete mutual authentication with the
user and negotiate a distinct session key, the n devices must collectively
send n messages msgs. In the multi-device communication scenario,
the total communication overhead of the proposed scheme during
the authentication and key agreement phase is (724+164n) byte. The
communication overhead of the other schemes [13,14,23-25] is shown
in Table 5, with the analysis method being the same as that used for
the proposed scheme and thus not elaborated further here. To provide
a clear comparison of the communication overheads of each scheme
in a multi-device scenario, we select n = 25. The results show that,
when n = 25, the communication overheads for the respective schemes
are 35.94kb, 26.11kb, 9.12kb, 8.56kb, and 21.20kb. In comparison,
the communication overhead of the proposed scheme in this scenario
is 8.71kb. Thus, the proposed scheme demonstrates a relatively low
communication overhead compared to the other schemes, making it
suitable for real-world IloT environments.

7. Conclusion

This paper proposes a batch AKA scheme for the IIoT environ-
ment, designed based on elliptic curve cryptography combined with the
Chinese Remainder Theorem and the concept of time-limited tokens.
The scheme enables batch authentication between a user and multiple
industrial devices and establishes distinct session keys for secure sub-
sequent communications. It satisfies the lightweight requirements for
the gateway and all entities, making it suitable for resource-constrained
IIoT environments. The security of the proposed scheme is demon-
strated through formal proofs, heuristic analysis, and verification using
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the Scyther tool. Performance analysis indicates that, compared to
existing schemes, the proposed scheme meets all specified security
requirements with lower computational and communication overheads
and shows a significant advantage in lightweight operation at the
gateway node.
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