Journal of Systems Architecture 160 (2025) 103346

Contents lists available at ScienceDirect

EMBEDDED
SOFTWARE
DESIGN

Journal of Systems Architecture

journal homepage: www.elsevier.com/locate/sysarc

Check for

Fast post-quantum private set intersection from oblivious pseudorandom | i

function for mobile social networks™
Zhuang Shan?, Leyou Zhang ", Qing Wu , Qiqi Lai ¢, Fuchun Guo¢

aSchool of Mathematics and Statistics, Xidian University, Xi’an 710126, China

b School of Automation, Xi’an University of Posts and Telecommunications, Xi’an 710121, China

¢ School of Computer Science, Shaanxi Normal University, Xi’an 710121, China

d Centre for Computer and Information Security Research, University of Wollongong, Wollongong, NSW 2522, Australia

ARTICLE INFO ABSTRACT

Keywords:

Mobile social networks

Private set intersection

Oblivious pseudorandom function
Private information retrieval

Mobile social networks have become integral to our daily lives, transforming communication methods and
facilitating social interactions. With technological advancements, users generate vast amounts of valuable
and sensitive personal data, which is stored on servers to enable instant information sharing. To protect the
sharing data, each platform has implemented many techniques such as end-to-end encryption mechanisms,
fully homomorphic encryption, etc. However, these approaches face several security and privacy challenges,
including potential leaks of user data, vulnerabilities in encryption that expose privacy ciphertexts to
probabilistic attacks, and threats posed by future quantum computers.

Aimed at the above, we introduce a private set intersection (PSI) protocol based on oblivious pseudorandom
functions (OPRF) under ring LPR problem from lattice. The proposed perturbed pseudorandom generator
not only enhances the PSI’s resistance to probabilistic attacks, but also leads to generate a more efficient
OPRF and a PSI. It boasts a time complexity of O(nlogn) and is superior to existing well-known fast post-
quantum PSI protocol operating at O(mnlog(mn)), where m is the bit length of the cryptographic modulus and n
represents the dimension of the security parameter. Simulation experiments and security analyses demonstrate
that our proposal effectively preserves user privacy, ensures collusion resilience, verifies computation results,
and maintains low computational costs. Finally, as an expansion of our OPRF, we also give a fast private
information retrieval (PIR) protocol.

1. Introduction respective data sets. This way, even if data is stored in distributed
systems, it can effectively prevent data breaches and violations of user
privacy, such as those caused by data leaks or unauthorized access.
The application of PSI in mobile social networks not only enhances
data security but also strengthens user trust in the platform, which
is crucial for protecting user privacy and improving the platform’s
competitiveness. In this way, mobile social networks can continue to

provide a rich and vibrant social experience and efficient information

Mobile social networks have greatly enriched the ways people com-
municate and enhanced the convenience of social interactions. With the
development of technology, users generate a large amount of useful
and sensitive personal data within mobile social networks. This data
often needs to be stored and processed to provide more personalized
services and experiences [1,2]. However, due to the limited storage
capacity of mobile social network devices, it is impossible to store all

the data generated at any given moment, which presents challenges for
data storage and privacy protection.

To address this issue while ensuring data confidentiality and se-
curity, many mobile social network platforms have started adopting
advanced privacy-preserving technologies, such as private set inter-
section (PSI). The technology allows two or more parties to securely
compute the intersection of their datasets without disclosing their

services while safeguarding personal privacy. Furthermore, as an im-
portant application in the field of privacy computing, PSI has recently
garnered widespread attention due to its efficiency and practicality,
jointly promoting the rapid implementation of privacy computing tech-
nology and ensuring the secure flow and value extraction of data
elements.
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Fig. 1. Mobile social networks.
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Fig. 2. Private set intersection.

There are many common construction tools for PSI [3], and obliv-
ious transfer (OT) is one of them. An OT [4] is a crucial tool used
for secure multiparty computation. In this tool, the sender transmits
data from a set of messages to the receiver but remains oblivious to
which specific message was sent, while the receiver is unaware of the
other messages they did not receive. This protocol is also known as the
oblivious transfer protocol. The essence of an oblivious pseudorandom
function is a pseudorandom function (PRF) enhanced with oblivious
transfer capabilities.

In 1986, Goldreich, Goldwasser, and Micali introduced a new cryp-
tographic primitive known as the pseudorandom function, whose out-
put appears to be randomly chosen [5]. Two decades later, Naor and
Reingold [6] noticed that their number-theoretic PRF allows for an
interactive and oblivious evaluation, where a “client” with input x
obtains F(x) for a function F,(x) that is contributed by a “server”.
Neither does the client learn the function (i.e., its key k), nor does the
server learn x or F,(x). Freedman et al. later called such two-party
protocol an OPRF and gave first formal definitions and two OPRFs
based on the Naor-Reingold PRF [7]. In 2009, Jarecki and Liu presented
an efficient OPRF for securing intersection data [8].

Oblivious pseudorandom functions have been utilized in PSI [9].
The additional functionalities of oblivious pseudorandom functions
also exhibit diversity, such as verifiable oblivious pseudorandom func-
tions (VOPRF, [10]) and partially oblivious pseudorandom functions
(POPREF, [11]).

Currently, OPRFs still faces challenges, as summarized by Casacu-
berta, Hesse, and Lehmann [12]. Efficient OPRF constructions often
rely on discrete-log or factoring-type hardness assumptions, which
are vulnerable to quantum computers. This paper aims to address
this by constructing OPRFs based on lattice-hardness assumptions and
improving their efficiency (see Figs. 1 and 2).

1.1. Contributions

Regarding the open problem proposed by Casacuberta, there are
currently quantum-resistant OPRFs, namely Albrecht et al.’s lattice-
based VOPRF [10] and Boneh et al.’s isogeny-based OPRF [13]. Both
constructions represent significant feasibility results but require further
research to improve their efficiency [12]. So, fast post-quantum private
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set intersection from oblivious pseudorandom function is proposed in
this paper, and it has the following advantages:

Symmetric encryption is adopted, which is efficient and reduces the risk of
privacy leakage. The PSI in this paper is constructed based on OPRF,
which belongs to asymmetric encryption, thus reducing the number
of interactions between users and lowering the risk of user privacy
leakage. Compared to symmetric encryption, the operational cost of
asymmetric encryption is lower, reducing reliance on authoritative
institutions.

The structure of OPRF is simple, and it is relatively efficient in post-
quantum OPRF. The OPRF used to construct PSI in this paper is based
on a new lattice problem, namely the learning parity with rounding
over ring problem(Ring-LPR). The Ring-LPR problem not only has a
simple structure but also possesses the capability to resist quantum
attacks.

A perturbed pseudorandom generator (PPRG) can withstand probabilistic
attacks. In addition to OPRF, the PSI in this paper also includes
a structure with a perturbed pseudorandom generator, which can
overcome the weakness of weak encryption in symmetric encryp-
tion, thereby preventing adversaries from guessing the corresponding
plaintext using statistical methods on the ciphertext ratios.

1.2. Technical overview

We adopted oblivious transfer technique and hamming correlation
robustness, both of which are used in the OPRF construction presented
in this paper. For the incidental pseudorandom function subject, we
initially aimed to use learning parity with noise (LPN) over rings.
However, this approach results in varying encryption outcomes for the
same private data, preventing the recipient from matching the private
data. Thus, we sought to make LPN over rings behave consistently
like learning with rounding (LWR), leading to the introduction of the
concept of learning parity with rounding over rings (LPR over rings) in
this paper.

To prove that LPR over rings is quantum-resistant, we established
a reduction bridge between LPR over rings and LWR. Yes, LPR over
rings is reduced to LWR, not LPN over rings. For (¢ = 2",p)-LWR
instances, we demonstrated the hardness of (g = 2, p = 1)-LWR instances
and (¢ = 2,p = 1)-LWR over rings, where (¢ = 2,p = 1)-LWR over
rings corresponds to LPR over rings. To verify that the computational
efficiency of the post-quantum OPRF in this paper is quite fast, we
compared the OPRF with the LWE-instantiated OPRF from [14]. The
results showed that, as theoretical analysis suggested, the computation
efficiency improves with the increase of security parameters.

Based on OPRF, we constructed private set intersection (PSI) based
on OPREF. Since the paper [15] analyzed that PSI based on symmetric
encryption does not resist probabilistic attacks and proposed the con-
cept of perturbed pseudorandom generator, we used LPN over rings
to construct a pseudorandom generator and proved that it satisfies the
definition of PPRG as given in [15].

1.3. Organizations

The structure of this paper is as follows. Section 3 provides the
necessary definitions and lemmas as a foundation for the readers’
knowledge. Section 4 presents the construction and efficiency analysis
of OPRF, along with the definition and reduction of Ring-LPR. Section 5
details the construction of the PSI in this paper, security proofs, and
LWE-based efficiency analysis, as well as the construction of the PPRG
and the proof of its pseudorandomness. Finally, Section 6 summarizes
the advantages and limitations of the PSI presented in this paper, as
well as the extension of OPRF to PIR
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2. Preliminary

Each element of a lattice in R” can be expressed linearly by n
linearly independent vector integer coefficients. This set of linearly
independent vectors is called a lattice basis, and we know that the
lattice basis is not unique. Given a set of lattice bases (v, ...,v,) in
the lattice £, then the fundamental parallelelepiped is

P(vy,...,0,) = {Zkiv[ k; € [0,1)}.

i=1
If the lattice base (vy,...,v,) is determined, use the symbol P(L) to
replace P(vy,...,v,). Yx € R", project it onto P(L). According to the
properties of projection, there is a unique y € P(£) makes y — x € L.
Use the symbol det(£) to represent the volume of the fundamental
parallelelepiped of the lattice £. In other words, the symbol det(L)
represents the determinant of a matrix composed of a set of lattice bases

(vy,...,v,). For a given n dimensional lattice, the det(L) size of any set
of lattice bases of the lattice is constant.
Given n lattice £, (v, ...,v,) and (uy, ... ,u,) are two arbitrary groups

of lattice L respectively lattice bases. Therefore, there is v, = Z;l=1 m;u;
and u; = Z;:I mlfjuj,i € {1,...,n}, there are two integer matrices M and
M’ such that
Uy Uy u U
=M| : |and =M
v u

u v

n n n

It is easy to prove that M and M’ are inverse to each other, and M
and M’ are both integer matrices, there are det(M)- det(M’) = 1 and
det(M) = det(M') = +1, so

det(vy, ...,v,) = xdet(uy, ..., u,).

Definition 1. An ideal lattice is a subset of rings or domains that
satisfies the following two properties:

1. Additive closure: If any two elements in the ideal are added, the
result is still in the ideal. In other words, for any elements a and
b in the ideal, a + b also belongs to that ideal.

2. Multiplicative absorptivity: If an element in the ideal is multi-
plied by any element in the ring (or field), the result is still in
the ideal. In other words, for any element « in the ideal and any
element r in the ring (or field), ar and ra belong to that ideal.

For a commutative ring, further require that the ideal be closed for both
addition and multiplication. Such an ideal is called a true ideal.

Definition 2. Referring to the definition of ideal, the ideal lattice T is
a subset of the lattice £ that satisfies the following two properties:

1. Additive closure: If any two elements in an ideal lattice are
added, the result is still in the ideal lattice. In other words, for
any elements a and b in an ideal lattice, a+b also belongs to that
ideal lattice.

2. Multiplicative absorptivity: If an element in an ideal lattice is
multiplied by an element in any other ideal lattice, the result
remains in the ideal lattice. In other words, for any element a in
the ideal and any element r in another ideal lattice, both ar and
ra belong to that ideal lattice.

Corollary 1. The ideal lattice T is a true idea of the lattice L.
For f(x) = ag+a;x + - +a,_;x"~! is mapped to
Rot(f)=agl +a; X + - +a,_ | X" ' e R.

Among them, R is the mapping of all Z[x]/<x" + 1> to the elements in
the ideal lattice 7 collection, and
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0 0 O 0 -1
1 0 0 0O 0
0O 1 O 0O 0
X= 0 0 1 0 0
o 0 0 - 1 0
So there is
ag —a,-1 —a;
Ra(ny=| % TR
ap_1 ) ag

it is easy to prove that this mapping relationship is isomorphic.

Definition 3 (Learning with Rounding, [16,17]). Let i be the security
parameter, n = n(4), m = m(4), ¢ = q(4), p = p(A) be integers. The LWR
problem states that for A € Z;”X", s € Zg, u€ ZZ’ the following distri-
butions are computationally indistinguishable: (4, | As],) ¢ (4, 4] ).
Here |x], = L%xj , |x] represents the floor function, which rounds down
to the nearest integer. For example, |3.14] =3 and |3] = 3.

Definition 4 (Learning Parity with Noise, [18,19]). Let A be the security
parameter, n = n(4), m = m(4) be integers. The LPN problem states
that for A € Z’z"x", s € L3, u,e € L the following distributions are
computationally indistinguishable: (A, As + e) ~¢ (A, u).

Definition 5 (Hamming Correlation Robustness, [14]). For a hash func-
tion H(-) and a pseudorandom function F,(-) with key k, H(-) is Ham-
ming correlation robust if H(x) - Fi(x).

Definition 6 (OT'). The message sender sends data to the receiver
from a set of pending messages but remains oblivious to which specific
message was sent. Meanwhile, the receiver is unaware of the additional
data they want to receive. This protocol is also known as oblivious
transfer.

Definition 7 (OPRF, [20]). Let the PRF key k consist of two bit-
strings ¢,s € {0,1}*. Let F(-)be a pseudorandom code that produces a
pseudorandom string and let H be a hash function. The pseudorandom
function is computed as

OPRF,(x) = H(q ® [F(x) - s]),

where - denotes bitwise-AND and & denotes bitwise-XOR. For a ran-
domly generated s, if F(x) has enough Hamming weight then the
function OPRF;(x) is pseudorandom assuming the hash function H is
correlation robust.

Definition 8 (PSI, [14]). PSI enables two parties, each holding a private
set of elements, to compute the intersection of the two sets while
revealing nothing more than the intersection itself.

Definition 9 (Dihedral Coset Problem). Given a security parameter «, for
an instance of the DCP’ problem, where N denotes the modulus and #

represents the number of states. Each state is expressed as
[0)]x;) + [1)|(x; + s) mod q), <7,

and it stores 1 + [log, g] bits, where x €y Z and s € Zy. If s can be
computed with probability poly(1/loggq) in time poly(log g), then the
DCPj problem is considered to be broken.

1 https://blog.csdn.net/m0_61869253/article/details/139362753
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Note 1. The Dihedral Coset Problem is a difficult problem in quantum
computing, and solving it has a time complexity of O(e") or O(n!).

Lemma 1. If an efficient algorithm W can solve DCP; in polynomial
time, then there exists an efficient algorithm W' that can solve DCP; in
polynomial time.

Proof. We use a proof by contradiction. Suppose g = 2" and there exists
an efficient algorithm W that can solve DCPg in polynomial time. For
instances of DCPZ , we have
[0} x;)+|1)|(x; + 5) mod 4) = |O)|x;) + |l)|(x; + ") mod 2)

+ 2(|O)|xl’.') + |1)|(x; +s")mod 2),i < ¢,

so running the algorithm W twice will solve DCPZ_Zz. Similarly, run-
p =

16=24

running the algorithm W n times will solve DGP”. Let O(W) represent

the time complexity of the algorithm W. Thus, we have W' < nO(W)

and algorithm W’ is an efficient algorithm. [J

ning W four times will solve DCP , and continuing in this manner,

Definition 10 (Extrapolated Dihedral Coset Problem with model 2, [21]).
Given a security parameter «, an instance of EDCPiz’ﬂ is provided,
where 2 denotes the modulus, p represents the probability density
function, and # denotes the number of states. Each state is expressed
as

> PN + js) mod 2),i < 7,
JE€supp(p)
and stores 2 bits, where x; €g Z) and s € Z). If 5 can be determined
with probability poly(1/(nlog2)) in time poly(nlog 2), then the EDCPf,Z’p
problem is considered to be broken.

4

1, then this
nd,p

Lemma 2. If there exists an algorithm for solving EDCP
algorithm can also solve DCPZ.

Proof. Let
1 1
[b) = —10)|x;) + —

V2 V2

Thus, p(0)|0) = LZIO) and p(1)|1) = \Lﬁll). Hence, DCP? is a special

[1)|(x; + ) mod 4).

case of EDCPf 2, Therefore, if there exists an algorithm for solving
EDCPZ »,» this algorithm can also solve DCPg . O

Lemma 3 ([21]). Let (n,q,r = .Q(\/;)) be an instance of G-EDCP and
(n,q,a) be an instance of LWE. If there exists an algorithm for solving
LWE then there exists an algorithm for solving G-EDCP’

n.q.a’ nq.p,.”

Corollary 2. Let (n,2,r = Q(\/;)) be an instance of G-EDCP and (n,2, )
be an instance of LPN. If there exists an algorithm for solving LPN, ,, then

there exists an algorithm for solving G—EDCPf 200

N g

3. Ring-LPR based OPRF
3.1. Constructing OPRF
Fig. 3 presents the ring LPR-based oblivious pseudorandom func-

tion. In the next section, we will prove the security of the oblivious
pseudorandom function.
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3.2. Security proof of OPRF

In this subsection, we will provide the definition of the underly-
ing lattice problem for OPRF, learning parity with rounding, and its
reduction proof.

Definition 11 (Learning Parity with Rounding). Let i be the security
parameter, n = n(A), m = m(A) be integers. The LPR problem states
that for A € Z)™", s € Z5, u € 7} the following distributions are
computationally indistinguishable: (A, | As mod 4],) ~¢ (A4, |u];).

Definition 12 (Learning Parity with Rounding Over Ring). The Ring LPR
problem states that for a,5,u € R, the following distributions are
computationally indistinguishable: (a, |as mod 4],) ~¢ (a, [u],).

Lemma 4. For an LWR problem instance | As] ,, if there exists an algorithm
W for solving s from |As|,, then there also exists an algorithm W' for
solving the LWR problem.

Proof. Given that there exists an algorithm W that can solve |As], =
[%J, for an LWR problem instance |4s],, we have:

l[Ast:lllﬂJ

p p q
:1<’£+e> (e € (~1,0")
P\ ¢
:lAs+e’ <e’e<—l,0] >
q p
~ | As];.

Thus, the algorithm W can be used to solve the LWR problem. []

We get next corollary by Lemma 3.

Corollary 3. Let (n,2,r = Q(\/;)) be an instance of G-EDCP and (n, 2, a)
be an instance of 2-LWR. If there exists an algorithm for solving 2-LWR,

then there exists an algorithm for solving G—EDCPZ 20"

Corollary 4. Let (n,2,r = €( \/;)) be an instance of G-EDCP and (n,2, a)
be an instance of LPR. If there exists an algorithm for solving LPR, then

there exists an algorithm for solving G—EDCPizyﬂr.

Lemma 5. If there exists an algorithm W for solving the Ring-LPR problem,
then there also exists an algorithm W' for solving the LPR problem.

Proof. For an instance of the inner product Ring-LPR
b=la-s],

where a = a) + a;x + - + a,_;x"~!, we can represent a as a circulant
matrix, specifically

a9 L
a aq, e —a
A = 1 0 2
ap_q ap a9
Thus,

b=la-s]y =>b=As.

where a = (ag,a,...,a,_1) < a = ay +a;x + - +a,_;x""'. We use
a proof by contradiction. Suppose there exists an efficient algorithm
W that can solve Ring-LPR in polynomial time. We take the first row
from A;, denote it as «;, and have |a;s], = b;, where b, is the first
component of b. For the LWR problem instance, f= | AS],, assume
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and H, : Ry, — [m]*”.

v i=Hy(F,(H,(x) = Hy(|lkH, (x)])).

PRF.OT
© Dy

{r[’i

i€[w!

e P, performs

PRF.Setup The users P, and P, agree on 4,8, protocol parameters m,w, and two hash functions H, : {0,1}* = R,

PRF.Enc P, selects a pseudorandom function key k € Ry ;. For input private data x € & C {0, 1}*, compute

P, initializes a matrix D € 1" and sets D,[v[i]] = 0.

e P and P, execute oblivious transfer, where P, sends s[1],...,s[w].
; and P, receives {r;},c,;, where r, =r

- Let {r?o)}[e[w] be the column vectors of A and compute B=A@® D.
— Compute A, = B, ® rE“, i € [w] and send the results to P,.
e P, computes C, where: if s[i] =0 then C; = r;; otherwise, C;, =r, ® A,.

P, receives random messages
sli]

I

Fig. 3. Oblivious Pseudorandom Function (OPRF).

AT = (o, 29, ..., 0p).

Thus, we use the algorithm W m times to find f; such that |y;|, = §; =
la;s;];, and thus we can solve the equation

Y =A57T =@, v

Assuming that the time complexity of solving s from LWR problem
instance is O(A, ), according to Corollary 3, let O(y = AS) be the
computational complexity of solving the equation y = A%, we have

mO(W) + O(y = A5) > O(A, B) > O(n!) or O(e").
Let m = n, then
O(A, p) = O(y = A5)

n

> O(n!) — Oy = As) or 2N -0k = AE)_
n n

ow) =

This contradicts the assumption that there is an efficient algorithm W
that can solve the inner product Ring-LPR in polynomial time, thus the
theorem holds. []

3.3. Efficiency analysis

This section simulates the OPRF computation efficiency of this
paper and OPRF in [14] on MAC, Pad and Phone. The PRF of [14]
is instantiated based on LWE.

3.3.1. Efficiency analysis on MAC

The tools used in the subsection are Python 3.12, the programs are
performed on MacBook Air MAC Desktop Apple M1, RAM 8.00 GB (see
Fig. 4).

3.3.2. Efficiency analysis on mobile pad

The tools used in the subsection are Pydriod 3, the programs are
performed on Xiaomi Pad 6 Pro File Explorer 1th Qualcomm(R)AI En-
gine(TM) Xiaolong 8+ mobile platform@3.2 GHz, RAM 8.00+3.00 GB
(see Fig. 5).

3.3.3. Summary of data comparison

From the simulation results, it can be seen that for n < 250, the
LWE-based OPRF in [14] is slightly faster, while for n > 250, the ring
LPR-based OPRF in this paper is faster. Furthermore, as n increases,
the advantages of ring LPR become more pronounced. Based on the
simulation results for Pad, the OPRF in this paper is more stable;
although there are fluctuations, they are less significant compared to
the LWE-based OPRF in [14].
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8000 VJU‘MJ

7000 | %},}’

6000 ;.}u
5000 Lg,; W

0 250 500 750 1000 1250 1500 1750 2000
n

CPU Time
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10000
9000 1] w
\ It
8000 w
7000 )/,'Adﬁ'
6000 VW
Iy

5000 L&t :
4000
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n
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12000 —— Ours
— CM20
11000
10000
n
9000 ne
v 14
£ w
F 8000 J«
2
2
= ]
7000 M
6000 W" M‘,Jf’
5000 k@- M
4000
] 250 500 750 1000 1250 1500 1750 2000

n

Fig. 4. Parallel comparison of OPRF on MAC, where n represents the security
parameter, unit is microseconds.

4. PSI based on OPRF

In this paper, apart from OPRF, another tool used in the construction
of PSI is a perturbed pseudorandom generator [15]. The perturbed
pseudorandom generator in this paper is constructed from Ring-LPN.



Z. Shan et al.

11000

10000

9000

8000

cpuTime

7000

| | s

— ous
cuzo

250 500 750 1000 1250 1500 1750 2000

30000 M0

25000

20000

cpuTime

15000

10000

b LA sk Y

[ TR N A Y

o 250 500 750 1000 1250 1500 1750 2000

— ours
11000 20
10000

9000

8000

ceuTime

7000

| | D s
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Fig. 5. Parallel comparison of OPRF on mobile pads, where n represents the security
parameter, unit is microseconds.

Next, we will present the reduction process for Ring-LPN.
4.1. Reduction of ring-LPN

Definition 13 (Learning Parity with Noise Over Ring). The learning parity
with noise over ring problem states that for a,s,e,u € Rio.1y the
following distributions are computationally indistinguishable: (a,as +

e) x¢ (a,u).

Corollary 5. If there exists an efficient algorithm W that can solve the
Ring-LPN problem in polynomial time, then there also exists an algorithm
W' that can solve the LPN problem.

Proof. The proof method is similar to that of Lemma 5, but this way
the computational complexity of W will decrease. If we want the Ring-
LPN problem to be ‘approximately’ as hard as the LPN problem, then
for the security parameters k; of the Ring-LPN problem and «, of the
LPN problem, we have

ex1 (xp)!
— 2 e*2, or 7 > (1)

K 1

Thus, we can roughly obtain x; > 1.5, and x, > 12. Note that O(n)
is an asymptotically large quantity with respect to n. We use the most
extreme case to determine the relationship between «; and x,. [

4.2. Perturbed pseudorandom generator

Definition 14. Let a = ay +a;x + - +a,_x"! € Ryo,1;- Define the
norm of a as ||a||, and

Journal of Systems Architecture 160 (2025) 103346

3
Setup Let (a,x,e)’ € R

Enc Compute

G,(x) = ax + e mod (x" + 1) mod 2.

Fig. 6. Pseudorandom generator with perturbation G, ().

llall =

Definition 15 ([15]). A pseudorandom generator with perturbation,
denoted as G, (), is defined such that for x,,x, € X, there exists y
satisfying the following conditions:

1. When x; = x,, Pr(G, (x;) = G,(x)) £ O(exp(—n)),

2. When x; = x,, such that ||G,(x)) — G,(x,)|| < v, there exists N
such that [|G,(x;) — G,(xp)ll =2 v - N, where clearly N = 1 is
optimal.

Theorem 1. The Ring-LPN problem itself can be viewed as a pseudorandom
function with perturbations.

Proof. We prove each statement separately. First, when x; = x,, we
have

Pr(G,(x)) = G,(x;)) =Pr(e; = ¢)) = z—ln

Additionally, set y = v/n+ 1, so
I(Ax) +e)) = (Axy + @)l = lle; —esll < 7.

When x; # x,, set v; = G,(x), v, = G,(x,), and know that

Pr(llv; — v, £ \/;) = kn;ocrlz( <%)k (%)n_k
n/2 k k n—2k
S we™

Because

St (1) (47 -k (2 (2) e ()

and
n/2

k k n—2k . z
S () @) R (-R))
Therefore

Pr(||vl—l)2|| < \/;< \/n+1) < L

o’

Thus, there is a very high probability that |[v;—v,|| > V/n+1,and N =1
(see Fig. 6). [

4.3. PSI based on OPRF

Lemma 6. Assuming f(y) ¢ u; and g(u,) ~¢ u,, then (go f)(¥) ¢ u,.
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— ous
— a0
16000

1. Setup P, and P, agree on security parameters

A, 0, protocol parameters m,w, hash functions
H, : {0,1}* —» Ry,y, hamming correlation ro- £
bustness H, : R, — [m]”, hamming corre-
lation robustness H; : Z, — R, and a

G, : Rio1) = Ryo1), 2 pseudorandom function
F R XRo1y = Rioyy-

2. OPREF Evaluation

6000

000

o 500 1000 1500 2000 2500 3000 3500 000

(a) P, sends the PRF key k to P,.

— ous
— a0

(b) x € X, P computes v =
H,(F,(H,(x))) and its OPRF value
v = G (Hy(Ci[v[1]]| -+ [IC, [v[e]])) and
sends y to P,.
(c) Let ¥ be the set of OPRF values re-
ceived from P,. Vy € Y, P, computes
v = F,(H,(y)) and its OPRF value ||y —

© 500 1000 1500 2000 2500 3000 3500 4000

G, (Hy(A, [o[11]]| -+ | A, [ol@I)Il < oy
and outputs y iff y € P.
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Fig. 7. PSI based on OPRF. 14000
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s

u

2. OPREF Evaluation
(a) P, sends the PRF key k to P,.

v () =¥(x) =y, (V) + ¥, ()

(c

—

meaningless in that case.

1. Setup P, and P, is server and user whose agree on security parameters A,o, protocol parameters m,w, hash
functions M, : {0,1}* - Ry, and a pseudorandom function F : Ry, X Ro1; = Ryg;-

(b) V(x,m) € X x M, P, computes v = F,(H,(x)) and its OPRF function

and sends y(v) to P,, here y,(v) = 0,y,(v) = m. It is needed that ¥(x) is one way function.

Let w(-) be the set of OPRF function received from P,. Vy € Y, P, computes v = F,(H,(y)) and its
OPREF function value ¥(y) and outputs y iff ¥(y) is meaningful. "y(y) is meaningful" means that when the
user successfully retrieves information, they obtain comprehensible text, which is what "meaningful" refers
to. When the user fails to retrieve information, they receive unintelligible ciphertext, which is considered

~

Fig. 11. PIR based on OPRF.
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Fig. 12. Parallel comparison of PIR on MAC, where n represents the security parameter,
unit is microseconds.

Lemma 7. Find a suitable pseudorandom function F, : R 0.1 X{0,1}* -
Ryo,1)- Assuming that the pseudo-random function Fy @ Ro 1, X Ro1; =
Ryo,1; and the hash function H, : {0,1}* — Ry, are indistinguishable,
we have

Fo) =¢ F ().

Proof. On one hand, because the pseudorandom F, : R 0.1y x{0. 1} —
Rio1}» for any k € Ry, ¥y € Y ¢ {0,1}, we have F,(y) =¢ u, €
Rio.1)-

On the other hand, due to the pseudorandom function F; : Ry X
Ry = Ryoays for uy € Rygyy, we have Fi(uy,) ~¢ u,. According
to the property of the hash function, have H,(y) ~¢ Ug, - Combining
with Lemma 6, one can obtain that F,(H,(y)) ~¢ u,. Consequently,
F.() ~c F(H(y). O

Theorem 2. If H, is a collision resistant hash function, H, and H;
are hamming correlation robustness, then the protocol in Fig. 7 securely
realizes Fpg; in the semi-honest model when parameters m,w are chosen
as described in [14].

Proof. Perspective from P,.
Hyb, P,’s view and P,’s output in the real protocol.

Hyb, Same as Hyb, except that on P,’s side, for each i € [w], if s[i] =0,
then sample A; < {0,1}" and compute B; = A; & D;; otherwise
sample B; « {0,1}" and compute A; = B; @ D,. This hybrid is
identical to Hyb,.

Hyb, Initialize an m X w binary matrix D to all 1’s. Denote its column
vectors by D,,...,D,. Then D; = - = D, = 1". For y € Y,
randomly select v « [m]®, and set D;[v[i]] =0 for all i € [w].

Hyb, Find a suitable pseudorandom function Fj : Rio1y X {0,1}* —
Rio,1,- For y € Y, compute U = Fi(y), randomly select v « [m]?,
and set D;[v[i]] =0 for all i € [w].

Hyb, Let there be a pseudorandom function F : Ry ;xR 01} = Ryo,1}
and a hash function 7, : {0,1}* - R, For y € ¥, compute
v = F(H,(»), randomly select v « [m]?, and set D;[v[i]] = O for
all i € [w].

Hybs Let there be a pseudorandom function F : Ry X Ryoyy —
R 0,1}, Hamming Correlation Robustness H, : Z;’&‘f’} = Rio1
and a hash function ¥, : {0,1}* — R,q,,. For y € Y, compute
Vv = F (H,(»), v =H,(v"), and set D;[v[i]] =0 for all i € [w].

Given that Hyb, =~ Hyb, ~. Hyb, ~ Hyb;, Hyb, ~. Hybs and
according to Lemma 7, it be known that Hyb; ~ Hyb,. Therefore, we
have Hyb, ~ Hybs.

Perspective from P;.

Hyb, P,’s view in the real protocol.

Hyb, v « Ry, all other aspects are consistent with the real
protocol.

Hyb, Introduce G, Rio1; — Ryo1; and Hamming Correlation
Robustness H; ZT(;(;”) — Ry, let the initial matrices be
C, = =C, = 1" randomly select v € [m]®, set C;[v[i]] = 0
for all i € [w]. Compute G, (C[o[ ] -+ IC, [vle]D-
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Hyb; Let the initial matrices be C;, = --- = C,, = 1™, find an appropriate
pseudorandonl function F : Rio1y X{0,1}* = Ryo - For y € Y,
compute U = F,(y), randomly select v < [m]®, set C;[v[i]] = 0 for
all i € [w]. Compute G,(C,[v[1]]]| -+ [|C,, [v[w]]).

Hyb, Let the initial matrices be C; = --- = C, = 1™, set a pseudo-
random function F : Rygyy X Ryg1; = Ry, @ hash function
H, : {0,1}* - Ry, and Hamming Correlation Robustness

Hy @ Z = Ryoyy- For y € Y, compute v = F.(},(»),
randomly select v « [m]®. Set C;[v[il] = 0 for all i € [w]. Compute
G, (H3(C[o[1]] -+ |G, [u]T)).

Hybs Let the initial matrices be C; = - = C, = 1™, set a pseu-
dorandom function F : Ryo;, X Ryo1; = Ry, and a hash
function H; : {0,1}* — R ,, Hamming Correlation Robustness
H, : Z;"gf’) - Ryoyy and Hj : Zg"ofl“’} - Ryo1- For y € Y,
compute v = F,(H,(y)), compute v' = F,(H,(y)). Set C;[v[i]] =0
for all i € [w]. Compute G,(H;3(Cy[v[11]]| -+ |C,[v[@]])).

Similarly, it can be proven that Hyb, ~- Hybs. [

Definition 16 (CPA Security Model of the Protocol in Fig. 7). Assume
there exists a perturbed pseudorandom oracle machine PrOM, (where
v is the upper bound on the norm of the perturbation in PrOM,), such
that for an input x, it outputs two values: one is a random value y,
and the other is a pseudorandom value y;, with x as its input.

» Setup The simulator B generates the necessary parameters for
the algorithms. The adversary .A chooses s and sends it to the
simulator S using OT.

Hash Queries, PRF Queries and PRG Queries The adversary
A sequentially performs hash function queries, pseudorandom
function queries, and pseudorandom synthesizer queries. Here,
the adversary cannot know the key in pseudorandom function
queries.

Challenge The adversary A selects a private message m and sends
it to the simulator B. The simulator queries the hash function,
pseudorandom function, and oblivious transfer values of the real
scheme, inputs these results into the pseudorandom oracle ma-
chine PrOM,, obtains two ciphertexts ¢, and ¢, and sends them
to the adversary A.

Guessing After receiving the two ciphertexts ¢, and ¢;, A guesses
which ciphertext corresponds to the encryption of m and sends the
guess back to the simulator 5.

The advantage of the adversary A is defined as the advantage of the
simulator 5 in distinguishing the outputs of PrOM,.

Note 2. The PrOM mentioned in this paper differs from [22]. In [22],
PrOM refers to a pseudorandom oracle machine that outputs random
values when the adversary does not know the pseudorandom function key,
and outputs pseudorandom function values based on the key known to the
adversary when the key is known. This is a single-value output. However, the
PrOM required in this paper outputs both of these values simultaneously,
making it a multi-value output.

Theorem 3. If H, is a collision resistant hash function, H, and H; are
hamming correlation robustness, then the protocol in Fig. 7 securely realizes
Fpsy in Definition 16.

Proof. Suppose the adversary Ap, can break the scheme with non-
negligible advantage. Now, the simulator S simulates the scheme.
Suppose there exists a black-box GJ'“*~** such that

Yo = Gy(x) € R{O’”,
/
G]ljlackfba)((x) N (y()’yl) \

y1 €r Rio,1)-
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 Setup The simulator S generates some necessary parameters for the
algorithms and selects an appropriate hash functions H; : {0,1}* —
Ro.1;> Hamming Correlation Robustness 7, : R, — [m]”, Ham-
ming Correlation Robustness H; : Z;’}f;‘; - RpnyandaG, : Ry —
R0}, @ pseudorandom function F : Ry X Ro1; — Ryo; with
key k € Ryg,;. The adversary Ap selects s and transmits s to the
simulator S using OT.

H-Query, PRF-Query and PRG-Query The adversary Ap makes
queries about the hash function, pseudorandom function, oblivious
transfer values, and pseudorandom generator. The simulator S pre-
establishes lists for handling H-Query, PRF-Query, and PRG-Query
respectively.

— H,-Query For the ith query x; € {0,1}* corresponding to the
value of H,, the simulator S selects from the hash value list
if available, otherwise selects a random X; € Ry, Set X; =
H,(x;) and update the list accordingly.

- HM,-Query For the ith query y; € R(o;, corresponding to the
value of H,, the simulator S selects from the hash value list if
available, otherwise selects a random Y; € [m]®. Set Y; = H,(y;)
and update the list accordingly.

- H;-Query For the ith query z; € Z’{"OXI") corresponding to the
value of H;, the simulator S selects from the hash value list
if available, otherwise selects a random Z; € Ry ;). Set Z; =
H;(z;) and update the list accordingly.

- F-Query For the ith query u; € Ry ;, corresponding to the value
of F, the simulator S selects from the pseudorandom function
value list if available, otherwise selects a random U; € Ry ;-
Set U; = F(u;, k) and update the list accordingly.

- G,-Query For the ith query w; € Ry, corresponding to the
value of G; , the simulator S selects from the pseudorandom
generator value list if available, otherwise selects a random
W, € Ryo1y- Set W, = G; (w;) and update the list accordingly.
Note that G/, is not GPlack-box,

Challenge Ap selects m € X/Y and sends it to S. S using the corre-
sponding hash function queries and pseudorandom function queries,
inputs the queried values into the black-box G;, obtaining y; and v,
and then sends y,y; to Ap,.

Guess Based on the received v, and y,, Ap guesses whether y; or
y, is the ciphertext of the encrypted message m.

According to the assumption, if the adversary Ap can break the
scheme with a non-negligible advantage, then the simulator S can
also break the black-box G; with a non-negligible advantage. This
contradicts the assumption that G; is secure. []

4.4. Efficiency analysis PSI

This section simulates the PSI computation efficiency of this pa-
per and PSI in [14] on MAC, Pad, and Phone. The PRF of [14] is
instantiated based on LWE.

4.4.1. Efficiency analysis on MAC

The tools used in the subsection are Python 3.12, the programs are
performed on MacBook Air MAC Desktop Apple M1, RAM 8.00 GB (see
Fig. 8).

4.4.2. Efficiency analysis on mobile pad

The tools used in the subsection are Pydriod 3, the programs are
performed on Xiaomi Pad 6 Pro File Explorer 1th Qualcomm(R)AI En-
gine(TM) Xiaolong 8+ mobile platform@3.2 GHz, RAM 8.00+3.00 GB
(see Fig. 9).
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4.5. Analysis of efficiency on mobile phones

The tools used in the subsection are Pydriod 3, the programs are per-
formed on Redmi K30 File Explorer 4th Qualcomm(R)AI Engine(TM)
Qualcomm Xiaolong 730G 8+ mobile platform@2.2 GHz, RAM 6.00 GB
(see Fig. 10).

4.5.1. Summary of data comparison

From the simulation results, it can be seen that for n < 400, the
LWE-based OPRF in [14] is slightly faster, while for n > 400, the ring
LPR-based OPRF in this paper is faster. Furthermore, as n increases,
the advantages of ring LPR become more pronounced. Based on the
simulation results for Pad, the OPRF in this paper is more stable;
although there are fluctuations, they are less significant compared to
the LWE-based OPRF in [14].

5. Expansion of this work

Private Information Retrieval (PIR) [23-29] is a technique that
enables a client to securely download a specific element, such as a
movie or a friend’s record, from a database managed by an untrusted
server, such as a streaming service or a social network, without disclos-
ing to the server which particular element has been retrieved. Given
the functional similarities between PIR and PSI, this paper extends its
exploration into the construction of PIR using OPRF (see Fig. 11).

5.1. Efficiency analysis PIR

This section simulates the PSI computation efficiency of this paper
and machine learning-based PIR in [30](DLMI for short) on MAC.
The tools used in the subsection are Python 3.12, the programs are
performed on MacBook Air MAC Desktop Apple M1, RAM 8.00 GB.

The OPRF-based PIR proposed in this paper has a runtime that
differs from the machine learning-based PIR by no more than approx-
imately 5 x 1073 seconds. Additionally, the security of our PIR scheme
is theoretically supported in comparison to [30] (see Fig. 12).

6. Conclusion

This paper presents a PSI based on efficient post-quantum OPRF and
proves its security under the semi-honest model, demonstrating security
even in the CPA model in Definition 16. The addition of PPRG enables
the PSI to effectively resist probabilistic attacks. In the simulation
experiments, the proposed PSI shows greater efficiency compared to
post-quantum PSIs represented by LWE.

Although the PIR in this study is not as efficient as the machine
learning-based PIR, the gap between the two is already quite small.
However, there are also notable shortcomings; the efficiency of the
proposed PSI still lags behind that of non-post-quantum PSIs, which
will be addressed in future work.
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